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INTRODUCTION

1. ETHICOMP conference series

The ETHICOMP conference series was launched in 1995 by the Centre for Computing and Social
Responsibility (CCSR). Professor Terry Bynum and Professor Simon Rogerson are the founders and
joint directors. The purpose of this series is to provide an inclusive European forum for discussing the
ethical and social issues associated with the development and application of Information and
Communication Technology (ICT). Conferences are held every 18 months.

There have been ten conferences, ETHICOMP 95 (De Montfort University, UK), ETHICOMP 96
(University of Salamanca, Spain), ETHICOMP 98 (Erasmus University, The Netherlands),
ETHICOMP 99 (LUISS Guido Carli University, Italy), ETHICOMP 2001 (Technical University of
Gdansk, Poland), ETHICOMP 2002 (Universidade Lusiada, Lisbon, Portugal), ETHICOMP 2004
(University of the Aegean, Syros, Greece), ETHICOMP 2005 (Linkoping University, Sweden),
ETHICOMP 2007 (Meiji University, Tokyo, Japan) and ETHICOMP 2008 (University of Pavia,
Italy) . Delegates and speakers from all continents have attended. Around 800 papers have been
presented at the ten conferences. All abstracts from the ETHICOMP conferences are posted on
CCSR‘s renowned website. Most of the leading researchers in computer ethics as well as new
researchers and doctoral students have presented papers at the conferences.

The conference series has fostered much international collaboration and resulted in exciting new
ideas being presented at ETHICOMP by newly formed author partnerships. Indeed the series has been
key in creating a truly international critical mass of scholars concerned with the ethical and social
issues of ICT. Indicative of this is the International Society for Ethics and Information Technology
(INSEIT) formed in 2000 and now associated with the series. The electronic ETHICOMP Journal
(www.ccsr.cse.dmu.ac.uk/journal) was launched in 2004 to further the work of the conference series
and enable those in the field of computer ethics to gain access to the rich resource of papers from the
ETHICOMP conference series. Papers from the conference series will appear in the electronic journal.

The ETHICOMP name has become recognised and respected in the field of computer ethics.

2. ETHICOMP 2010

As Alvin Toffler wrote —ehange is non-linear and can go backwards, forwards and sideways.
ETHICOMP 2010 has the overall theme of —Fhe backwards, forwards and sideways changes of ICT”.
Society has changed dramatically over the last sixty years with the advent of ICT. Some ICT-related
changes have been good and have moved society forward, others were bad and caused harm, while
some appear to have had no ethically relevant effect at all, simply moving us sideways. In developing
and adding ICT, the ethical dimension must be considered so the potential positive, negative and
neutral impacts on society, organisations and individuals can be understood and appropriate action
taken. There are four aspects to consider within this overall theme. The first is —scial” and considers
how ICT has impacted the way in which we spend our time. The second is —gvernment” and
considers how governments use and control ICT to provide services to the public. The third is
—buness” and considers how businesses utilise technology to realise goals in an ethically acceptable
manner. The fourth is —eols” and considers the implications of advances in technology tools and
approaches on us in the context of the previous three aspects.

These proceedings contain the papers presented at the conference. Papers are published in
alphabetical order of the first author‘s surname. The two keynote addresses are included in these
papers. Together the papers represent a body of new work from over 100 authors from around the
world. It is an important contribution to our understanding of what the ICT-related changes are in our
lives and how we might cope, accept and or enjoy such changes.

A conference is not just about the written papers. It is about dialogue, collegiality and friendship.
The conference directors and programme committee thank you in your roles as authors and delegates
for making ETHICOMP 2010 a reality. We hope you will enjoy the conference and be inspired to
continue to contribute to this vital area. We look forward working with you at future ETHICOMP
conferences.



STUDENTS' ATTITUDES TOWARDS SOFTWARE PIRACY-THE
GENDER FACTOR: A CASE OF A PUBLIC UNIVERSITY IN AN
EMERGING COUNTRY

Ali Acilar and Muzaffer Aydemir

Abstract

The main purpose of the present study is to explore the relationship between gender of the students
and their attitudes towards software piracy. Research data were obtained by surveying the
undergraduate students of the Department of Business Administration at a public university in Turkey.
Independent samples t-test was used for comparisons between male and female students' attitudes. It is
found that female students find software piracy less acceptable than male students. The study finding
is consistent with previous studies that reported female student participants are significantly more
ethical than male student participants in terms of software piracy.

Keywords: software piracy, gender, undergraduate students

1. Introduction

Computer is one of the most important technological developments affecting our daily lives.
Computers have changed almost everything in our personal and social life: from communication to
education, from business to entertainment. There is no doubt that computers and the Internet have
become essential parts of modern societies, but these technologies have also raised some ethical issues
such as piracy, privacy invasion, unauthorised access and use of computer systems. In today‘s
technology-driven world, piracy is one of the major ethical and legal issues that have arisen in the
context of information technology usage. Software piracy is widespread in many parts of the world
and costs software manufacturers billions of dollars annually. According to Sixth Global Software
Piracy Study prepared by the Business Software Alliance (BSA) and International Data Corporation
(IDC) 35% of software installed on computers worldwide (110 countries) was pirated in 2008, with
estimated losses at $53 billion (BSA and IDC, 2009).

We constantly confronted with important technological changes and the need to create new attitudes
towards new situations arose from the computer technology within the information age (Masrom and
Ismail, 2008). Technological developments create new opportunities for action and new sets of
choices that are ultimately of a moral nature (Mullen and Horner, 2004). As the use of computers and
Internet has become widespread, misuses of these technologies have also increased dramatically
(Banerjee et al, 1998). The easy of reaching, storing, changing and transmitting information provided
by computers and Internet has made unethical behaviours much easier, particularly among students in
the academic environments (Abdul Karim, Zamzuri, and Nor, 2009).

Academic institutions also face the problems of illegal and unethical use of information technologies.
Students enter universities from different backgrounds with different experiences and many students
are unaware of ethical issues of computer usage such as software piracy (Cohen and Cormnwell, 1989).
According to Calluzzo and Cante (2004) students had misconceptions about what represented ethical
and unethical behaviours in the use of software and information technology and systems. It is possible
that if university students are uncertain about what constitutes appropriate and inappropriate behaviour
then this uncertainty will be carried forward into their workplaces after graduation (Calluzzo and
Cante, 2004; King and Case, 2007).

Employee abuse of company information technology resources can result in lawsuit or dismissal.
Even though some organization adopted code of ethics for members, not every computer user and
information system professional is a member of these organizations, and therefore does not necessarily
follow these codes (Harris, 2000). Many companies depend on people who are computer literate and
computer users face ethical problems everyday in the work-place. For these reasons the teaching of
computer ethics to future employees and managers is becoming increasingly important in college



schools of business as computer and Internet usage increases in the business world (Pierce and Henry,
1996; Calluzzo and Cante, 2004; Simon and Chaney, 2006).

Given these issues, the main purpose of the present study is to examine whether students' attitudes
towards software piracy differ in terms of their gender. The paper will first give an overview about the
relevant literature and then test the hypothesis of the study through a survey on a sample of students in
a public university in Turkey.

2. Gender Differences in Ethical Use of Computers and Software

Gender is one of the most heavily researched variables in the literature of ethics. There are
considerable amount of studies that have investigated the role of gender in ethical decision making.
Some studies found that females are more concerned about ethical issues than males. However, some
researchers found that gender has no significant effect on ethical judgments. Although research on
—ender and ethics” and —gnder and information technology usage” has increased, a few of the studies
are available about gender issues in the ethical use of computers (Adam, 2008, 589), especially
software piracy. Most of the studies investigating gender differences in the issues of computer ethics
found that females are more ethical than males.

Khazanchi (1995) investigated whether gender differences had an influence on recognizing unethical
computer usage behaviours during in the use and development of information technology. His study
results show that females are better able to recognise unethical actions described in seven information
systems scenarios involving disclosure, social responsibility, integrity, conflict of interest,
accountability, protection of privacy, personal conduct than males.

Kreie and Cronan (1998) conducted a survey among 307 university students using five ethical
scnairos related to information system usage and their study results show that male and female
students were distinctly different in their assessment of what is ethical and unethical behaviour, with
male students less likely to consider certain behaviours as unethical. Their analysis showed that
different factors influence male and female students' decisions regarding unacceptable behaviour.
Kreie and Cronan (1998) found that the significant factors for females were societal environment,
belief system, personal values, legal environment, moral obligation, and the scenario and the
significant factors for males were legal environment, moral obligation, awareness of consequences,
and the scenario.

Adam (2001) has addressed the subject in terms of feminist ethics as an issue of equality. Feminist
ethics argues that traditional ethics is manly and fails women. Therefore, aim of the feminist ethics is
to create a gender-equal ethics. Adam argues that feminist ethics can help us to understand gender
issues in computer ethics.

McCarthy, et al. (2005) surveyed undergraduate and graduate computer information systems
students in the USA and found that significant differences existed between male and female students
in their ethical beliefs regarding information technology usage.

Leonard and Cronan (2005) examined shifting attitudes of students towards ethical behaviour in the
information systems using a survey containing five computing cases. They found that male students
view unethical behaviour in computer usage was more acceptable than females.

Simon and Chaney (2006) studied to determine students' perceptions of the ethicality of selected
computer activities using seven scenarios. They found that gender appeared to the strongest
demographic factor and female students perceived certain computer activities as more unethical than
males.

Masrom, et al. (2008) surveyed 159 undergraduate computer science students at two public
Malaysian universities and found that there was a significant difference between male and female
undergraduate students regarding their ethical awareness of computer use.

Akbulut, et al. (2008) surveyed a sample of 559 Turkish undergraduate students to study whether
gender, programme of study and PC experience have an influence on unethical computer using
behaviours of undergraduate students in a faculty of education, in Turkey. They found significant
differences between males and females, with males outperforming females in terms of unethical
judgments. Akbulut, et al. (2008) also found that females tend to judge unethical behaviours
consistently across different departments while males‘ ethical judgments differed based on the
department.



Peslak (2008) conducted a survey among 304 individuals consisting of student, faculty, staff and
information technology professionals and found that females had stronger opposition to unethical
situations regarding information technology usage.

Beycioglu (2009) surveyed students in a faculty of education, in Turkey. He found that the
participating female candidate teachers‘ ethical judgments on computer use were significantly
different than male candidate teachers®. It is found by this study that prospective female teachers were
more concerned about ethical issues than male counterparts.

Based on the results of a meta analysis, Krisanda and Peslak (2009) stated that — all studies
regarding gender‘s effect on ethics, men have never been shown to behave more ethically than
women” regarding information technology usage.

Gender is also one of the most researched demographic factors that have attracted considerable
attention from researchers who study factors influencing ethical software usage. Simpson et al. (1994)
studied 209 students in the United States and found that gender is a significant factor in affecting the
propensity to pirate software. Sims et al. (1996) surveyed 340 undergraduate business students and
MBA students to develop a profile of those who illegally copy software and found that male students
pirate software more frequently than female students. Rahim et al. (2001) investigated factors
affecting softlifting intention of computing students using survey data collected from 205 computing
students in Brunei Darussalam and found that gender affected softlifting intention of students, but to a
lesser extent. Based upon the results of the survey of 148 students in the U.S. Chiang and Assane
(2002) found a significantly higher likelihood of software copyright infringement for male students.
Lau (2003) surveyed 263 students in Hong Kong and found that male computer users were more
lenient in their attitudes to pirated software than female users. Kini et al. (2004) surveyed 1506 U.S.
and Thai university students and found that male students were less moral than female students
regarding software piracy among both U.S. and Thai students. Higgins (2006) used a non-random
sample of 392 college students and found that a gender gap exists in software piracy -males were more
likely than females to pirate software. He suggested that self-control theory and social learning theory
completely eliminate the gender gap. Van Der Merwe (2006) found that male distance computing
students are more likely to softlift than female distance computing students. Based on the results of
surveying of 224 students, faculty, and professionals Peslak (2007) found that females had a higher
recognition of copying others‘ software than males.

There are different theoretical explanations why males and females exhibit different ethical
behaviours. According to gender socialization approach, males and females have different values and
traits due to gender creating different moral orientations and resulting in different decisions and
practices (Roxas and Stoneback, 2004). The gender socialization approach asserts that the gender
brings different values and traits to their work roles. The gender socialization approach assumes
differences in willingness to be unethical will exist among men and women in the same occupation
(Betz, O*‘Connell, and Shepard, 1989). Many ethics studies that investigate gender differences find
females to be more caring, more concerned with relationships, more likely to define themselves
through relationships, and more prone to behaviours that support relationships which are likely to gain
approval by others (McCabe et al., 2006). Females may be conditioned to reject less ethical actions to
obtain desired outcomes because they have been conditioned to take actions which gain the approval
of others. On the other hand, males may be conditioned to accept less ethical actions to obtain desired
outcomes because they have been conditioned to be more aggressive and competitive (Becker and
Ulstad, 2007).

According to Gilligan, whose research was an extension of gender socialization theory (Dawson,
1995), males and females have had very different moral orientations, with males being more —jstice”
oriented and females being more —ause” oriented (Albaum and Peterson, 2006). Although males
conceptualise moral questions as problems of rights and obligations, females conceptualise them as
problems of care involving empathy and compassion (Betz, O‘Connell and Shepard, 1989).

Theory of cognitive moral development by Kohlberg suggests that the moral reasoning of males and
females is based on justice considerations (Albaum and Peterson, 2006). According to the theory of
cognitive moral development, any individual, irrespective of gender, progresses through six stages in
their development of moral reasoning (Robin and Babin, 1997).

Even though majority of the research found that females are more ethical than males in terms of
computer and software usage, some studies found no significant differences between ethical attitudes



of males and females. Hay, et al. (2001) surveyed 108 U.K./Irish and Malaysian background
undergraduate students to investigate differences in the ethical perceptions of undergraduate students
in different computer-related situations and observed minimal differences. They concluded that gender
doesn‘t appear to significantly affect perceptions of ethical behaviour in computer-related situations.
Calluzzo and Cante (2004) surveyed 169 undergraduate and graduate students with a questionnaire
consisting of eleven statements and found no significant differences between male and female
students' attitudes towards information technology and software usage. Moores and Chang (2006)
found that male and female students interpret the act of software piracy similarly. Van der Byl and
Van Belle (2008) did not find statistically significant relationship between gender and digital piracy.

3. Methodology

In this research, convenience sampling technique was used to obtain the sample of the study and a
questionnaire was used as a research instrument to collect data.

As a part of a broader study, eleven statements, developed by Rahim et al. (2001), were included in
the questionnaire to explore students' attitudes towards software piracy. All statements were measured
on a five-point Likert-type scale ranging from strongly disagree (1) to strongly agree (5). The
questionnaire also includes demographic variables. To be able to determine the relationship between
gender of the students and their attitudes towards software piracy, the following hypothesis is
proposed:

HO: There is no significant difference between female and male students' attitudes towards
software piracy

The study was conducted in Fall semester of 2009. The data for this study was obtained by
surveying undergraduate students at the Department of Business Administration at a public university
in Turkey. A total of 438 volunteer undergraduate students agreed to participate to the survey and a
total of 435 usable questionnaires were used for the analysis.

45.5% of the participants are male and 54.5% of the participants are female. Majority of the
participants (78.3%) were between 17 and 21 years old. 37% of the respondents are freshman, 34% of
the respondents are sophomore, 12% of the respondents are junior and 17% of the respondents are
senior students.

66% of the participants own a personal computer (PC). 44% of them are male and 56% of them are
female. 68% of female students and 64% of male students own a PC. 68% of the participants have
been using PC for at least 4 years. 67% of the participants use the Internet less than 9 hours in a week.
The demographic characteristics of the participants are presented in Table 1.

Frequency %
Gender
Male 198 45.5
Female 237 54.5
Age
17-19 169 38.8
20-21 172 39.5
22-26 70 16.1
Academic Level
Freshman 159 36.6
Sophomore 146 33.6
Junior 51 11.7
Senior 74 17.0
PC Ownership
Yes 288 66.2
No 146 33.6

Percentages may not equal to 100% because of missing values
Table 1. The Demographic characteristics of the participants

4. Results

The main objective of the analysis was to investigate the relationship between gender of the students
and their attitudes towards software piracy. Independent samples t-test was used to compare the



difference between males‘ and females® attitudes. Results of t-test are presented in Table 2 with mean
score and standard deviation of each attitude item for male and female students.

Overall mean of the eleven attitude items for the sample was calculated as 2.93 which is very close
to the neutral position in Likert scale. However, while mean of these items for male students was
above the neutral position (3.12) and for female students was below the neutral position (2.77).

Based on the results of the t-test shown in Table 2, it is concluded that there is a significant
difference between attitudes of male and female students towards software piracy. As it can be seen
from Table 2, the mean score of male students is greater than the mean score of female students for
each item. Therefore, the study findings suggest that female students are more ethical than male
students in terms of their perceptions of software piracy.

Table 2. Results of the t-test Male Female

Attitude Items Mean | S.D. | Mean | S.D. p

I think it is I.IO'[ Qkay to use pirated software because it may 295 128 | 2.65 120 | 0.012*
create negative 1image.+
I think pirated software helps monetary savings. 3,56 | 1.21 | 3.12 | 1.27 | 0.000*
I think 1.t is okay to use pirated software to improve my 755 124 | 218 | 098 | 0.001*
productivity.

I see nothing wrong in giving friends copies of my software in
order to foster friendship.

I think it is okay to use pirated software if it improves my
knowledge.

I think it is okay to use pirated software because community at
large is eventually benefitted.

I believe that software piracy helps to increase my computer
literacy.

I think it is okay to use pirated games software for
entertainment.

I see nothing wrong in using pirated software if it is badly
needed for the success of a project.

I think it is okay to use pirated software for research purpose,
because everybody shares the benefits.

I think software piracy is okay to punish software publishers
who charge very high price.

+Reverse coded, S.D.=Standard deviation, * indicates significant at the 0.05 level, ** indicates significant at the
0.10 level

294 | 125 | 2.63 1.15 | 0.007*

341 1.23 | 3.16 | 1.12 | 0.025%*

291 1.24 | 2.47 | 1.09 | 0.000*

257 | 121 | 224 | 0.93 | 0.002*

3.04 | 1.30 | 254 | 1.13 | 0.000%*

355 | 1.22 | 335 | 1.10 | 0.072%*

3.31 1.17 | 3.06 | 1.11 | 0.018*

3.53 1.27 | 3.11 1.17 | 0.000%*

The highest mean score of male students was —Ilthink pirated software helps monetary savings”
(Mean: 3.56, S.D.: 1.21) followed by —kee nothing wrong in using pirated software if it is badly
needed for the success of a project” (Mean: 3.55, S.D.: 1.22). The highest mean score of female
students was —bkee nothing wrong in using pirated software if it is badly needed for the success of a
project” (Mean: 3.35, S.D.: 1.10) followed by —1hink it is okay to use pirated software if it improves
my knowledge” (Mean: 3.16, S.D.: 1.12). The lowest mean score of male and female students was the
same item that was —think it is okay to use pirated software to improve my productivity”.

The highest difference between male and female students® mean scores was 0.50 corresponding to —I
think it is okay to use pirated games software for entertainment”. The lowest difference between mean
scores of males and females was 0.20 corresponding to —bee nothing wrong in using pirated software
if it is badly needed for the success of a project”.

5. Conclusions

The main aim of this study was to examine whether students' attitudes on software piracy differ in
terms of their gender. Data was collected through a paper questionnaire which was administered to
students of the Department of Business Administration at a public university in Turkey. Eleven items
were used to measure attitudes of students towards software piracy and independent samples t-test was
used for comparisons between male and female students' attitudes.



This research found that there is a significant difference between male and female students® attitudes
towards software piracy. The study findings suggest that female students find software piracy to be
much less acceptable than male students. This result is consistent with previous studies showing that
female students are more ethical than male students in terms of software piracy. This difference should
be taken into consideration in preparing corporate ethics policies, professional codes of conduct, and
rewards/punishment systems for computer related unethical conduct (Khazanchi, 1995). The more that
is understood about the relationship between gender and ethics, the better chance of education and
training programmes will be designed to improve ethical awareness and sensitivity (Roxas and
Stoneback, 2004).

A number of limitations should be taken into account when interpreting the results of this study.
First, this study used convenience sampling technique. Therefore, it is difficult to generalise the results.
Secondly, the sample of this study is composed of undergraduate students of the Department of
Business Administration. Third limitation is that study was administered in a public university in
Turkey. The inclusion of students from different departments and universities provides opportunities
to better understand gender differences in software piracy.

Further studies need to focus on why and how gender influences student® attitudes towards software
piracy.
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INTEGRATIVE APPROACH TO MAINTAINING THE IMAGE OF
THE INFORMATION AND COMMUNICATION TECHNOLOGY
(ICT) ORGANIZATION: CASE STUDY AMONG FINNISH
ENTERPRISES

Mirja Airos
Long Abstract

Theoretical Viewpoints

Images of the organizations are nowadays exposed to the drastic moves and changes in society,
organizations and among individuals. One organization may have multifaceted, ambiguous and
polyphonic fragmented images depending on the multiple discursive voices to be followed. Together
these partial images create the overall and common image of that organization. This study aims to find
out, how chosen three ICT enterprises are reflecting their ethical and responsible ideals and how the
overall society is attempting to guide these acting firms through public discourses. Thus, there are
theoretical scientific voice, official company voice and voice of the regulatory authorities or interest
groups present in this examination.

Caring leadership and responsible business may be conducted by defining values and other basic
principles: visions, missions, goals, rules and guidelines. Systematic communication on responsible
and ethical issues proves the overall stance of the corporation. These days the stakeholder
communication is crucial part of every firm‘s strategic performance and different parties are waiting
for more than just theoretical discussions in the form of public statements. (Kujala & Kuvaja 2002, 49,
72-75) Desire and willingness to communicate the responsible way of thinking varies and amount of
which the companies interact in outlining processes differs. These are absorbing issues to be
approached.

This paper reveals that major professional organizations and regulatory authorities, which are having
impacts and effects to Finnish ICT field: Global Reporting Initiative (GRI), The European
Telecommunications Network Operators' Association (ETNO), Ministry of Transport and
Communications Finland, Finnish Communications Regulatory Authority (FICORA), Finnish
Federation for Communications and Teleinformatics (FiCom), Finnish Information Processing
Association (FIPA) etc. have their own published codes of ethics. Enterprises also have their own
written ethical principles, professional guidelines, corporate social responsibility reports or like. These
codes have differences in presentation and emphasis, but they are still in vast agreement on some
general principles. This paper profiles also, how these explicit, commonly admitted and stated,
codified rules of ethics are tight to the other implicit discursive statements, which chosen firms are
introducing in their own discourses. Firms are using multiple discourses as a strategic devices, how to
govern ethical and responsible issues. Dialectical and pragmatic way to see the multiple voices are
relevant and also the contextual understanding of these voices. Both normative and empirical aspects
shall be encompassed in integrative approach (Singer, 2009).

Empirical Viewpoints

This research attempts to show, how some publicly presented discursive thoughts are heading to
formulate the stakeholders view and visualization on the ethical and responsibility issues of the
selected ICT firms. Chronological contemplation is conducted through years 1997 - 2007; the aim is to
reveal some extensive ideas on the subject. Last two years 2008 and 2009 of this longitudinal study
has taken into account by revealing some descriptive statements. Reason for that is the ever-growing
number of discursive statements.

In this research the contemplation concentrates on three companies, which are TeliaSonera,
TietoEnator and Elisa, formerly Yomi. These corporations may have had many names in previous
years, but in present paper above-mentioned names are in use. The development and the route of the



two first ones are more unilinear than is the case in the last one. Selected firms differ in the sise and
fields of business-making are partially unlike, but the well-known definition (European Commission
in Virallinen Lehti L 107 1996, 4-9) of the large-scale firm annual turnover more than 40 MEUR and
total sum of balance sheet more than 27 MEUR holds true in every case.

TeliaSonera and Elisa are communications service providers and TietoEnator is service producer,
which offers computing, research and development and consultancy services. Although these firms
present the different sides of the broadly perceived information technology enterprises, these all have
had operations both in domestic markets and also in international level and the scales of the operations
have been multi-filament, making the firms equally essential for this kind of research. This way we are
able to explore more comprehensively the common phenomena of different kind of voices, which are
present in image building processes of ICT enterprises. The research has then more cross-sectional
nature, too.

Methodological Viewpoints

This study belongs to qualitative research tradition and it has nuances of both interpretative and
radical humanistic paradigm (Burrell & Morgan, 1979 and onwards). Critical business research as this
study seems to be tries to create new ways of thinking (Alvesson & Deetz 2000, 22-31) and written
texts and documentations are seen as socially constructed phenomena (Atkinson & Coffey 1997, 47),
which are related to prevailing society and produced by individuals. Empirical examination is based
on the official written documents (annual reports, responsibility reports, ethical codes, web-contents)
of the firms and the theoretical notions are made with the scientific literature about business ethics and
corporate responsibility and also ICT related references. Research data represents only some of the
possible discursive cases, but in this particular study that procedure is acceptable, because of multi-
dimensional and rich sources of data. This kind of data is called discretionary samples (Eskola &
Suoranta 1998, 15-18).

This study could also be named as cross-case methodological approach (Gerring 2007, 1 & Yin 1990,
27 etc.), because of multiple cases and sources of data. Methodologically this study has signs of three
various dimensions: case analytical points, interpretations are made both about the individual cases
and also from more abstract entities, (Hammersley & Gomm 2000, 3-4) as mentioned already,
discourse analytical elements and then content analytical views; analyzing discourses goes through
different steps (Tuomi & Sarajarvi 2003, 94), data shall be categorised in a suitable way (Holsti 1969,
94-95; Carney 1972, 167-168) and one possible hermeneutic understanding is created. Researcher is
seen as active subjective creator of meanings and it is relevant to recognise and confess that openly
(Hardy & Harley & Phillips 2004, 19 —22).

Conclusive Viewpoints

This study continues the scientific work, which have studied ethics and responsibility in ICT
industry in conceptual-historical way and prospects and challenges for management and leadership
with public-discourse based approach (Airos, 2006 and Airos, 2009) and has some neighbouring
studies among Finnish (Onkila, 2009; Kooskora, 2008; Takala & Syrjéla, 2008; Siltaoja, 2006) and
international (Payne & Landry, 2005; Gilbert & Rasche 2008; Vaccaro & Madsen 2009) current
discussions. In the paper the reality is seen as socially constructed phenomena, this is consistent with
authors thinking. (Ilmonen 1993, 69-70; Beck 1990, 17-23; Giddens 1991, 3 etc.) The reality and also
business environments are fragmented to partial realities and constructing of the each actor‘s own
reality is exclusive.

Other essential perceptions or facts are the presence of the stakeholder issues in current discourses as
well. Stakeholders are seen multiple ways and various dividing and illustrating approaches are in use
as was present already earlier many cases in literature, too (Nési 1995, Carroll 1989 & 1993, Clarkson
1998, Freeman 1984 etc.). Stakeholders may be seen as theoretical practicalities as normative
recommendations or as instrumental methodological approach (Friedman & Miles 2006). In this study
the stakeholder interaction is seen with more theoretical emphasis than as methodological practice
even though three kind of discursive voices are explained more thoroughly.

At the same time firms are trying to reflect them as individual among others and also underline their
ability to be open and transparent. Some of Seeger‘s (1997, 18-19, 26, 34) ideas about diminishing the
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organizational ambiguity in their ethical and responsible image are implicated in discourses, too.
Enterprises attempt to reveal them as entities, which allow different audiences and stakeholders to
reflect their feelings etc. Interaction and remoulding of the ethics and responsibility interpretations is
enclosed.

As also Elia (2009) also points out transparency is supposed to encourage stakeholder trust, separate
the company from its competition and persuade new investors, clients and employees, which leads to
better prosperity and growth. Corporations‘ ethical and responsibility policies are tangible illustrations,
which show the firms commitment to develop the operations and act in good way in business dealings
(Wood & Rimmer, 2003).
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WORK-LIFE BALANCE IN THE JAPANESE INFORMATION
AND COMMUNICATION TECHNOLOGY INDUSTRY: WHO
THWARTS FEMALE WORKERS* CAREER DEVELOPMENT?

Ryoko Asai and Kiyoshi Murata

Abstract

Even in the recession, the Japanese information and communication technology (ICT) industry has
been expected to provide many people, especially women, with employment opportunity. ICT has
been recognised as an important factor to enhance economic efficiency, and to realise the gender-equal
environment in terms of career opportunity and status in society. However, it is alleged that workers in
the ICT industry are often forced to sacrifice their daily lives for their demanding works and some
female workers even give up their marriage and children to continue to work. In order to examine the
actual situation of female ICT workers, the authors interviewed seventeen female ICT workers.
Through the interviews, it becomes clear that the most serious gender issue in the Japanese ICT
industry is that almost all of the female workers don‘t notice the existence of gender issues at all. The
present gender equal work environment perceived by them has been established so that the women are
forced to behave similarly to men in their workplaces.

1. Introduction

Due to the ten-year-long Heisei recession since 1991, many Japanese companies span off their in-
house ICT divisions and system development sections into separate companies. Consequently, the ICT
industry became more competitive and grew rapidly while other industries remained in the grip of the
serious recession. ICT has already been infrastructure in almost all business areas and functioned as an
indispensable component of people‘s daily lives. Therefore, the ICT industry continues to provide
expanded job opportunities (The Cabinet Office in Japan, 2009; The Health, Labour and Welfare
Ministry, 2009)

On the other hand, Japanese society has faced big social problems of a declining birth rate and aging
population. This means that Japanese society would suffer a labour shortage in the near future. In the
Heisei economic depression, many companies didn‘t care about the shortage of their workers; rather
they wanted to make a hiring cutback. However, once the economy began to recover, they started to
rebuild personnel planning and to recruit good employees. On this occasion, the ICT industry was
bothered with a shortage of workers more seriously than other industries because the industry was not
popular among young people due to the bad reputation of its physically demanding jobs (Kumazawa,
2000; Bando 2009). Since then, most ICT companies have taken a proactive stance to employing
women as regular employees and a significant number of women have flowed into the ICT industry
(The Health, Labour and Welfare Ministry, 2009).

Nonetheless, little research in gender issues in the Japanese ICT industry has not been conducted.
This study is the first step towards a policy recommendation for establishing gender equal workplace
environment in the industry. In particular, the authors attempt to examine gender issues in the
Japanese ICT industry through narrative analyses focused on its masculine workplace culture and
practices in this paper. The structure of the remainder of the paper is as follows. In the next section,
the Japanese socioeconomic circumstances surrounding workplaces and gender policies recently
adopted are reviewed. After that, in Section 3, Japanese workplace culture is explained and narratives
of working women in the Japanese ICT industry based on the interviews the authors conducted are
described. In Section 4, the narratives are analysed and concluding remarks are made.

2. Japanese Socioeconomic Circumstances and Gender Policies

In April 1986, the Law concerning Equal Opportunity and Treatment between Men and Women in
Employment (Act No. 113 of 1972; revised in 1986, 1997 and 1999) was enacted in Japan. Fourteen
years later, the Basic Law for a Gender-equal Society (Act No. 78 of 1999) was enforced. Both of the
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laws aim at enhancing to construct a gender-equal society and prohibiting gender segregation in
workplaces. Furthermore, the Japanese government has recently adopted policies to promote a work-
life balance in order to encourage women to continue their careers after marriage or childbirth.
However, the effectiveness of these policies has been deteriorated due to the Japanese culture with
respect to work. This circumstance can typically be observed in the Japanese ICT industry.

The conventional work-life style had established during the Japanese high economic growth period
(1955-1973); a male worker devoted himself into his work while sacrificing his own personal life for
his family. On the other hand, a female worker was expected to marry a man, typically, at the same
company and to become a fulltime housewife to take care of her family two or three years after she
joined the company. Unmarried woman past the marriageable age and two-income households were
the deviation from the gender roles. Therefore, they were dogged with negative image based on the
gender bias and the gender norms in Japan.

However, Japan has experienced the economic depression in the 1990°s, and this caused a decrease
in average household income. Furthermore, Japan has faced expected labour shortages due to a
declining birth rate and aging population. These situations have enhanced social awareness that
women should continue to work after marriage and/or maternity leave. The laws to support and protect
working women have enforced one after another and any discriminatory treatment of women or men
in workplaces has no longer been permitted in Japan. Under these circumstances, however, female
full-time workers tend to be required to have an equal workload to men without ridding themselves of
housework at all.

3. Does ICT Make a Change for Women‘s Working Life?

3.1 Working Women in the Japanese ICT Industry

Now women play an active role in workplaces in almost all industry. Especially the ICT industry has
employed working women, because it has consistently grown and is expected to continue to create
further job opportunities even in the current recession. Job opportunities provided steadily by the
Japanese ICT industry would be helpful for women who are eager to develop their career as well as for
construction of a gender-equal society. The fact that ICT workers are expected to be professionals due
to their social influence (Murata, 2005) may suggest that increase in employment in the industry is
advantageous to improvement of social status of women. However, the industry has faced the pressure
for significant cost-cutting and a shortened system development period in the fiercely competitive,
globalised market and, thus, the working environment of the Japanese ICT industry has become
severer.

If ICT, especially the Internet, facilitates gender equality in workplaces as the government alleges,
the most progressive gender equal workplace would be realised in the ICT industry (The Cabinet
Office, 2009). In actuality, however, the Japanese ICT industry is known as a typical masculine one
where employees experience physically demanding and prolonged work. Additionally, the industry is
notorious for its poor working conditions and bad business practices such as multi-tier subcontract in
information system development. Some people are forced to sacrifice their daily lives for heavy
workloads to develop ICT-based information systems. In particular, some female workers even give
up their marriage and children to continue to work. Although the industry provides employment
opportunities, workers are forced to accept severe working conditions which are a far cry from a work-
life balance. In order to examine actual conditions in detail, we have conducted semi-structured
interviews with seventeen female workers in the Japanese ICT industry. Narratives of seven working
women who are selected from the seventeen are described below.

3.2 Narratives of Female Workers in the Japanese ICT Companies

Woman 4 has worked at a Japanese ICT company in Tokyo for six years. At present, she is twenty
nine years old and single, has no child, and lives with her parents and grandmother. She graduated
from the economics department of a university in Tokyo. When she looked for a job in her final school
year, ICT companies grew rapidly and attracted much public attention as a new field with promising
future growth. She had not studied computer science or engineering, but she vaguely felt that she
could undertake creative and interesting jobs in the ICT industry. Then, she looked for her job
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opportunity at some ICT companies. Finally she got her job at the ICT company affiliated with one of
the major Japanese trading companies.

She works as a service engineer now and she does not feel any discrimination between sexes/gender
in terms of working conditions, job promotion, training programmemes and performance appraisals in
her workplace. All the difference between men and women is that men have more muscle than women
physically, she said. However, she is concerned about her future related to a work-life balance. In
short, she wonders if she is able to balance work and family in the near future. She grew up in a
traditional Japanese family where her father worked at a company as a breadwinner, and her mother
was a full-time housewife. That is, she has lived in a culture in which women are supposed to take
care of their husbands, children and parents at home. Thus, she intends to give up her career to become
a full-time housewife in case she has difficulty in taking a work-life balance in the future. She thinks
of her mother as a role model in her life.

On the other hand, at the same company, a working mother is employed. Woman B is a forty-nine-
year-old working mother and lives with her husband and two children. She has been working for the
company for over twenty five consecutive years. She is at the managerial position while the proportion
of women in managerial posts is quite low at the company. When she entered the job, the ICT industry
was a developing business area and was not so popular among young job seekers. She studied at
undergraduate school of integrated arts and sciences and decided to enter the new business area and to
work as a full time system engineer which was the job for men at the time; most of female workers
were expected to work as supportive staff and were considered as prospective brides for male workers
at companies (Ogasawara, 1998a, 1998b). There were few women who had professional career like
her. At the beginning of her career, almost her colleagues were men in her division. She had
sometimes worked through the night with the other workers in order to meet the due dates for cutovers.

Therefore, she doesn‘t have any idea that there have been any discrimination and differences in
working conditions between men and women at her company. Her view is almost same as A°s.
However there is a great difference from the previous woman in family forms because she has her own
family and has raised two children while working fulltime. Thus, based on her experiences, she
strongly believes that it is possible for working women to work fulltime and to have children. But she
told that if women have a child while working, women need to juggle between family and work by
making use of their limited time, especially, for supporting their husbands. She emphasised that the
most important factor for women‘s keeping their career is career consciousness. Many working
women contrive to achieve a good balance between their work and housework supported by their
families and social institutions. In her case, the nursery, the school and the cram school helped her
nurture her children when they were little. She said that she could not take care of her children and
continue to work fulltime without the facilities as well as her husband‘s support. Needless to say, she
took maternity leave and returned to work after it. Women 4 and B work at a famous company
affiliated with a big trading company as described above. Therefore, the company complies with the
law and their working conditions have been improved. However, both women told that there were few
role models who have children while working fulltime at their company. Then what about women in
working at a small company?

Woman C develops software for graphic at a small Japanese company. She is a thirty-two-year-old
software engineer and lives with her husband. She graduated from the department of education of a
university. When she looked for her job, Japan was in a serious economic depression and it was much
more difficult for many female students to find the job than male students. Like other female students,
she didn‘t get a job as good as she wanted and eventually she entered into a small ICT company. Her
company is a subcontractor that specialise in developing particular modules of software. This kind of
small company needs to do more work with fewer people. That‘s why she inevitably has to carry out a
lot of assignment at low pay inadequate to compensate for her performance. In other words, she is
usually under pressure to meet deadlines and she is too busy to have private time. When a deadline is
looming, she spends most of her time at her office without being back to home. She often spends a
series of days without bathing or taking shower and sleeps with cardboard futon and newspaper
blanket on a floor next to her male colleagues.

There are no women but her at the company. She cannot consult with other female colleagues and all
she does is to work like male workers. In addition, the company is unable to afford to improve the
working conditions and even to comply with the law in order to survive the competitive economic
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environment. This means she cannot take any maternity leave and child-care leave. At her wedding
party, her boss told her that if she had a baby he would want her to quit the job. His saying was
definitely against the labour law and the equal employment opportunity law, and she could sue him
and the company for it. She was shocked at his words, but she could not refute his unfair idea, because,
in actuality, she was too busy to have a child. Now, however, she is pregnant and plan to work till the
ninth month of pregnancy. She says that she has no idea what will happen to her career after delivery,
and at present she does not know if she will be able to take maternity leave. Some female workers in
small companies are forced to face serious problems in their taking a work-life balance.

3.3 Narratives of Female Workers in the Foreign-affiliated ICT Companies

Woman D works at one of the biggest foreign-affiliated ICT companies. She is thirty two years old
and single and has no child. She specialised in computer science at a graduate school. She decided to
enter the ICT industry and engage in something that involves computer technology at the beginning of
her job hunting. For her, corporate culture was decisive in her choosing job. Her company has
implemented family benefit programme since its formation such as long maternity and child-care
leave, training programme for retreads after taking maternity leave. Therefore her company retains
larger population of female fulltime workers than other companies in the ICT industry. In addition, the
discretionary labour system makes many workers easier to keep their job even though they have own
families. She was attracted to these points and decided to work for the company.

She works as a system engineer to develop personnel management system in-house. Her division is
composed of fifteen members and five of them are women. Of the five women, two are married and
another one takes maternity leave at present. Some male colleagues take days off to take care of their
children and take part in the activities of the children‘s school sometimes. Under the present working
environment, she does not have any idea that she will quit job even when she get marry and have a
child in the near future, and she wants to keep her job after having a child. That‘s why she is not aware
of any difference and discrimination between men and women at her company. A difference is, she
said, nothing more than differences among individuals regardless of gender. The most important thing
in dealing with her job is to manage assignment which she takes on and to produce the best
performance as she plans. These make no difference to all workers in getting ahead with their work.
Thus, she has a lot of assignments under deadline. However, her male colleagues are under the same
conditions, and she thinks that her company has never taken a gender discriminatory behaviour for all
workers. As noted above, she is single and has no child. It is plausible that those who are able to work
as hard as men are single women with no child. In fact, wage disparities between men and women in
their twenties are few. Then, what do married women think about their working conditions?

Woman E works as a system engineer at the same company as Woman C‘s. She is thirty one years
old, married her colleague and has no children. She researched on theoretical chemistry using
computers in her master's course. This experience let her decide to join the leading company in
computer technology. Both men and women take a lot of assignments and working conditions are
equal for all workers at the company. Thus, she thinks that there is no difference between men and
women. She takes a good balance between her work and home life thanks to the discretionary work
system. Is this consciousness of their gender equality in working places specific to this company? We
interviewed other working women at another leading foreign-affiliated ICT company.

Woman F is thirty nine years old and married and has no child. She is in the managerial position at
the contents service division. She graduated from the department of English at a women‘s junior
college, and after her graduation she has changed her jobs four times. The company where now she
works for offers better working conditions and benefit programmes compared to other companies at
which she worked in the past. Actually, her present company engages in a work-life balance
programme and positive recruitment of female employees led by the headquarters in the US. Under
this environment, she thinks there are few differences in working conditions between men and women
at her company. However, she has a lot of work and a little private time every day. Therefore she
points out that management of time and assignments is important for her work and also that her
husband‘s cooperation is essential for their family lives. His cooperation is almost equal to his
patience to forgive her in putting work at the company before housekeeping. Then, what do working
mothers think of their work-life balance?
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Woman G is forty six years old and married and has two teenage sons. She studied physics at a
women'‘s college. She keeps her career in one company Woman F now works for. She was interested
in manufacturing technology when she was a college student and decided to get her present job. She
undertakes system development and her colleagues are almost men. She thinks that her company
offers equal opportunities for all workers and contents of work and their performance review is almost
fair. Therefore, she emphasised that if women didn‘t care about delay in their career progress, it was
not difficult for them to have children and work fulltime at the company. In fact, she felt her
promotion was slower than male colleagues‘ owing to her maternity leave, but she did not concern
about it in her career from a long-term viewpoint.

4. Analyses and Concluding Remarks

The interviews revealed how working women in the Japanese ICT industry juggled their work and
family lives on their own responsibilities. Almost all of them consider their work as physical work, not
as intellectual one, and that the level of pay is inadequate to compensate for their workload. Some
women said that they had no idea how long they would keep on working under such severe working
conditions. However, all of them recognise that marriage is never an obstacle to their careers and that
working conditions of them are the same in men and women, because, they consider, male workers
take on a lot of assignments and work under strong pressure as female workers do. In some cases,
male workers suggested female workers to go back home earlier with caring for them and their
families. That is, the ICT industry provides female workers with almost equal opportunities to work
fulltime regardless of physical force and, however, they are adjusted to the traditional female and male
working style. At present, some companies takes equal treatments of all workers without sex
difference (Bartol and Aspray, 2006; Bartol, Williamson and Langa, 2006; Chapple, 2006). However,
we need to consider whether the treatments are fair for both men and women.

The narratives suggest that the Japanese female ICT workers don‘t perceive particular inequality or
discrimination between sexes at their companies even though they are placed in severe working
conditions which are derived from their gender. Gender issues in the Japanese ICT industry found
through the interviews and the process of making out the narratives are as follows. First, both male
and female workers suffer off-balance between work and life. Secondly, the equal opportunity in the
workplaces perceived by the interviewees seems to cause increased workload for them. Actually, they
are unconsciously forced to accept that housework and/or child-rearing are their responsibility. Thirdly,
law enforcement to enhance a gender equal society has lowered employers‘ incentive to hire women.
Even though the original aim of the law is to address the problem of low fertility in Japan. Employers
seem to recognise that hiring female employees is costly. Finally, the most serious issue in the
Japanese ICT industry is that the employees interviewed didn‘t recognise the existence of the gender
issues at their companies at all. They have been accustomed to the male-dominated working
environment.

In order to resolve the issues, the following polices are recommended. First, social support for child-
raising is necessary (Kumazawa, 2000; Kajima, 2003; The Cabinet Office, 2009; Bando, 2009). For
example, the number of nursery centres which open 24 hours and can look after babies younger than
one-year old should be increased. Actually, there is a very long waiting list for nurseries in Japan.
Bringing down the corporate tax rates in order to encourage companies to work on a realisation of
work-life balance of their employees is another way of supporting working mothers. Furthermore,
networking among female ICT workers across companies may be useful because this would clarify a
role model of female ICT workers and would make it possible for them to enjoy peer consultation
(Youngs, 2001).

However, Japan currently faces another gender issue which runs counter the efforts of improving
social status of working women. Namely, a new social trend that an increasing number of women,
especially in younger generation, want to become a full-time housewife has been set off. This social
phenomenon would obscure a role model of a working woman who keeps developing her career. After
all, who thwarts female workers* career development in the Japanese ICT industry?
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EDUCATION ON INFORMATICS ETHICS: A CHALLENGE TO
SOCIAL DEVELOPMENT

Porfirio Barroso Asenjo and Mario Gonzélez Arencibia

Abstract

The article aims at offering a propositional evaluation of several topics related to the education on
informatics ethics, generally sharing the concept of ethics in this field, as a theoretical and practical
instrument to orient human being towards attitudes that are consistent with social development. The
main idea in which the stated proposal is based is that changes brought about by the Information and
Communication Technologies should be accompanied by a cultural and axiological awareness, which
also involves different ethical behaviours.

Keywords: informatics ethics, education, social development, values, moral imperatives.

1. Introduction

“There is no good education without instruction. The moral qualities increase their value when they
are realised by intelligent qualities”."

José Marti

One of the tendencies that reveals a strong increase since the last decade of the 20™ century and
keeps up in the beginning of the 21st century, is the reference to the intensification of the attempts in
the different technological disciplines by introducing value criteria that allow to orientate professionals
in their decision making. This has as substance the acknowledgement that the technological
developments are not ethically neutral. Remarkable in this scope of transformations is the emphasis
that lies on the concept of applied ethics, attending the importance of the treatment of ethical questions,
bound to the practice of engineering and technologies.

Especially in the specific case of ethics applied to informatics, these attempts have been meaningful.
This is determined by its impact in today's society, emerging behaviours that imply a close relationship
between ethics and informatics, such as the confidentiality of personal data, the invasion of electronic
advertising via the Internet (—psamming”), and cases of child pornography. It is clear that these are not
the only possible examples.”

Currently, the prevalent approach revolves around the need to confront the dilemmas occurring in a
product of improper use of technology. In this argument, the very common idea is promoting ethical
attitudes of IT professionals, with the particularity to acknowledge the relevance of ethics training in
the use of the computer systems of society in its entirety, especially starting from the regards of the
socializing role of this technology across many different areas and cultural knowledge.

In this sense, the current text, starting from the background debate about the relationship between
ethics and informatics, aims to provide an assessment of a range of topics related to ethics education in
Informatics Ethics, in general sharing the concept of ethics as a theoretical and practical guidance of
human beings towards attitudes consistent with human dignity. In other words, ethics essentially are a
learning to act in a rational way.

! Marti, José. <Educacion popular”. En: Obras Completas, Tomo 19. Editorial ciencias Sociales. La Habana,
1991. P. 375-376.

? Littlejohn Zinder, Debra and Ed Tittel. Le escena del crimen cibernético. Manual para Forenses de la
Computacion. Copyright © 2002 por la Compaiiia Editorial Syngress, EEUU 2002, pp 30-57.
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As regards the informatics, in this work it is understood as —the science that studies the phenomenon
of information, information systems and processing, and transfer and use of information through
computers and telecommunications, as tools for the benefit of mankind”.’

This concept is complemented by the definition obtained from a study by Neif Silva, when you put
forward that: the Information and Communication Technologies are a set of tools that rely on
informatics: software and hardware, for the implementation of automated processes with speed and
precision criteria, of which derive from products that serve as communication channels for support,
storage, processing and digital transmission of information.*

Methods

Applied the method of the documentary observation, this allowed to obtain diverse criteria about the
Ethics Informatics, which collect to continuation:

Ethics Informatics: different definitions

Having clarified the concepts of ethics and informatics, it is relevant to situate some of the
definitions that are outlined in the debate about the Ethics Informatics, aiming to enlarge the
understanding of the subject.

In its narrow sense Informatics Ethics is considered as the discipline that examines the ethical
problems that are created, processed or compounded by people who use the advances in information
technology.’

James Moor defines Ethics Informatics more broadly as the discipline that identifies and analyzes
the nature and social impact of information technologies and communication in the human and social
values. These are: health, wealth, work, freedom, privacy, safety or self-actualization, democracy,
knowledge, among others. In addition, it involves the formulation and justification of policies to guide
our actions, and ethical use of these technologies.’

Terrell Bynum, based on Moors‘ definition, defines computer ethics as a discipline that identifies
and analyzes the impacts of information technologies in human and social values. These values are
health, wealth, work, freedom, democracy, knowledge, privacy, safety or self-actualization. This
concept of Ethics Informatics includes terms, theories and methods from disciplines such as applied
ethics, sociology of computers, social assessment of technology or rights in informatics.’

Moreover, Joyanes regards it as —aalysis of the nature and social impact of information technology,
and the corresponding formulation and justification of policies for its ethical use”. *

Likewise, Cortina says that Ethics Informatics is a source of the —applied ethics” and emerges as a
need to generate professional ethics in the use of information and communication technologies, based
this, caught in ethics to fill the void that exists of rules to guide their use in solving problems, created
by man in society through their use.’

The intent of each of the outlined definitions is to incorporate a social conscience associated with
computer technology, helping to develop its use not only with efficiency but also with ethical criteria.

According to this he goal will be that Ethics Informatics could participate in taking decisions about
technological themes in a stable, valuable way that goes together with social development.

3 Hajna, Rifo, Lagreze, Byrt y Mufioz, Navarro (1989). Derecho e Infromatica, Ediciones Instituto profesional de
Santiago. Pp 1-86.

* Silvan Neif (2006). Cultura Informatica en la Gestion de Actividades Académicas. En Memorias de la 5°
Conferencia Iberoamericana en Sistemas, Cibernética e Informatica CISCI 2006. Volumen II. Ponencia. Orlando,
Florida-EEUU.

> Del Brutto, Bibiana Apolonia. Globalizacion y el nuevo orden internacional: las sociedades de la informacion,
Revista TEXTOS de la CiberSociedad, 3. Tematica Variada. Disponible en http://www.cibersociedad.net 2003.

% Moor, James H. What is Computer Ethics, Metaphilosophy, Vol. 16, No. 4, October 1985, pp. 265-275.

" Bynum, Terrel W., Ethics and the Information Revolution, ponencia en el curso de verano —Etica de la
Informatica”, Universidad Complutense de Madrid, Madrid, 1996.

¥ Joyanes, Luis. Cibersociedad. Los retos sociales ante el nuevo mundo digital. McGraw-Hill; Madrid, Espafia.
Pp. 198-199.

? Cortina, Adela. Etica de la Empresa. Tercera edicion. Editorial Trotta. Madrid, Espafia 1998. Pp 88.
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Results

The study realised of the literature studied allowed to define the lines to follow for the development
of the Ethical Informatica, this can observe in the following comments:

The previous concepts we treated allow us to assemble different partial reviews:

The task of Computer Ethics is to give guidelines for action when there is no regulation or when the
actual guidelines are not up to date anymore. That‘s why Computer Ethics also have to analyze and
propose a conceptual framework that is adequate to understand the ethical dilemmas caused by
Informatics Technology (IT). For this discipline formulates different objectives:

e To discover and explain solutions (or keys) for ethical dilemmas in IT.

e To determine to what extent they are aggravated, transformed or created by computer
technology.

e In the face of ethical dilemmas caused by IT, to analyze and propose an adequate conceptual
framework and to formulate principles of action to determine what to do with new activities
that are caused within IT and for which there are no clear lines of action. The effect should be
that an ethical analysis of realistic and significant cases is realised.

Discussion

The realised analysis has an extraordinary meaning for the studies on Computer Ethics that is
realised in countries as Cuba, where still this topic has not had advances sufficient. This approach can
be seen in the fact that this work may be making decisions in different dimensions that are given
below:

The need to make decisions about the use of IT technology

The message consists of the context in which computer science is unfolding, refers to behaviour that
goes against human dignity, involves the necessity to take decisions about the use of information
technology, and to manage the professional and non-professional who uses the information media. He
or she should participate in defining their social responsibility through multiple pathways, becoming
someone who promotes cultural behaviours that is consistent in an ethical way with social
development.

We consider it as a fundamental key, as an awareness of the social implications of informatics, and it
is not enough to do that from a legal point of view. The ethics of education should contribute to fill the
empty space that is produced in most cases. The legal regulations have as obstacle that IT technology
advances so fast, so it‘s difficult to keep the rules up to date to the technology.

What is raised requires thinking in different dimensions, what in a close interrelationship
complements education in Informatics Ethics. These relate to the role of education, to moral
imperatives, to professional excellence, to the necessity to foster cultural promoters in the field of
computer ethics and to make the collaborative relationships every time more and more effective and
actual. All this could contribute to an education that will make us more responsible in the field of
informatics. The question until here could be the following: Which significance has all these
dimensions?

a) The role of education

The life today is extremely influenced by information technology. A lot of people consider
themselves very bad prepared to practise their rights when they have to face the complex social
implications that evolve out of computer media. Educating people about these issues from an ethical
point of view is very important for the future of our society.

Therefore to help, to understand, to think the implications of the social and cultural nature of
information technology, is something essential to educate, not only in this 21* century, but also in the
next.

To educate in the frame of a formation of ethics applied to information technology, means to
develop values that permit that a person, acting in a reasonable and independent way, relates to the
environment that surrounds the principles that make our life worthy on earth.
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The recognition of ethical dilemmas that tends to create the inadequate use of information
technology, is thus supposed to recognise the hard task for specialists, and users of this area as
promoters of ethical behaviour in the use of IT media. This in fact means to participate in building
professional ethics itself, assuming taking a stand alongside the need of a special ethics that permit to
lead professional and non professional users of this technology to follow paths of action in line with
social welfare.

On this basis the task of computer ethics is to promote a culture of actions responding to the
dilemmas that could generate the bad use of TIC. For this it is necessary to develop a conceptual
framework around ethical criteria that are indispensable considered the use of information technology.
The purpose is to assume ethical positions about the social implications of technologies in a way
consistent of a statement of fitting values that every time provides more dignity for the life of men on
planet earth.

This is an urgent task for any country considering a role to be played by informatics in the social life
of human beings, —tis not only about informatics to communicate, but to know, learn, teach, help,
share”'’. That is to say , the centre of thought is a sustained conception of ethics about the principles of
social development, what requires an ethical education applied to information technology activities.

The goal of this work are principles of social development, those points of view that guarantee in the
frame of informatics the active participation of all members of society to make those common goals of
development indeed happen, in full respect and at the same time is a guarantee for learning. In this
setting is also a principle of social development included, the possibilities that hold information
technology to be an answer to social needs, reaching equality as a new order of social justice, what
allows fair access on the level of education and welfare, and to construct a new condition of
citizenship, based on the full recognition and guaranteed exercise of rights.

b) Moral imperatives

The criterion is that an understanding of the importance of the reflexion about ethics starting from
the principles of social development, from the stage of information technology, could contribute to the
debate about moral imperatives'' so important in such ethical legacy'*:

Professional privacy and confidentiality.

Professional responsibility.

Loyalty towards your institution and country.

Dignity, honesty and integrity.

Primacy in the service of social goods.

Academic preparation and continued formation.

Professional solidarity

Professional integrity

. To support and practice the right to provide and receive information.

10. To transmit exact data.

11. To prevent invasions of privacy

12. To employ only fair and honest means in the exercise of your professional activity
13. To collaborate in the development and promotion of information technology.

XN RO~

10Fidel Castro Ruz. Speech for the commander in cheef F.C.Ruz in the act for the fifteen years of the Young
Club of Computacion, 7 May 2006.

11 The imperatives are formulas that express the notion of duty and that, therefore, manifest the pressure that the
moral laws impose in a constrictive way at the will. All the imperatives express themselves by the formula of the
must be and show the relation of an objective law of practical reason and a will that, because of its subjective
constitution, is not necessarily determined. All this implies that even if an imperative is not necessarily
determined on subjective will, this not necessarily dictates reason. What it does do is to exert pressure or
compulsion , such imperatives are shown as something external that imposed obligations. In this sense, the
imperative seems like something constructed upon the will, but, at the same time, we don‘t have to determine her
necessarily. For a really good analysis about this theme consult Sevilla Segura, Sergio and Montero Moliner,
Fernando. Analyses about moral imperatives in Kant. Valencia: University, Madrid 1979 pp. 55-67.

12 See: Barroso Asenjo, Porfirio. Four principles of Ethics and Internet. Available at: http://www.
ccee.edu.uy/ensenian/catcomp/material/etica.pdf. (Consulted 7 of January 2006).
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14. To prove competitiveness

15. To respect and defend intellectual ownership , observing copyright, reference sources,
citations and references

16. To keep confronting your ideas, to refine them and make them known.

17. To defend their professional criteria, objectivity and respect for others

18. To assume a critical and autocratic attitude to mistakes as a tool for moral self-regulation

19. To accept the points of view, as well as the experiences of others, who contribute to the
development of the professional and the profession itself

20. To study and evaluate the possible impacts that their actions can produce to the natural and
social environment

21. To ensure the saving of resources, both renewable and not renewable, since some are
exhausted and others need to recovered.

22. To forward theoretical and practical education to understand the dimension of environmental
engineering.

¢) Professional excellence

In accordance with the above this new idea emerges: —The access to knowledge and culture on its
own does not result in the acquisition of ethical principles; but without knowledge and culture it is
impossible to reach ethics”. Being put into the context of this article, this means that one should not
validate the level of professional preparation of informatics and non-informatics, nor the quality or
professional excellence, using as only reference the level of qualification related to the knowledge of
informatics.

The excellence of the professional is obtained when informatics technology convert into an
instrument to the service of a more humane reality. The idea is that informatics only holds a humane
sense when it preserves the exquisite respect for each right and liberty in which materialises the human
dignity.

d) Promoters of cultural attitudes

In this scope, every project that has a profound social focus will have to conceive the ethics of
informatics prioritizing the roll not only of the professionals of informatics but of society in general,
like promotional agents of cultural attitudes in concordance with an ethics that emancipates to man all
types of incoherent conduct with the practice of social development.

e) Making the relations of collaboration more and more real and effective

This in fact has its basis in making the relations of collaboration more and more real and effective
and respect, based on the socialization of informatics on the basis of ethical principles. The idea is that
no matter what social project centred on the development of man and its surroundings, by its essence
will generate its own ways to socialise the informatics founded on the principles of ethics and socialist
moral. Such affirmation parts with the criteria, of which this social project sustained in humanism, will
have to conceive it as a challenge the necessity of finding its own conceptual formulations and
practices, about how to implement an ethics of informatics that‘s fully in agreement with social
dynamics.

Proposal for the development of a responsible education in the use of informatics.

The aspects mentioned before lead us to the necessity of realizing a proposal that could be useful in
no matter what context, of which the ultimate goal will be to obtain an honest and responsible usage of
informatics. It is sustained in the following directions:

Programming of activities in the form of conferences, forums that will be oriented on the effective
use of informatics.

The planning of group dynamics for members of the institution with the objective of raising the level
of support when it comes to reaching decisions.

The spreading of knowledge of ethical codes for the use of information technologies, this would
mean an excellent contribution to the intellectual growth of the collective effort.

23



Educate the staff of the organization about the correct use of the existent technologies and how to get
the most out of them, to facilitate the incorporation of new and emerging technologies.

The planning of extra courses to get to know the systems of communication in real time and the
systems of analysis and collaboration.

To make possible the acquirement of skills that will help awaken in each member of the organization
the necessity to use them and will at the same time help them to discover the potential advantages that
come with them.

To evaluate the possibility to adopt a modality that could be incorporated to the control of the staff
of the organization, a scheme that could motivate a possible reduction of some ethical problems such
as lateness, absenteeism and abnormalities that in general can be affecting the work and the service
quality of the organization.

To define a politics of information, communication and spreading of the use of informatics over an
effective management of technologies of information and communication, with the objective to
adequately direct your handling.

The idea is that the organizations in general have to strengthen the importance of the ethical
component in their managing processes which are supported by information technologies. The ethical
deontological codes have to be assumed by all those involved, in such a way that they can raise
awareness of a better use of information technologies, this should deepen their moral compromise with
the organization, in this way it would be securing in a way a better work performance.

Conclusions

The transformations in science and technologies go accompanied by an awareness of modifications
in the cultural and axiological order, which involves a change in ethical conduct as well. In this sense
the disadvantages of the practice need to recognise more and more the following truths:

a. It is impossible to approach these solely from a technological point of view, owed to the fact that
there exist discussions and decision-making that require the application of values.

b. The evolution of the cultural knowledge, has affected every society in general, and in particular,
every country has a different set of codes to confront the dilemmas of it‘s time.

This implicates the creation of scenarios of reflection in which the society as a whole serves as the
measuring unit, it could lead to a way to confront the practical problems derived from this
development of science and technology. Therefore, to impose as a moral imperative the development
of a capacity to activate the force of its subjects, before the dilemmas caused by the transformation of
science and technology.

In the specific case of the ethics of informatics, it intends to contribute to the performance of the
professionals whilst considering the following aspects:

The use of ethical principles to clear up the ethic problems and detect erroneous ethical reasoning.

Through a multidisciplinary analysis collaborate with other disciplines in the debate, being
conscious of the alternative viewpoints on the issues referring to values and knowing how to delimit
the ethical and technological considerations in different cases.

Despite all this, the ethics of informatics does not only seek to propose principles of conduct and
then see what values are affected but it seeks to reconsider values that are taken for assumed facts. An
example of this is the use of software, which supposes some kind of property that does not entirely
correspond with the traditional concept of property.

Computer programs suppose some kind of property of goods that does not adjust easily to other
concepts of property of goods. At first it seems that the problem could be included in the protection of
intellectual property.

The answer to the above is that from the approach of ethics of informatics one could investigate
what sort of concept of property is the most adequate to fit in software, one could also raise a far more
profound debate, wondering: Why is there intellectual property? Nevertheless, the question that rises
when it comes to the subject of software protection is: What in fact is a (software) program, is it an
algorithm or an idea that cannot be possessed by anyone because it is part of the cultural heritage of
humanity?

Is it intellectual property that can be possessed and protected?
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From this situation new problems evolve about possession of property, attribution, pirating, copying,
copyright, industrial secrets, rights on certain products, etc.. Joint with this are the contradictions of
ceding commercial software, the production of new software built from an already existing one, the
improvement of products using materials registered by the competition, the reclamation of property of
software developed in a university or a company, etc.

These aspects require rethinking the subject of intellectual property in respect to informatics in a
very careful and permanent way, which implies a re-implementing of the values that up till now have
been adopted by society in this environment, and to reconsider their uses.

References

Artega Botello, Nelson. Entre la desigualdad y la polarizacion: Acceso y uso de la Internet. Documentos de
Investigacion, Colegio Mexiquense, AC 2004.

Barroso Asenjo, Porfirio. Cuatro principios de Etica en Internet. Disponible en:
http://www.ccee.edu.uy/ensenian/catcomp/material/etica.pdf. (Consultado 7 de enero del 2006)

Barroso Asenjo, Porfirio. IEDEI (Instituto Espafiol de Etica Informatica). Area de Etica y Deontologia del
Departamento de Lenguajes y Sistemas Informaticos e Ingenieria de Software. Universidad Pontificia de
Salamanca. Campus de Madrid.

Bas, Enric y Martinez, Rodolfo. Acceso a Internet y desigualdad; apuntes para la reflexion sobre la tecnologia
como elemento generador de violencia estructural. (Ponencia presentada en el Congreso —Hucar para la Paz”,
celebrado en la Universidad de Alicante en noviembre de 2000.) Disponible en: (Ponencia presentada en el
Congreso —Educar para la Paz”, celebrado en la Universidad de Alicante en noviembre de 2000.) (Consultado
el 6 de Mayo del 2008).

Bynum, Terrell W., Ethics and the Information Revolution, ponencia en el curso de verano "Etica de la
Informatica", Universidad Complutense de Madrid, Madrid, 1996.

Castro Ruz, Fidel. Discurso en la sesion de clausura del Congreso de Pedagogia. 7 febrero del 2003 en: Las ideas
son el arma esencial en la lucha de la humanidad por su propia salvacion. Oficina de Publicaciones del
Consejo de Estado, La Habana 2003.

Castro Ruz, Fidel. Presidente de la Republica de Cuba, Discurso pronunciado en el acto por el aniversario 60 de
su ingreso a la universidad, efectuado en el Aula Magna de la Universidad de La Habana, el 17 de noviembre
de 2005.

http://www.cuba.cu/gobierno/discursos/2005/esp/f171105e.html (Consultado 12 de enero del 2006).

Clark, Ismael. Ciencia, tecnologia y sociedad. Desafios éticos. En Tecnologia y Sociedad (Colectivo de autores)
Editorial Félix Varela, La Habana 1999.

Cortina, Adela. Etica de la Empresa. Tercera edicion. Editorial Trotta. Madrid, Espafia, 1998.

Del Brutto, Bibiana Apolonia. Globalizacion y el nuevo orden internacional: las sociedades de la informacion,
Revista TEXTOS de la CiberSociedad, 3. Tematica Variada. Disponible en http://www.cibersociedad.net 2003.

Fabelo Corzo, José Ramon. —bs valores y sus desafios actuales” .Editado por la Universidad de Puebla, México,
2001.

Floridi, Luciano. Entropia como el Mal en las Etica de Informacion. Terza Universita di Roma - University of
Oxford. (Documento en linea). Disponible: http://www. (http://www.wolfson. ox.ac.uk/~floridi/) (Consulta
2005, febrero, 06) 2000.

Gonzalez Arencibia, Mario (Compilador). Seleccion de lecturas sobre Etica Informética. Material de apoyo a la
docencia. Asignatura Etica Informatica. Universidad de las Ciencias Informaticas, La Habana enero del 2006.

Gonzélez Arencibia, Mario. Programa de la asignatura Etica Informatica. Universidad de las Ciencias
Informaticas, La Habana mayo del 2006.

Guibert, José¢ M. La desigualdad como problema ético en la sociedad de la informacion. Grupo 11: Etica
aplicada en Internet-Estudio de la ética hacker Coordinacion: Ramén Alcoberro & Enric Faura. Disponible en
http://cibersociedad.rediris.es/congreso (Consultado el 23 de Mayo del 2008).

Guibert, José M. ;Qué es la Etica Informatica? Bilbao, Espafia julio de 1997.

Hajna, Rifo, Lagreze, Byrt y Mufioz, Navarro Derecho e Informatica, Ediciones Instituto profesional de Santiago
1989.

Jonson, Deborah G. Etica Informatica. (Traducido por Porfirio Barroso Asenjo) Titulo en Inglés Computer
Ethics. Copyright 1996 Porfirio Barroso. Editorial la Fragua, Madrid 1996.

Joyanes, Luis. Cibersociedad. Los retos sociales ante el nuevo mundo digital. McGraw-Hill. Madrid, Espafia
1997.

Littlejohn Zinder, Debra y Ed Tittel. La escena del crimen cibernético. Manual para Forenses de la Computacion.
Copyright © 2002 por la Compaiiia Editorial Syngress, EEUU 2002.

Loépez Bombino, Luis R. El saber ético de ayer a hoy tomo I y II, Editorial Félix Varela, La Habana 2004.

Marti, José. "Educacion popular". En: Obras Completas, Tomo 19. Editorial ciencias Sociales. La Habana, 1991.

25


http://www.ccee.edu.uy/ensenian/catcomp/material/etica.pdf
http://www.cuba.cu/gobierno/discursos/2005/esp/f171105e.html
http://www.cibersociedad.net/
http://cibersociedad.rediris.es/congreso

Martin Gordillo, M., Osorio, C. y Lopez Cerezo, J.A. (2001). La educacion en valores a través de CTS. En G.
Hoyos Vasquez et al., La educacion en valores en Iberoamérica (pp. 119-161). Madrid: OEI, Papeles
Iberoamericanos.En http://www.campus-oei.org/salactsi/mgordillo.htm (Consultado 7 junio 2006).

Martin Gordillo, Mariano y Juan Carlos Gonzéalez Galbarte. .Reflexiones sobre la educacion tecnoldgica desde el
enfoque CTS”. Disponible en: http://www.campus-oei.org/revista/rie28a01.htm (Consultado febrero 5 del
2006).

Moor, James H. What is Computer Ethics, Metaphilosophy, Vol. 16, No. 4, October 1985.

Sevilla Segura, Sergio y Montero Moliner, Fernando. Analisis de los imperativos morales en Kant. Valencia :
Universidad, Madrid 1979.

Silva, Neif. Cultura Informatica en la Gestion de Actividades Académicas. En Memorias de la 5° Conferencia
Iberoamericana en Sistemas, Cibernética e informatica CISCI 2006. Volumen II. Ponencia. Orlando, Florida-
EEUU, 2006.

Silva, Neif-Espina, Jane. Etica Informatica en la Sociedad de la Informacion. Revista Venezolana de Gerencia.
RVG v.11 n.36 Maracaibo dic. 2006.

Vargas, Celso. El filosofo y las disciplinas tecnologicas: el caso de la reflexion ética en computacion. Revista
Comunicaciéon. Volumen 13, afio 25, No. 2, Costa Rica, Agosto-Diciembre 2004.

Vilches, A. y Furio, C. (1999). Ciencia, Tecnologia y Sociedad: implicaciones en la educacion cientifica para el
siglo XXI. Madrid: OEI. En http://www.campus-oei.org/salactsi/ctseducacion.htm (Consultado 20 de abril del
2006)

26


http://www.campus-oei.org/revista/rie28a01.htm
http://dialnet.unirioja.es/servlet/autor?codigo=273203
http://dialnet.unirioja.es/servlet/autor?codigo=122947
http://www.campus-oei.org/salactsi/ctseducacion.htm

ENHANCING RISK MANAGEMENT IN A SOFTWARE PROCESS
TO COVER RISKS REFERRED TO SOFTWARE USERS

Barbara Begier

Abstract

Risk management has become the routine part of a software process. So far the identified risks are
mostly related to cost and schedule which may be exhausted. In the described solution the set of
analyzed risks is extended to consider risks related to software product acceptance by its users. Those
risks deal with software quality failures including improper solution which my cause various
inconveniences in software usage. Users are allowed to introduce risks from their point of view into
software risk management system. The prototype system supporting risk management in such meaning
is described.

1. Introduction

Technology is all around us and citizens more and more have to rely on electronic devices and
solutions built in information systems. Software products are expensive for many reasons including a
lot of risks in software development. Most of them result in cost excess and delivery lateness. In
particular, various failures in product performance may cause that software product will be rejected by
its purchaser. Nowadays this is the essential kind of risk. Software that fails to deliver its promised
functionality can have devastating consequences for its producer, its purchaser, and often tax payers if
a software system is built by making use of public funds. To respect the software customer the
functionality risk in information system development has been emphasised to identify functionality
risk factors, then to describe and analyze their impact on a given project (Tiwana and Keil, 2006).
Results of this research emphasise the importance of customer involvement to predict and reduce a
project‘s exposure to risk including requirements volatility.

There is still a risk that software product will not satisfy its users because of diverse uncertainties in
software development and, in particular, in risk management. Enthusiasts of modern information
technologies believe that a delivered software system is or, at least after some corrections, may be
functional, useful, and accessible for all people interested in it. It happens when a product meets all
specified requirements. But the practice shows that it is impossible to specify in details all
requirements at the very beginning of a software process as it is required in the waterfall model of a
software development cycle. In turn, the software process based on a cooperation of developers and
software users is not fully predictable. So software developers should identify and quantify
uncertainties that threaten project success. If user expectations are passed over then there is a danger
(risk) that software users may decidedly complain software solutions and/or even reject the product.
The terms and solutions concerning software quality and user satisfaction with a product are presented
in section 2.

Software production is risky because risks of various natures may materialise. For this reason the
risk management has become an important process in software development. Its main goal formulated
from the producer‘s point of view is to prevent software supplier from the risk that the project fails
because the term and budget are exhausted. Research in the area of risk management explores risk
factors by concerning the question what strategies, tactics and techniques can help eliminating the risk
of such failure. The basics of risk management in a software process are described in section 3.

Considered ethical dimension refers to the risk that the developed software product may bring
negative impact on software users, including an entire society. The problem is how to manage that risk.
The SoDIS methodology and tool (Gotterbarn and Rogerson, 2005) and so called ethics assurance
(Szejko, 2002) show how to incorporate ethics in the software process. An ethical approach
emphasised in the paper means to respect software users such as they are in real life. It means that
software developers are supposed to learn user expectations and their point of view and then to
consider it in software development. The risk sources identified from software users® point of view are
discussed in section 4. Then the implemented prototype system to manage risk in software process is
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described in section 5. There are presented risk attributes and its associations. The category of guests
has been introduced among potential system users to let them to participate actively in risk
management.

2. Software quality, user centeredness, and user satisfaction with a product

Quality characteristics of a software product are specified in a form of a quality tree — quality
criteria selected according to quality goals of a given product are decomposed into its quality measures.
The structure of the quality tree developed for a given software product depends of its type, features
and circumstances of its usage. User requirements contain various quality features. It is not enough to
implement a set of required functions. User expectations deal with many other quality features,
referred mainly to the usability of a software product and a comfort of individual‘s work with it. Each
category of software users has specific expectations and a system is supposed to meet those
expectations. The more complicated product as an advanced expert system built for a new area of
application, the more diverse user expectations. To assure quality 39 socio-technical dimensions
related to expert systems quality have been formulated (Conrath and Sharma, 1992). In addition, some
quality measures may be assessed subjectively by various users.

Problems with quality and misunderstandings in that area have been the reasons that several
standards concerning quality have been developed to help software developers to understand and
manage product quality. The ISO/IEC 9126 series of International Standards and Technical Reports
define a general-purpose quality model, quality characteristics, and give examples of their metrics.
The ISO/IEC 14598 series gives an overview of software product evaluation process including
guidance for this evaluation. The ISO 9000 family of standards has been developed to assist
organizations to implement (regardless of product provided) and operate effective quality management
systems. Then the ISO/IEC 25000 series of international standards (ISO 25000, 2005) addresses
software product quality requirements specification, measurement, and evaluation. In particular,
measurement of quality in use requires a set of measures defined to evaluate the extent to which a
software product used by specific users meets their needs to achieve specific goals with effectiveness,
productivity, safety, and satisfaction in specific context of use. Thus specific procedures to ensure
quality are recommended in a software product life cycle. Many of them may involve user
participation in a software process. Quality criteria and measures become the problem of greatest
importance in the Web era (World Best Websites Awards, 2004; Saturn, 2008) because software user
may simply switch to another Web site when the previous one has been found improper or too difficult
in use from the user‘s point of view.

Software factories declare customer orientation to demonstrate their will to act according to quality
standards. The notion of stakeholder is used in software engineering to illustrate various interests of
software process participants and a wide range of applied techniques. But a selection of stakeholders
and their real qualifications and power are not absolutely democratic and ethical. The salience model
of a stakeholder classification prevails in practice where the salience is described as the degree to
which managers give priority to competing stakeholder claims. Managers who possess the power to
influence their organization‘s activities are considered the definitive stakeholders — they sign a
contract and other important documents including a bank transfer to pay an invoice when a software
process is finished. In practice, stakeholders are often not defined, nor classified, not recognised.

The role-based stakeholder identification model is found a promising approach for selecting
stakeholders in a project; it refers to any project (not only software project) undertaken by making use
of public funds (Achterkamp and Vos, 2008). There are actively involved stakeholders, like customer
representatives, decision makers, and designers. Active stakeholders are expected also in software
projects (Ambler, 2003). Passively involved stakeholders are the third parties affected by the project,
like: applicants of the city office, bank clients, patients of a hospital, or simply tax payers. Some
examples of roles in any software project are: product owners, users, sponsors, controllers, advisors,
work executors, software designers, programmers, and testers. Thus the core problem is to identify
stakeholders according to the social needs to reduce the risk that a project fails.

Various user-centred approaches and design methods have been recommended and applied. But
there is the variety of user-centeredness: user focus (customer‘s goals are specified in a given project),
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work-centeredness (no attention is paid to any real user; context of an anonymous user‘s workplace is
considered), user participation in a software process and at last system personalization to particular
users needs (livari & Iivari, 2006). Two first of the listed above forms of the user-centeredness are
most often met in practice.

In the author‘s opinion, one solution to improve software product quality from its user‘s point of
view is to involve the real user (nor abstract or hypothetic) in software development because
uncertainty of user requirements has a negative impact on software responsiveness and its quality. It‘s
been confirmed that user reviews reduced the magnitude of this impact (Hsu & others, 2008). It works
only when users share the responsibility for software product quality. User involvement in early
phases of software development has been found effective and the analysis of user needs has been
improved this way (Kujala, 2008). But the relationship between user participation and software
responsiveness to customer needs is not obvious because of a variety of software systems and context
of their use, conflict of business interests, and a level of social responsibility observed among software
developers. User involvement may have various forms including software product quality assessment
by its users (Begier, 2007).

Valuable results of user involvement depend on user*s attitude, knowledge, skills in computing, and
experience to cooperate with software developers. Forms of user involvement may be only informative
at the beginning (users answer the specified questions), then consultative (users give consultations and
instructions to developers when some artefacts, especially working prototypes, are delivered), and at
last participative (users influence system design decisions). To make user involvement effective also
users should know their role in a software process and insist to empower it (Damodaran, 1996). First
of all, users® involvement makes possible to formulate goals of information system from their
perspective and then analyze quality of these goals (Begier, 2002a), especially referred to public
interest (Begier, 2002b). Users as active stakeholders may improve software quality because they are
experts in their domain of application. At the same time it may also help respect social and ethical
values in a software project since users are close to their work problems (Begier, 2009).

User involvement is required in agile methodologies (Highsmith, 2004; Martin & Martin, 2007) to
make a software process effective and a product accepted. One of twelve principles expressed in Agile
Manifesto says that Business people and developers must work together daily throughout the project
(Principles, 2001).

Software development tends to personalised content of generated and/or searched and presented
documents (Liang & others, 2007), and then to developed personalised versions of software functions
and user interface. It may extend to entire electronic solutions to deliver fit-for-purpose software
system to the specified user or user category. User involvement is definitely required to implement any
personalization.

User satisfaction has become a pervasive measure of success of information systems. The original
instrument defined in 1988 to measure EUCS (End User Computing Satisfaction) consists of five first-
order factors (Doll and Torkzadeh, 1988) which may be further decomposed into particular measures.
It is been widely used and then extended to develop a stable instrument applicable to various software
tools (Doll & others, 2004).

Software products are often produced in global organizations and then applied in a global scale. The
research concerning cross-cultural comparison of software system effectiveness and user satisfaction
in global organizations shows that the 12-item EUCS instrument may be robust across cultures
(samples were gathered in 5 different national cultures: India, Saudi Arabia, Taiwan, US, and Western
Europe) (Deng & others, 2008). It is interesting that there were no significant differences concerning
content, format, accuracy, and timeliness. But ease of use was assessed differently across national
cultures. So there is still a risk that user acceptance in the case of software applied in private
circumstances may be not valid in cross-cultural comparisons.

In many cases, including systems and various expert systems developed for public organizations, the
aim of a software project is not only the specified product delivery but also development of numerous
services offered by the designed solution and rendered for direct users and customer applicants
(indirect users). In this context a framework for managing user expectations on software projects
points out three strategies: user involvement, leadership, and trust. The most successful tactics in user
involvement are: listening to users, working with users (instead of at them or for them), letting users
make tough decisions concerning budget, schedule, and functionality (Petter, 2008). And service
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quality is an ongoing and long-term effort. But the literature has failed to explain how to manage user
expectations (Petter, 2008). Increasing dependence on IT systems calls for guarantee that this
dependence is well justified and the trust that the developed software system will meet safety, security,
privacy and other social expectations. In such context the concept of Trust Case refers to the need of
providing a complete and explicit justification supporting the trustworthiness of an IT system and its
infrastructure (IAG, 2008).

User involvement in the software process may be also considered as a condition that software
engineers act consistently with the public interest and incorporate the Software Engineering Code of
Ethics (Software Engineering Code of Ethics, 1999) into their standards of practice (Gotterbarn, 1999).

3. Risk sources and risk management in a software process

Real activities in engineering are burdened with a risk of failure. In reference to software project the
term of risk is defined as a probability of suffering loss in software development. In practice it refers
most often only to the financial loss. Even if a risk is limited to financial aspects there are various risk
sources that may appear in some circumstances. In software engineering there is recommended to
establish a procedure of risk management to build a list of triples <s;, p;, X;> analyzed in a given
project, where s; is an identified risk (may be in a form of scenario describing that something may go
wrong in a given project; then it helps identifying a particular risk), p; is its probability, and Xx; is a
consequence of this scenario and it describes a possible damage and/or loss (Pressman, 2001).

To avoid or at least to reduce the particular risks the process of risk management is established. Its
aim is to identify risk items of the utmost importance in a given software project and to mitigate its
impact if it appears. The first step is to identify the project-specific risks and risk factors (elements)
that may cause the particular risk is materialised. Then an analysis of each risk takes place to assess its
possible impact on a product development. Thus the predicted risks are analyzed to specify their
probability and possible consequences, and to estimate their impact on a given project (its
performance, cost, and schedule). This, in turn, constitutes the base of risk prioritization in a given
software process. Then the plan of RMMM (Risk Mitigation, Monitoring, and Management) is
developed concerning particular risks. Planned and undertaken activities help software developers
avoiding or reducing particular risks in software development — risk monitoring involves tracking the
software process toward resolving its risk items and taking corrective actions if necessary. The plan is
under control to supervise its realization and makes possible its required changes.

With time the software risk management has become the routine process, one of the most important
processes supporting software development. Risk management is started from the very beginning of a
given project. To make risk analysis easier the potential risk sources are grouped into several subsets
related to: product sise, business impact (at the supplier‘s side), attitude and availability of a customer,
product requirements (their type, number and possible uncertainty), software process (its maturity),
applied technology, development environment, and a staff (professional qualifications and experience,
number, availability of required specialists). Then detailed risk factors are specified in each group.
Such approach is applied for a particular project separately but the developed set of risk items may be
extended. There are described and recommended principles and practices of software risk management
to software developers (Boehm, 1991). The content of the Boehm‘s list of risks is applicable and
repeated in many cases of software development. But its content refers mostly to producer problems
although the word —ser” appears one or two times. Namely, it is related to user interface uncertainties
or uncertainties in the area of software reusability. The risk management process requires methods and
infrastructure provided. There are still open problems how to manage risk successfully.

Nowadays user satisfaction with the given software tool is a widely accepted measure of that
product success. So the problem is how to avoid a risk that software users abandon to use the
developed software product when their expectations are missing. The problem is how to incorporate
that kind of risk into risk management process and to focus its activities on user satisfaction with a
product and user involvement in a software process.
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4. Extensions of the considered risk area according to user involvement

The risk management process should be reoriented and redefined to cover more kinds of risk
including those related to user expectations and involvement. The following problems are still open
questions:

e  What risk items are important from the software users‘ point of view?

e  Who should be responsible for risk prioritization?

e How to extend risk management to include managing user expectations and ensure software
quality assessed by its users?

e What kind of risk is related to user involvement?

User orientation and first of all their active participation in a software process involves some
extensions of risk management to consider the threats referred to expectations of direct and indirect
software users. Indirect software users are affected by a software product, possibly an expert system
developed for public or business organization. If threats and inconveniences caused by informatisation
are to be reduced or eliminated, it is necessary to raise the awareness of these threats and to emphasise
them in the developers‘ community and in the entire society (Begier, 2009). Some practices introduced
by informatisation of the public sector seem initially advantageous but they may bring completely
undesired side effects.

There is a general risk that users may be unsatisfied with the product under development. This risk
requires decomposition into particular risk items which are then analyzed one by one. These particular
risks refer to quality of a software product. Not only technical quality is to be provided and assessed —
some risks refer to reactions among the staff, their comfort of daily work and feelings regarding the
developed software tool. Examples of risk of this kind are:

e Time and effort of a clerk are not respected — an applicant has to enter a lot of data manually
(system does not cooperate with other data systems; no sufficient number of scrolled lists of
required items are available, etc.).

e Some maintained data are incorrect and can cause a lot of troubles for direct and indirect users
(there are insufficient data verification actions).

e The applicant must rewrite an entire application again in the case of wrong data.

e Average time to serve a client is too long (for example, too many data are required).

e Data transmission from the server is too time-consuming in real circumstances (maybe the
decision to locate and maintain one remote central server was wrong).

e System navigation is incomprehensible for direct users (it‘s been designed from the
developer‘s point of view).

e C(Clerks have no influence on system solutions including defined rules of conduct and
procedures; they complain the lack of independent work and decisions, and no opportunity to
show their initiatives and creativity.

e  Work with the system is tiresome or simply boring; as a result, competent clerks don‘t like
their job and start looking for the more exciting one.

e High level of bureaucratization at work place is discouraging for employees and for office
applicants.

e Intelligent employees who do not agree to do the job below their expectations are replaced by
less competent workers who are expected to be a supplement to the developed system; this
way the risk to ignore the rules of conduct, to confuse data (names, addresses, symptoms, etc.),
to make a lot of mistakes, and to dismiss indirect users is growing.

e Maintained data are available to some irresponsible people including inexperienced fresh
clerks, technicians, trainees, etc.

e The implemented procedures may violate someone‘s privacy.

e Indirect users are forced to fulfil a lot of documents.

e Indirect users are not respected — they have to visit the organisation several times to have their
affairs fixed.
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e Computer systems are applied in a back office and also replace clerks in a front office in the
high degree; indirect user interacts with a heartless automaton instead of a clerk and
sometimes acts for nothing trying to fix his/her business/official affairs.

e Software system does not consider all required real life cases.

e Some categories of potential applicants are not considered (like elderly people or inhabitants
of rural areas).

e No gender free language is applied in system messages operating mostly male forms of nouns
and adjectives (it is evident especially in Slavonic languages).

The risk of staffing fluctuation in public administration operating large software systems is high.
According to the official report of the Polish Ministry of Economy the annual rate of staffing
fluctuation in the county labour offices in 2005 was 65% (ca 10 thousand from among 16 818
employees left their jobs). Even worse rates are observed in the area of social aids. Although the
informatisation is not the only reason of this phenomenon, the unsatisfied job causes staffing
fluctuation resulting in all its negative effects.

Software product assessment by its users can be one more (although indirect) source of risk
identification. Software users can indicate weak points of the assessed software version and to
formulate software improvements from their point of view. Then the indicated weak points are
included into common risk factors, then are analysed and managed.

The risks listed above help software developers to be early informed what kind of threats and
inconveniences may result from the developed software system for direct and indirect users. Risk
identification makes possible to avoid wasted efforts. All categories of risk require to be considered in
risk management process.

5. Prototype solution of risk management

The prototype risk management system has been developed to experiment with an extended set of
various risk sources. Its implementation was the subject of the Master Thesis described by Mr. Artur
Tomaszewski (the author was his mentor). The essential data entities maintained in the database of this
system are its Users and the identified Risks as shown in Figure 1. It‘s been assumed a priori that
provided facilities of the prototype system are addressed and available to two kinds of users: internal
users (administrator of the risk management system, team leader, software designers and programmers)
and external users called guests who will become direct users of the software product under
development. Both categories are allowed to introduce risks which are important from their point of
view.

1 .
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receives/sends performs "
T
External user Internal user )
consists of
. 1
submits is responsible for

1 * !

Risk State 1 ! RMMM Plan
describes is developed for L
Risk 1 depends on
Condition |~ 1
is considered for 1 Strate
* is chosen for &y
*
belongs to are considered
1 1
Factor Grou .
P Project

Figure 1. Data entities and their relationships in the risk management prototype system
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The category of guests has been introduced among the system users to extend the range of risk
management. They are allowed to introduce the particular risks and their attributes from their point of
view. This way the routinely developed list of risk sources may be extended. Not all categories of risk
sources are available to the guests.

Representation of a particular risk consists of a set of describing it attributes. At first, its identifier
and category (group) are specified. Each identified risk is associated with a given project in the
maintained database. The user who identified the considered risk (a person reporting it) is recorded
also as a risk attribute. Then the context and condition of risk materialization and its possible
consequences are described. Risk priority is based on these data. Then the probability of occurrence
(in percentage terms), general impact on a project (sise of the loss), estimated impact on project
schedule (referred to planned deadline) and quality are specified. Risk exposure is calculated first as
the mathematical product of risk probability and its impact; then it is expressed using the five-point
scale: from the Very Low up to Very High.

The strategy to eliminate the specified risk is chosen after analysis of risk attributes. It may be
confidential. In particular, it may mean that risk is less important and no actions are to be planned and
undertaken or on the opposite, the risk is declared as essential or even critical in the project. The value
of the risk attribute Range can express a level of the required confidentiality (Public, Restricted Read,
or Confidential). Risks with a range assigned as Public or Restricted Read are available to external
users.

The strategy chosen for the essential risk is associated with its Mitigation Plan. This Plan is
developed starting with its aim and contains a list of recommended actions for each specified risk. An
action has its own identifier, identifier of the associated risk, its description, the assigned person
responsible for it (action performer), the time to undertake that action, the finish time, required
resources, current state, conclusions, and comments.

When the strategy has been already defined several other data are maintained for each identified risk
to manage risk successfully, like: the current State of the risk (Identified, Analyzed, Planned,
Processed, and Closed, for example), several dates concerning time of performance (from the date of
risk identification, through the plan development, the starting date of first undertaken action, to the
final one), along with the assigned user responsible for the considered risk. Thus the required
resources to manage each risk are specified including involved employees and time of their
involvement.

Functions implemented in the prototype system can be divided into four groups of facilities which
are provided to:

e Describe each identified risk to introduce it into the system and to value its attributes

e Compose mitigation plans of actions

e Track states of the described risks

e Inform users about the identified risks and their attributes including risk current state, chosen
strategy, and undertaken actions

e Generate designed reports concerning risk management.

The functions of communication between users play the key role. Messages sent and received by
system users allow exchanging all information concerning occurring problems: identified risks,
estimated loss, risk mitigation plans (as lists of actions), current states of their performance, and so on.
Users have an access to the current state of each risk and it is the basis of the risk tracking facility.
Most of information maintained in the risk management system is open to its public — internal and
external users who may browse the required data and send messages to each other. Only the facility of
report generation is available only for internal users who are responsible for particular risk and actions.
The team leader may, in turn, assess this way the assigned duties of his/her staff (team members).

There are designed reports to generate a list of identified risks and their attributes, details of a
particular risk, an entire history of each identified risk, planned actions (Mitigation Plan Report),
involvement of particular user‘s in risk management, estimated losses, planned deadlines, reschedules,
risk management statistics, etc. Besides these reports, users can define their own reports if necessary.
Each report contains: its identifier and possibly version, date of generation, its title (type), addressee (a
user who requires it and/or should read it), identifier of the related project, report state (for example:
draft, finished, checked, accepted, rejected, corrected).
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A list of several dozen possible risk factors that condition the risk materialization in a software
project has been a priori established to make risk identification easy. They have been grouped into
several factor groups. New kinds of risk and its conditions have been added to the initially prepared
list. Risks dealing with users who may make troubles in suitable cooperation are included, too. The
system itself generates some messages in the case of special events like specified deadlines for the
particular actions. The prototype system was applied during the development of the software system
Election designed to support the elections on the faculty of Electrical Engineering in Poznan
University of Technology.

The maintained history of risk mitigation and generated reports make possible to learn the most
frequently identified risks, the way of their mitigation, kinds of user‘s involvement, and required
reports. This constitutes, in turn, the basis to make various valuable analyses and to reorganise the
software developer*s organization to eliminate or at least mitigate specified kinds of risk in the future.

6. Conclusions

Focus on user satisfaction with a software product and recommended cooperation of software
developers with users involve the described extensions of risk management in a given software project.
First of all the range of considered risks is extended to cover those introduced from the software user‘s
point of view concerning product quality. Also risks related to user involvement in the software
process are concerned.

Risk management requires specified infrastructure to be effective. The other kind of risk
management extension concerns rights to introduce risks and their factors into the system supporting
the risk management. In the presented solution particular risks and their impact on a given project are
identified by both software developers and users. To make it possible the additional category of users,
namely guests who represent the external users, has been introduced in the described prototype risk
management system. Then all identified kinds of risk are considered in software development. The test
data concerning risks were based on data collected in the real life case. The next step in further
development of the described prototype system is to enable users to track actions placed in the
mitigation plan and to learn this way also the state of any particular risk.

The introduced and then analyzed risks indirectly help to improve the quality of the particular
software product. The consciousness of possible risks, introduced by software developers and users,
and effective risk management can help avoiding many risks, considering their various kinds, and
mitigating their some instantiations. The gathered history of identified risks, their consequences and
undertaken activities in the context of particular risk materialization make possible to learn software
users‘ point of view and to adapt the software process to meet user expectations including social and
ethical aspects.
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CONRAD, KANT AND COMPUTERS: LOOKING TO THE PAST
FOR THE FUTURE OF PROFESSIONAL DUTY

Andy Bissett and Kai K. Kimppa

Abstract

An idea of professional duty is examined and elaborated by drawing upon Joseph Conrad‘s seafaring
fictions. Questions of probity, integrity, and the conscientious performance of duty under difficult
circumstances resonate throughout these stories. A comparison is made against Kant‘s conception of
duty. Whilst there are obvious differences between the professionalism demanded by seafaring and
that required of professionals in IT, the meaning of duty is interesting and worth exploring. We argue
that these stories can provide a stimulating and entertaining resource for developing concepts of
professionalism that might be relevant to IT practitioners today and in the future.

1. Introduction

An earlier discussion of the issue of trust in the context of the development, operation and
maintenance of IT systems argued that, although accountability mechanisms (such as quality
management systems) can help to a degree, a paradox of such _technical® strategies is that without
strong guiding ethical values these measures alone cannot guarantee the successful employment of
information systems (Shibl et al, 2008). It concluded that we would really like a guarantee that _wise,
experienced, knowledgeable professionals will conscientiously perform their duties® (ibid: 61).
Raising the issue of duty in relation to IT professionalism is of interest, and seems worth exploring
further. It is a concept little discussed in the professional codes of the IT industry.

An idea of professional duty is examined and elaborated using seafaring fictions by Joseph Conrad,
especially The Shadow-Line, written in 1915. The use of fiction as a source for research poses some
interesting questions about the _evidence status‘ of such material. However, sufficient support is
available from the literature to provide reassurance that this strategy can be valid, provided that it is
carefully used (Banks & Banks, 1998). For example Strom (2007) demonstrates the use of fictive
scenarios in industrial software development, and Bolton (1994: 56) argues the general case that
fiction can be used to drive the exploration of complex or ambiguous issues, even though _A fictional
text does not present a complete picture any more than it offers a set of facts‘. Of particular relevance
is the use of fictional material to explore professional development (Bolton, 1994; 2000). Here fiction
can be employed to shed light upon important matters in the realm of less accessible — subjective —
issues, such as personal identity.

Whilst important criticism has been levelled at some of Conrad‘s work (Achebe, 2001), the seafaring
fictions provide a vivid and compelling account of the dedication that those working in the field of IT
might recognise as part of _professionalism*. Most IT projects or the operation of computer systems do
not contain the life-or-death, high drama of these seafaring tales, but the great significance of
computer systems to society make the question of the professionalism of IT practitioners an important
one. When examining the concept of maritime duty some features and trends can be discerned and
some lessons drawn out. The seafarer‘s duties from the age of sailing ships — to the crew, to the owner,
to the vision of their vocation — might enliven and enrich the conception of professional duty today.
Especially relevant is the issue of professional identity, which is often at the heart of these stories.
Conrad‘s protagonists often function on the subjective terrain of professional identity in a fashion that
can be related to Wenger‘s _communities of practice‘. Of relevance to the community of the ship and
the roles of the crew, Wenger remarks that identity:

is defined socially not merely because it is reified in a social discourse of the self
and of social categories, but also because it is produced as a lived experience of
participation in specific communities. What narratives, categories, roles and
positions come to mean as an experience of participation is something that must be
worked out in practice. (Wenger, 1999: 151)
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Conrad‘s protagonists are indeed _working out‘ the meaning of their _identities‘ through their
_narratives‘. Professional duty and professional identity are closely bound together here. The capacity
for personal self-regulation often appears in these stories via identification with an ideal professional
model, not simply through an unthinking respect for the law, and certainly not through reward. In this
respect there is an echo of Kant‘s conception of duty and the need to think, and voluntarily follow the
categorical imperative in any given moral situation (Kant, 1970). The Kantian perspective is of interest
in relation to information systems (Horner, 1998) and will be summarised during these discussions.

Questions of probity, integrity, and the conscientious performance of duty under difficult
circumstances resonate throughout these stories, which have been read and studied for around one
hundred years. Although fictional, their meaningfulness for millions of readers is hard to dispute. If
only at the subconscious level the nature of _doing one‘s duty‘ contained in these tales must have
contributed to shaping cultural attitudes. We go on to highlight some current day implications. We
believe that these stories can provide a stimulating and entertaining resource for developing concepts
of professionalism that could be relevant to IT practitioners today and in the future.

2. Why Seafaring Fiction?

Gotterbarn (1997) traces the general development of professions using the paradigmatic status of
some of the older established professions such as that of priest, physician and lawyer. He notes that the
codes promoted by the professional bodies of the IT industry have essentially three levels of
prescription — codes of ethics, codes of conduct, and codes of practice — and that not only are these
often intermingled within any given set of guidelines, as Horner (1998) agrees, but that their emphasis
shifts as professions mature. Professions associated with IT are much more recent than these older,
more mature professions. Gotterbarn judges that in 1997 in the USA computing was roughly eighty
years behind engineering in its development, and argues that neither the traditional _paternalistic® nor
the _agency‘ models of professionalism are entirely suitable for professions such as software
engineering. The current BCS and ACM/IEEE-CS codes barely mention _duty‘, yet duty is an
interesting concept that may be worth exploring for the light that it could shed upon the development
of professionalism. Older ideas might still have some relevance; Prior (2005), for instance, has
considered the question of a Hippocratic Oath for IT practitioners.

Marine navigation has ancient origins. Like the paradigmatic professions it has grown into a mature,
recognised, respected profession with its own codes, traditions, specialised knowledge and practices.
Like the older professions its more senior practitioners such as radio operators, first officers (_mates*)
and most especially captains (_masters®) are regulated by being licensed.

Criminal law addresses the conduct of sea travel. For instance, various marine navigation laws
(Lorders®) stipulate severe penalties for recklessly or negligently endangering a vessel, its crew or
passengers. But Gotterbarn notes that professional codes go beyond law, and indeed that in the
traditional paternalistic model of professionalism, _professionals set higher standards for themselves
than society requires of its citizens® (ibid.: 21). The scandalised opprobrium by which the stereotype of
the drunken physician — or the drunken sea captain — is commonly met is testament to this. It is
interesting to ponder whether a drunken IT systems developer would — or should — be regarded in the
same light. This goes beyond the issue of an employee being effective when we consider the
importance to social and economic activity that computing often has, and the potential risk to society
that IT can carry.

3. Joseph Conrad‘s Seafaring Tales

Conrad‘s conception of duty stems in part from his essentialist conception of _human nature‘. In a
state of nature, _...the life of man (is) solitary, poor, nasty, brutish and short.* (Hobbes, 1985: 186).
This view is visible also in Conrad, and thus only civilisation keeps humanity from chaos and
bestiality. Duty becomes a critical guiding factor when circumstances (and other people) conspire to
threaten chaos. It is not necessary to share these views in order to appreciate Conrad‘s version of
_duty*.

A key idea is that of the ship itself. At first perceived as a thing of beauty — especially in the case of
a sailing ship — the ship in Conrad‘s fiction constitutes a moral core, a central moral compass. The ship

appears as the quintessence of moral decision. The ship and the people on it become their own society
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or community — the ship in effect becomes the world, at least whilst it is at sea, _an object of
responsibility and devotion® (Conrad, 1985: 40). Directly operating a ship, ensuring the safe passage
not only of ship but of its crew and cargo, and fulfilling obligations to external parties such as the ship
owners and cargo owners, is a unique primary claim besides which all other considerations must give
way. This primary claim is furthermore emotively and aesthetically mobilised in the special case of a
sailing ship. Hawthorn remarks _As Conrad made clear on repeated occasions, the sailing ship acted as
a moral educator of its crew; it demanded hard work and provided a direct contact with the elements
rather than labour-saving devices® (1985: xx). Hawthorn points out that the narrator of The Shadow-
Line in quixotically resigning his previous post _cannot give his late ship blind loyalty because it is a
steamship® (ibid.).

Four significant aspects relating to duty emerge from these stories. Firstly, the phenomenon of
professional commitment under pressure; secondly and conversely the phenomenon of dereliction of
duty; thirdly the individual professional as part of a professional dynasty; finally the role of the
commander of a ship and its crew as bearing an especially heavy responsibility and concomitant levels
of duty.

Arguably the most developed exemplar of duty appears in the Conrad‘s short novel The Shadow-
Line. Written in 1915, the title refers to the transition from youth to a more mature and responsible
adulthood. As the narrator, a young but competent first officer muses: _It seems to me that all my life
before that momentous day is infinitely remote, a fading memory of light-hearted youth, something on
the other side of a shadow* (Conrad, 1985: 106). Although semi-autobiographical, drawing on events
during 1887-88, in part this is Conrad‘s indirect response to the First World War, and poignantly the
novel is dedicated to his enlisted son Borys _and all others who like himself have crossed in early
youth the shadow-line of their generation® (ibid: 1). The _shadow-line‘ refers to a point in one‘s life
beyond which, as a wise older sea captain tells the young narrator _a man should stand up to his bad
luck, to his mistakes, to his conscience, and all that sort of thing* (ibid.: 131-2). This sounds analogous
to a professional taking responsibility for his or her work, including its mistakes and limitations.

The self-confident young narrator of The Shadow-Line has, on a whim, resigned as first officer from
a ship docked at Singapore. His good reputation gains him his first command as he assumes temporary
captaincy of a sailing ship that has diverted to Bangkok after its previous captain has died and been
buried at sea. Under the unnamed narrator‘s command, the ship is becalmed for eighteen days during
the attempt to return the ship to Singapore. The crew, apart from himself and one other seaman,
succumb to fever. It transpires that the ship‘s apparently full supply of quinine has in fact been sold for
money by the philandering former captain. The narrator blames himself for the helpless predicament
of the ship and its moribund crew. Despite his sense of guilt (ibid.: 121), his self-doubt, his _remorse*
and feeling of his _unworthiness* (ibid.: 117) the narrator rallies the near-dead crew to save the ship as
a storm ends the paralysis. With this — literally — skeleton crew, the ship is returned to Singapore to the
amazement of the medical and nautical authorities. The narrator has crossed his own _shadow-line*.

The story offers several cameos of the meaning of duty. Most striking of all is that of a seaman
named Ransome, who is the only other crew member apart from the captain-narrator not stricken by
fever. Normally assigned to light duties owing to a cardiac weakness, Ransome unsparingly exerts all
his physical strength to help rig the ship to survive the phantasmagorical storm. Furthermore he
maintains a steady attitude and helps to support the morale of the sick crew and the self-doubting
captain. But crucially he reminds the demoralised narrator as the storm crisis threatens that the
captain‘s duty is to be on deck so that he might reassure and direct the crew — though _as weak as a
kitten to a man they may be (ibid.: 111) — in order that the ship be saved.

Another example of fidelity is furnished by the first officer, Mr Burns. At first rivalrous with and
envious of the ship‘s new master — a role that he had himself coveted — at the critical moment of the
storm, Burns summons up a bizarre defiance despite his fever-ridden condition, a defiance directed at
the supposed malign influence of the treacherous former master, who now lies buried at sea, directly in
the ship‘s path. It emerges that Burns had faced down the _downright wicked‘ former captain in order
to save the ship and its crew (ibid.: 118-119). Several further examples of duty being performed in the
face of great adversity are presented by those members of the crew able to rouse themselves, if only
for a few minutes, in order to perform critical tasks under the guidance and encouragement of the
captain, despite their sickness. The captain‘s reaction to this is to wonder _whether it was the temper of
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their souls or the sympathy of their imagination that made them so wonderful, so worthy of my
undying regard‘ (Conrad, 1985: 100).

These instances of professional commitment under pressure represent a key aspect of duty as
rendered in these stories. The following remark from the narrator concerning Ransome‘s efforts makes
explicit the link between duty as professional identity and duty as devotion to an ideal of work:

I avoided turning my eyes his way for fear of seeing him fall down and expire in
the act of putting out his strength — for what? Indeed for some distinct ideal. The
consummate seaman in him was aroused. He needed no directions. He knew what
to do. Every effort, every movement was an act of consistent heroism. It was not
for me to look at a man thus inspired.

(Conrad, 1985: 126)

Doing one‘s duty in Conrad‘s fiction requires that all obstacles — even a mortally dangerous one as
in this scene — must be confronted. Death would, it seems, be better than the ignominy of failing in
one‘s duty, or _shirking‘, as The Shadow-Line‘s narrator puts it.

What appals me most of all is that I shrink from going on deck to face (the storm).
It‘s due to the ship, it‘s due to the men who are there on deck — some of them ready
to put out the last remnant of their strength at a word from me. And I am shrinking
from it ... Now I understand that strange sense of insecurity in my past. I always
suspected that [ might be no good. And here is proof positive, | am shirking it, [ am
no good. (Conrad, 1985: 107)

On the other hand, in an idea related to that of the ship providing its own moral being and purpose,
work — doing one‘s duty, with its associated sense of identity — possesses a redemptive aspect. As
Conrad‘s protagonist in The Shadow-Line puts it:

I discovered how much of a seaman I was, in heart, in mind, and, as it were, physically — a
man exclusively of sea and ships; the sea the only world that counted, and the ships the test
of manliness, of temperament, of courage and fidelity — and of love. (Conrad, 1985: 40)

The same character goes on to explain his chosen vocation:

I had a general sense of my preparedness which only a man pursuing a calling he loves can
know. That feeling seemed to me the most natural thing in the world. As natural as
breathing. I imagined I could not have lived without it. (Conrad, 1985: 83)

The training and tradition of duty become powerful saviours in the depth of the narrator-captain‘s
despair at the ship‘s deadly plight: The seaman‘s instinct alone survived whole in my moral
dissolution® (Conrad, 1985: 109). When Ransome tells the narrator that he, as the captain, ought to be
on deck, Hawthorn records that It is Ransome*s catalytic initiative here, along with the accumulated
instinct of years as a seaman, that saves the captain (1985: xiii).

Note here how the work itself has become not just an apt and enjoyable activity, or even part of
personal identity: it has gained a moral character. The sea itself and its associated work are held in the
Shadow-Line as intrinsically valuable and redemptive. The sea is _pure, safe, and friendly ... where all
our troubles of every sort would be over at last (Conrad, 1985: 70-71).

An associated sub-theme is of action — work — versus fate. The young captain is told by an older
(and wiser) captain at the end of The Shadow-Line that work is the main thing in the life of the
professional mariner: _Precious little rest in life for anybody. Better not think of it® (Conrad, 1985:
132).

Kant‘s (1970) view is that we have duties towards others, and that we cannot consider other people
merely as means, but must always consider them to be ends in themselves for any action to be ethical.
Neither could we will such a maxim as a universal law of Nature which would allow us to not work to
our best ability under pressure, as that would imply that we would accept it also when another is in the
same position and we the suffering party. (Kant, Imperfect duty to self).

Dereliction of duty is viewed as something that goes beyond mere neglect of professional ethics
into complete moral degeneration. It is regarded with horror. Those mariners who are merely
incompetent or lazy are regarded with scorn by _worthier® characters. Those, such as the former
captain who betrayed the ship and its crew are described by Mr. Burns with words such as _wicked*
and _evil‘. In this respect the narrator remarks: I was profoundly shocked by my immediate
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predecessor ... a complete act of treason, a betrayal of the tradition which seemed to me as imperative
as any guide on earth could be.® (Conrad, 1985: 62).

This is self-evidently problematical according to Kant (1970). Both duties to rational beings
(humans) in general would be neglected but especially this could not be willed to be a universal law of
Nature, as again, dereliction of duty would then have to be accepted when we are the suffering party as
well. (Kant, Imperfect duty to self; imperfect duty to others).

The dynastic nature of the profession is seen as comforting, a tradition that justifies itself and
provides a source of example and lore. If doing one‘s duty may become a critical test, then in difficult
circumstances a key strength in Conrad‘s conception of professional duty is provided by professional
identity, the idea that an individual professional — in their very identity — becomes part of a continuous
_dynasty*, formed by experience, training, tradition, and a self-conscious acceptance of duty.

In a remarkable scene in The Shadow-Line, as the narrator sits for the first time in the captain‘s chair
in the cabin of his new command, he regards himself in a mirror accompanied by an almost
hallucinatory vision: _a succession of men had sat in that chair. I became aware of that thought
suddenly, vividly, as though each had left a little of himself between the four walls ... a sort of
composite soul, the soul of command* (Conrad, 1985: 53). The narrator continues:

I stared back at myself with ... some sympathy for this latest representative of ... a dynasty;
continuous, not in blood, indeed, but in its experience, in its training, in its conception of
duty, and in the blessed simplicity of its traditional point of view on life ... He had his place
in a line of men whom he did not know, of whom he had never heard; but who were
fashioned by the same influences, whose souls in relation to their humble life‘s work had no
secrets for him. (Conrad, 1985: 53)

The emphasis in this vision is on a shared understanding and valuation of the work, and the
simplicity of performing one‘s duty.

In Kant‘s view this is a more problematic question. Kant presumes a priori that we can know all the
necessary Categorical Imperatives. The dynastic tradition can help in forming and understanding them,
as in carrying the tradition from one generation to another, but is in itself not a necessary premise,
although it can be a sufficient one.

Command in Conrad‘s fiction is portrayed as the most responsible of all roles. Fictively it provides
a dramatic focus for the individual protagonist and their decision-making, but ultimately it is cast as a
high form — perhaps the highest — of duty. Command of a ship is:

The reward of faithful service. Well, faithful service was all right. One would naturally give
that for one‘s own sake, for the sake of the ship, for the love of the life of one‘s choice; not
for the sake of the reward ... There is something distasteful in the notion of a reward.
(Conrad, 1985: 36)

Hawthorn (1985: x) notes the _fascinating tension between isolation and collectivity® in respect of
the captain and the crew. Conrad has the former musing: _In that community I stood, like a king in his
own country, in a class all by myself. [ mean an hereditary king, not a mere elected head of a state*
(Conrad, 1985: 62).

In Kant‘s (1970) ethics the commander shares the same duty to follow the Categorical Imperatives
(universal law, never merely as a means, voluntariness) as anyone does. The happenstance that he has
power over others makes this no less so. By contrast, in Conrad‘s fiction the burden on the commander
to diligently follow his or her duty appears all the greater. This burden is embraced by Conrad‘s
characters with a self-consciousness of their role and their corresponding personal identity, and a self-
awareness of their decisions and actions in the scheme of things. The narrator of The Shadow-Line
speaks of being oppressed _by my lonely responsibilities® (Conrad, 1985: 75) and is aware of his
commitment _to the endless vigilance of my lonely task* (ibid.: 76).

4. Discussion: Duty and the IT Industry

What relation might the picture of duty painted by Conrad have to the present day IT industry? One
obvious adjustment to take into account is the predominantly male world of seafaring at the time about
which Conrad was writing, as Hawthorn discusses (1985: xx). Conrad‘s narrator remarks, in response
to his first officer‘s suggestion that he too might one day have a family:
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As to the wife-and-child (some day) argument it had no force. It sounded merely bizarre ... I
could imagine no claim that would be stronger and more absorbing than the claim of that
ship, of these men snared in the river by silly commercial complications, as if in some
poisonous trap.

(Conrad, 1985: 70)

Although there may be unfortunate elements of gender bias in the IT industry (Bednar & Bissett,
2001), there should be no stark conflict between modern employment practices and doing one‘s
professional duty in the way that Conrad‘s tyro sea-captain expresses it in the quotation above.

Another obvious transposition to make is that between ship‘s commander and IT project manager or
IT system operations manager. Here the parallels might seem stronger, as a manager or team leader
ultimately takes a greater level of responsibility for the work done (or not done) by the people that
they manage, and must co-ordinate, guide, reassure and inspire those staff. However, enlightened team
organisation approaches nowadays such as using reviews and collaborative strategies are suggestive, if
not of democracy, then certainly not of the _hereditary king‘ described earlier.

With regard to the dynastic tradition in a profession: this may represent a difference between
Conrad‘s vision and the modern IT industry, wherein a mobile, fast-changing aspect is evident. The
relative lack of tradition in the IT industry may limit the formation of a professional identity, or at
least give it a particular character. Furthermore, in Sennett‘s view employment in the larger _high-
tech® organisations is increasingly contingent, and commitment on both sides of the employment
contract has become shallower. In such circumstances of shareholder-driven short business cycles and
frequent re-structuring, many employees feel an anxious insecurity: _in fluid structures, sensitivity
replaces duty® (Sennett, 2006: 51). Loyalty, or to use Conrad‘s word _fidelity*, can suffer: _Cutting-
edge institutions ... elicit extremely low levels of loyalty* (ibid.: 64).

On the other hand, a powerful correspondence between Conrad‘s idea of duty and the modern IT
industry is suggested by the work of Dan Couger (see e.g. Couger & Ishikawa, 1995). In a series of
studies across different continents Couger has consistently found that _the work itself* is the key
motivating factor amongst IT professionals, ahead of remuneration, holidays and so forth. IT
professionals appear to value the work itself in much the same way as the narrator of The Shadow-Line
values his, and its embodiment in the beauty of a sailing ship. The fact that the work may be difficult
may well be part of the reason for its being valued so.

Regarding personal identity, the professional in any field might well find that a key part of their
identity is provided by their vocation, as with Conrad‘s protagonists. One of the present authors recalls
a keynote speech given by Fred Brooks at a conference — Professional Awareness in Software
Engineering — organised by the University of Westminster in London in 1996. Brooks urged that those
who chose professions such as software engineering should do so as something that they really want to
pursue. Doing it for the money was not a good enough reason, in Brook‘s view. This strongly echoes
the idea from Conrad presented above that the work — especially responsible work — is its own
motivation and its own reward.

5. Conclusions

Our exploration of the character of duty, based on Conrad‘s fiction can be summarised as:

e Commitment, competence — these are the first prerequisites;
Community, continuity — these help and guide in the performance of duty;
An apt vocation should be chosen, and embraced as part of one‘s personal identity;
Performing the work, taking action, carrying out one‘s duty — these take on a moral force;
Self-awareness and responsibility for one‘s actions help to complete the picture.

Some of these aspects should sit well with IT professionalism. This conception of duty differs in
some ways from Kant‘s formulation, although there also are clear similarities, especially in the
requirement to perform one‘s duty, even (and especially) if the duty is demanding.

How far _duty* will become part of the IT professional‘s lexicon remains to be seen, especially given
the IT industry‘s relative newness, lack of tradition, and pressures towards fluidity of business
structure and rapidity of change. However duty is an interesting concept that might provide a helpful
ingredient in the debate concerning what it means to be an IT professional.
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AN EXPLORATION OF THE LOSS OF CONTEXT ON
QUESTIONS OF ETHICS AROUND PRIVACY AND ITS
CONSEQUENCES

William Bonner

Abstract

In this paper I argue that, with respect to issues of privacy, we are immersed in a cycle of
reductionism whereby a repeated focus on very narrow contexts and an excessive focus on minimizing
the impact of rules derived from fair information principles (FIP) displaces questions of ethics
surrounding issues of privacy, and I argue, reflects poorly on decision makers. Decision makers
focused on interpreting and adhering to rules based on FIP, without reflecting on the contents of FIP
and the context of their development, lose sight of the fact that they still have choices.

1. Introduction

In this paper I focus on observations emerging from ongoing research into the relationship between
privacy and uses made of emerging information and communication technologies (ICT), over time.
Specifically, each time questions of privacy and ethics emerge around uses made of new ICTs they
tend to arise after the fact; in reaction to something that has already taken place. This reaction and the
subsequent focus of attention tends to be on the narrow and specific context in which the questions
arise and through this focus a very limited conception of privacy is considered.

My ongoing research programme investigates the argument that cycles of reactions to uses made of
new ICTs compounds this further, bringing forward an already limited conception of privacy and
further narrowing it as actors jockey for position on the actual substance of rules created for the new
context in which issues of privacy arise. This, and the subsequence focus on rule interpretation, has
two consequences. First, experts around those rules emerge, those that speak for the rules, and as their
voices increase the rules become the focus; questions of privacy broadly and ethics specifically are
displaced (Bonner, 2007). Second and related, the rules originally set out as minimal expectations for
behaviour become the maximum target for decision makers interpreting the rules.

This paper focuses on two things of value that are potentially lost in the process. Firstly, the focus on
rules and their interpretation relegates the concept of privacy and questions of ethics surrounding it to
the sidelines. The concept of privacy is stripped of its potential, with a narrow focus on the context in
which the question arises and the interpretation of rules deemed to address questions of privacy.
Secondly, by shifting our focus to specific contexts and limiting our attention to the interpretation of
rules, we as organizational decision makers risk stripping ourselves of the realization that we still have
choices; that rules dictate minimum obligations and that is all. The rest is discretionary. Taken
together, damage is done to the concept of privacy and the role it plays in society as well as
perceptions of, if not the actual integrity of, decision makers.

In this paper I focus on fair information principles (FIP) as an example of this observation,
articulating and discussing two examples where the focus of attention shifted away from broader
questions of privacy and ethics around it towards a focus on rules and rule interpretation. My
observations are based on research carried out using Actor-Network Theory (ANT) (Bonner and
Chiasson, 2005; Bonner, 2006; Bonner, 2007; Bonner, Chiasson and Gopal 2009). ANT will not play
a role here in making my arguments but three basic ANT concepts are used and I will briefly articulate
them before proceeding to a short discussion on privacy‘s potential. This will be followed by two
examples demonstrating the issue of concern, a discussion, followed by concluding comments.

2. Actor-Network Theory

ANT is a constructivist perspective interested in discovering answers to the —Hw?”” question. If it
could have been otherwise and is not, then actions must have been taken that to make it that way
(Latour, 1987). If we get to the point where the how and why questions are no longer being asked we
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have a black box; the taken for granted and unquestioned. The process and details through which the
taken for granted has come to be are enclosed within the black box. My argument is that FIP have
become a black box and this has consequences.

ANT*s philosophical underpinnings challenge the insertion of divides in time for the damage they do
to our understanding. Latour and Serres (Serres, 1995) use the example of a volcano. If we focus on
the eruption we lose sight of the continuing pressure of lava under the surface and its likely re-
emergence in the future. If we are in a search and rescue effort then none of that matters; our focus is
on the consequences of the quake. But if we want to understand an event in time we must recognise it
as manifestation of forces at play that existed before the event and may continue beyond the event
itself. Inserting divides in time obscures this continuity of tensions and I argue that FIP is the product
of such an inserted divide.

Finally, ANT asserts that nothing exists by itself; everything exists in relationships (Latour, 1993).
In particular for this paper I want it to be very clear that in talking about tensions around uses made of
ICTs I am not referring to technological imperatives; ICTs by themselves do not _cause® anything.
Issues emerge only their use.

3. Observations

3.1 Privacy: What is it?

I cannot definitively define privacy. Greater minds than mine have tried, but it is clearly not a

modern concept. As an historian and privacy scholar observes
“To the contemporary notion that we are the first people to want privacy and to be
concerned about its preservation is misleading. From at least the fifteenth century the
term privacy has been used in the English language to mean the ,state of being
withdrawn from the society of others, or from public interest’” (Flaherty, 1972, p. 10).

This notion of the need to withdraw is articulated in the seminal article by Warren and Brandeis
(1890), —Fhe intensity and complexity of life, attendant upon advancing civilization, have rendered
necessary some retreat from the world” (Warren and Brandeis 1890, p. 196). Along the same lines a
critical theorist argues, —Ca a society which is incapable of protecting individual privacy even within
one‘s four walls rightfully claim that it respects the individual and that it is a free society?” (Marcuse,
1968, p. 245).

These broad definitions have to do with creating and preserving space. This could just be a matter of
individual space but it is also a space in which we differentiate our relations with others. Our
relationship with families, significant others, close friends, acquaintances and others are defined by
differing degrees of space and intimacy accorded to the relationship. This differentiation of space
takes the form of territorial space (Shapiro, 1998), bodily space (Finestone, 1997) and the degree we
reveal and share personal thoughts and communications to others (Introna, 1997). Thus privacy as a
concept has incredible potential and value however different individuals or societies enact the details.

These concepts of privacy as degrees of space and intimacy are not reflected in the definition of
privacy that has guided privacy legislation developed over the last twenty or thirty years. That
definition has focused on something called informational privacy and is reflected in Westin‘s oft-cited
definition, —Fhe claim of individuals, groups, or institutions to determine for themselves when, how,
and to what extent information about them is communicated to others” (Westin 1967, p. 7). Even this
limited definition, suggesting a degree of self-determination, is richer than that which has evolved in
the modern conception of privacy as reflected in legislation and often invoked in the field of MIS. This
will be discussed shortly.

It is this narrowing of the conception of privacy, through a focus on tensions that emerged around
different perceptions of an emerging ICT (the modern computer), and the outcome of these tensions
that I focus on in this paper. The next section highlights the evolution of fair information principles
(FIP) as a technique to address the _privacy® problem that emerged in the context of tensions around
the modern computer. I will then show, through a number of examples, where I believe that a focus on
this technique has supplemented questions of privacy and ethics, where an appeal to FIP is deemed to
address privacy issues regardless of the context in which the issues arise. This will be followed by a
discussion of the implications and concluding comments.
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3.2 The context of the creation of FIP

FIP have become the black box standard of privacy protection in Canada, Europe, Australia and
New Zealand and parts of Asia. US researchers point to their own source for FIP, but as a prominent
US MIS scholar notes, _virtually all American and European privacy legislation is based on a
regulatory regime called Fair Information Practices‘‘ (Laudon, 1996, p. 96).

FIP were developed at a time when tensions arose around actual and perceived potential uses of the
modern computer in the 1960s and 1970s. Specifically, those who could afford and use these emerging
ICTs saw great potential in these technologies to gather and process data. At the same time there were
concerns about that same potential; the use of this emerging technology to create dossiers on citizens
(Task Force on Privacy & Computers, 1972; Commission on Freedom of Information & Individual
Privacy Vol. 3, 1980), particularly in Europe (Flaherty, 1989).

Those interested in employing these emerging technologies were concerned, especially in Europe,
that individual countries might respond to citizen pressures and place limits on the use of these
technologies. If this was done it would create a patchwork of legislation that might impede the flow of
data across jurisdictions.

—Regictions of those flows (data flows across borders) could cause serious disruption in important
sectors of the economy, such as banking and insurance” (Organisation for Economic Co-Operation
and Development, 1980, p. 5). Work through the 1970s resulted in the OECD publication entitled,
Guidelines: On the Protection of Privacy and Transborder Flows of Personal Data (Organisation for
Economic Co-Operation and Development, 1980). The focus of these guidelines was on the potential
of the modern computer and the thing that computers process, data.

The OECD document contains within it a number of contradictions. First, while the title includes the
word privacy, and the term is used throughout the text, it is never defined and does not appear in any
the eight principles that are embedded in privacy legislation and hence rules derived from them. While
arguably better than nothing at all, it is misleading to call them privacy principles as they focus
exclusively on personal data. Second, even if we could ignore this issue, the document almost
guarantees that these rules will never be exceeded.

“It is recommended to Member countries that they adhere to these principles with a
view to

a) achieving acceptance by Member countries of certain minimum standards of
protection of privacy and individual liberties with regard to personal data;

b) reducing differences between relevant domestic rules and practices of member
countries to a minimum,

¢) ensuring that in protecting personal data they take into consideration the interests
of other Member countries and the need to avoid undue interference with the flows of
personal data between Member countries;

d) eliminating, as far as possible, reasons which might induce Member countries to
restrict transborder flows of personal data because of possible risks associated with
such flows.” (Organisation for Economic Co-Operation and Development, 1980, p.
22)

While part a) declares the principles to be minimum standards to protect —pwvacy and individual
liberties”, parts b), ¢) and d) advocate against creating national rules that exceed them in order not to
restrict the transborder flow of data. In effect, the minimum is also the maximum.

It is important to understand the context of the development of FIP as derived from tensions around
potential applications of the modern computer. With an exclusive focus on this context a divide was
inserted between privacy and its potential, redefining the concept, creating a potential equivalency
somehow between privacy broadly and data handling principles specifically. This is compounded by
the fact that these principles only have meaning in practice, when decision makers enact them. My
argument is that in decision making contexts the concept of privacy, already narrowly redefined in the
prior context leading to the development of FIP, is redefined again in practice when the minimum is
further minimised.
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What follows are two observed examples where FIP, a black box devoid of the context of its own
development, supplanted the ethical complexity of decision making in specific contexts through a
focus on the narrow obligations imposed by rules derived from FIP.

The Calgary Board of Education

The Calgary Board of Education (CBE), the second largest K-12 school board in Canada, provided
the personal information of K-12 students to a company in California in exchange for hosted email
services and the potential to earn a share of advertising revenues earned by service provider. In
seeking parental consent the CBE was extremely vague about details behind the request. An
investigation and subsequent report by the Office of the Information and Privacy Commissioner
(OIPC) of Alberta clearly chastised the CBE for this commercial arrangement as being inconsistent
with the mission of the CBE. But the same report also concluded that if the public body (the CBE in
this instance) deems the use and disclosure of personal information to outsiders as consistent with its
mission (without the offending commercial aspects), the public body does not have to seek consent
from anyone; the OIPC or in this case parents (Office of the Information and Privacy Commissioner of
Alberta, 2002).

What is striking about this case is that in reacting to the order of the OIPC to cease and desist from
any commercial activity using the personal information of students, the CBE spokesperson only talked
about the rules.

. CBE spokesman Dwayne Sheehan said that in 1998 the board passed the
information along because it needed the advertising revenue to pay for the email
accounts. Sheehan said the CBE didn’t realise it was breaking the rules of Alberta’s
Freedom of Information Act (FOIP)’’ (Reid, 2002).

The only other public comment offered by the CBE also reveals this focus on rules. _Our
interpretation of the FOIP guidelines was in its infancy, and obviously we‘ve gotten a lot better at
doing that now*, Sheehan said” (Wood, 2002).

The focus was entirely on adherence to the rules based on FIP. In accordance with this limited focus
the CBE has decided that, in interpreting the comments of the OIPC, consent or revealing any
information its activities is unnecessary. Since it is not necessary it has become CBE policy not to
reveal anything. Nothing in the rules prohibits the CBE from letting students and parents know what
information CBE is releasing to outsiders, but nothing makes it necessary either. The minimum
necessary has become the maximum done not because the messy ethical issues of this specific context
have been addressed, but because the rules make it unnecessary to do so.

Human Resources Development Canada

Human Resources Development Canada (HRDC) is the largest department of the Canadian federal
government, the product of the combination of a number of previously separate departments. A
dispute arose between the federal privacy commissioner and HRDC over the department‘s creation of
a super database on every Canadian. According to the Privacy Commissioner that database

“could contain as many as 2000 elements on an individual including education,
marital/family status, language, citizenship and landed immigrant status, ethnic origin,
mobility, disabilities, income tax data, employment histories, labour market activities,
use of social assistance and Employment Insurance” (Privacy Commissioner of
Canada, 1999-2000, pp. 64-71).

Disagreement over the propriety of this database simmered out of the public eye as the Privacy
Commissioner, an ombudsperson, tried to resolve the issue with the HRDC quietly for more than a
year. His efforts were unsuccessful and eventually he went to the media with his concerns. The public
reaction was strong and the HRDC decided to dismantle its database.

In the Privacy Commissioner‘s annual report the Privacy Commissioner pointed to a problem that
highlights the concerns raised in this paper.

One does not have to be a privacy expert to see that this assertion (justification for the
database) rests on a restrictive and literal interpretation of the fundamental rights
that are at the heart of the Privacy Act. I do not find it satisfactory that the federal
government's largest department defends the creation, maintenance and expansion of
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dossiers on vast numbers of Canadians by saying that it meets minimum legal
provisions", the Commissioner observed. "Surely a higher duty than that is imposed.""
(Privacy Commissioner of Canada, 1999-2000, pp. 64-71).

This defence offered by HRDC decision makers is an example of the concerns motivating this paper,
that a focus on meeting the letter of the law, in this case privacy legislation based on FIP, was their
only obligation. The Privacy Commissioner argues though that a higher duty is imposed. Apparently
Canadians agreed, but it did not appear to be the focus of HRDC decision makers. In their justification
they focused on the minimal interpretation of rules based on FIP, something that in an earlier time was
already set to be the minimum.

4. Discussion

FIP have become a black box; privacy‘s representative unburdened by the context of their
development. Apparently forgotten is the fact that FIP were never privacy principles. They were
created to serve as data handling principles that once satisfied permit the movement of data (Bonner
and Chiasson, 2005). They contain within them the inherent contradiction that they are minimum
standards that must not be exceeded so as not to interfere with the free movement of data

Unfortunately the latter is the only aspect of the context of the development of FIP that appears to
remain, not brought forward in time but subsequently re-created in practice in different contexts since
then. In the HRDC example adherence to the requirements of legislation, based on FIP, was the
defence raised for actions taken. Issues of the appropriateness of creating all inclusive dossiers on
Canadians, including reaching into other departments to access sensitive tax return information, were
not the focus. Similarly, when the CBE was forced to publically reveal what it had done, or more
accurately when it was revealed for them by the OIPC, the CBE spokesperson framed the issue as one
of attempting to understand the new rules and offered the assurance that the CBE was getting better at
adhering to the rules. With that and the subsequent decision on the part the CBE to reveal nothing
based on an interpretation of new rules, the minimum requirements have become the maximum the
CBE is even considering. Broader questions around the ethics and respect for the integrity of students
and parents have disappeared.

One might dismiss the generalisability of this argument outside of these specific circumstances on
the basis of my only having presented two examples (n=2 argument) and that both of them involve
government organizations. The second part of the argument relies on the assumption of a difference
between the nature of decision-making in government bureaucratic type organizations and for private
profit organizations. Yet my observations are that this difference is more imagined than real. Private
sector organizations governed by the profit principle are just as likely to seek to minimise perceived
obstacles to action. Whatever the reader decides on this subject I hasten to add that I am not trying to
generalise at this moment, just observe and express concern about the possibility.

The employment of the black box of FIP is observable in streams of MIS research as well, through
the assumption that FIP can be employed as privacy‘s representative (Smith, Milberg and Burke, 1996;
Liu, Marchewka, Lu and Yu, 2005). In some respects the logic is compelling. At the centre of our field
is an artefact that is employed to store, manipulate, transmit and make data available. FIP are data
handling principles and the tie in is logical. But, without very serious and expressed qualifications,
treating FIP as privacy‘s representative has the effect of inserting a divide that distinguishes and
separates data privacy issues from broader privacy issues; as though they were distinct and separable.
Within this same stream of research FIP are granted the status of an ethical standard (Culnan, 1993;
Culnan and Armstrong, 1999). But that is something that FIP cannot be. They have no separate and
independent existence; they only take shape and substance in their enactment in specific contexts. If
they become the focus of decision makers in specific contexts and are interpreted as narrowly as I
suggest they are in practice, then ethical considerations disappear.

I see this pattern of a narrow focus on context and the insertion of a further divide within MIS
research with what | see as an emerging branch of —pwacy” research that focuses exclusively on
online activities, a different and somehow separable context again (Awad and Krishnan, 2006; Dinev
and Hart, 2006; Malhotra, Kim and Agarwal, 2004). My concern here is reflected in a comment by
Hinduja (2004),
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“What is appropriate in business ethics offline should be seamlessly transferred to the
online milieu, and persons should not need to reassess their perceptions of the
practice of corporations simply because of the change of context” ,(Hinduja, 2004).

What makes this statement stand out is that it starts from the premise that privacy and ethics
transcend context; that concepts should not automatically change because the specific context in which
they are considered is different to some degree.

Employing FIP and then narrowly focussing on specific contexts strips the concept of privacy of its
potential; defining it ahistorically and so narrowly that it turns the concept into a caricature. As such,
questions of ethics have no place to appear. If we want to keep the questions of ethics visible and our
options open we have to critique the narrow constitution of rules that have emerged, the narrow
conception of privacy embedded in them, the ways in which they are operationalised and show how it
could have been and still can be otherwise.

FIP in practice are rules and rules cannot be a substitute for ethics. Ethics is about making choices
and considering alternative courses of action in specific contexts. This is where I fear that we as a
society and as decision makers risk losing something extremely important. Firstly, as a society we are
potentially losing rights to something that is critically important; the space necessary to retreat to and
the space necessary to differentiate and form relationships. The risk is that if actions that might
damage these rights and expectations are not prohibited by FIP, and the black box of FIP is all that is
considered, then it becomes easier to take actions in specific contexts that over time cumulatively
damage these rights and expectations.

Secondly, by limiting our focus to narrow contexts and applying rules without considering or even
being aware of their limitations, we as organizational decisions makers risk losing sight of the fact that
we still have choices; that rules dictate minimum obligations and that is all. I worry that management
and decision makers have lost sight of questions of ethics and the keen awareness that they are part of
and not separate from society. As members of society I, like the former Canadian Privacy
Commissioner, believe that a higher duty is imposed then I am seeing in practice. Decision makers
have a duty to generate alternatives, deliberate on their relative merits and make choices. Further, 1
believe that decision makers should demonstrate the courage of their convictions and reveal what was
considered and substantiate the reasoning for the decisions made, exposing decisions and deliberations
to the broad light of day. In the case of both the CBE and HRDC, the decisions and actions that took
place did so behind closed doors.

It is somewhat of a perverse paradox that privacy in the sense of not revealing is a right assumed by
organizational decision makers while knowingly or unknowingly permit others only a caricature of
that same right. In making such critical decisions behind closed doors I feel we, as decision makers,
risk losing something; our humanity, our critical thinking, and perhaps our willingness to challenge
assumptions and, through that, our willingness and ability to explore other options.

5. Concluding Comments

Some may argue that FIP as it exists in Europe are different from FIP as it exists in Canada. I cannot
say for sure. What I can say though is that Canadian legislation is based on FIP and indeed our latest
privacy legislation, provincial and federal private sector legislation, was _approved® by the European
Union as being similar enough to EU requirements to permit the flow of data to Canada. Perhaps they
are operationalised differently, which would be in important difference if it was more substantive. I
would though ask if perceptions of difference are truly substantial and would also be concerned about
the basis of arguments made. Would the arguments be based on facts or based on an evolved comfort
with the inserted black box of FIP?

This research is part of an ongoing project exploring the link between tensions that emerge around
uses made of new ICTs and their impact on our conception of privacy. The particular focus to this
point has been on the modern computer and the use of and reactions to wire tapping technology in the
1950s and 1960s, in Canada. A third leg of the project questions the viability of FIP as a black box,
even without considering the issues raised here. FIP were derived at a time when computing was
centralised and the vision of the future, with respect to computer technology, was more of the same.
As we know, that is not the way computer technology evolved; it evolved towards distributed and
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decentralised computing. Can FIP, said to give individuals some control over the data others possess
about them, survive even as a black box when personal data has come to be so disbursed?
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CONSENT IN MEDICAL RESEARCH AND DNA DATABANKS:
ETHICAL IMPLICATIONS AND CHALLENGES

Maria Bottis and Herman T. Tavani

Abstract

The present paper is organised into two main parts. In Part 1, we briefly describe the process of
informed consent, especially as it applies in the context of medical research in general, and
(population) genetics/genomics research in particular. Part 2 focuses on some specific challenges that
that arise for the traditional informed-consent process in genetics/genomics research because of
techniques and practices affecting DNA databanks, including the application of data-mining tools in
secondary uses of personal genetic information. We conclude by defending a model that we believe
can help to preserve the integrity of the consent process in the context of genetic research involving
DNA databanks.

1. Introduction and Overview of the Informed-Consent Process

The principle of informed consent is a standard feature in medical research, including international
documents, statutes, protocols, guidelines and other —had” or -soft” law texts. This principle is
ethically significant for participants (i.e., human subjects) in research in that provides both: (a) respect
for the person, and (b) protection of the person‘s autonomy. O‘Neill (2002) argues that informed
consent is also —ethically important” because it provides a —eugh safeguard” through which
individuals can protect themselves against both —eoercion and deception” (ONeill, p. 97). In addition
to being noncoercive and nondeceptive, O‘Neill believes that the consent process, to be adequate,
must also be transparent. But, in our analysis of O‘Neill‘s critique in a later section of this paper, we
question whether this (transparency) condition can be satisfied in current genetic research practices
involving DNA databanks.

We have already suggested that there are some good reasons for defending and preserving the
principle of informed consent in medical research involving human subjects. However, this principle
now faces some key challenges in the context of population genomics research, which depends on
DNA databanks and data mining technology. We begin our analysis of these challenges with a brief
look at the background of the informed-consent process.

1.1 The Principle of Informed Consent

What, exactly do we mean by informed consent in the context of medical research? We first note
that the principle of informed consent originates from a strict, two-part relationship: the physician-
patient relationship. Also, it originates from a situation where a medical intervention (typically surgery)
is sought to be authorised by the patient. In this sense, _consent* has been the strongest part of the
_informed consent® rule, as it has been the older one (Katz 1977). Since informed consent‘s inception
in Salgo (1957), the courts have been slowly accepting and adding new —tpes” of information
necessary for a legal medical intervention. These include information about: the nature and purpose of
the intervention, diagnosis and prognosis of treatment, alternative modes of treatment, the particular
percentages of success or failure, possible conflicts of interest (Moore, 1990), and the possible
experimental nature of treatment (Estrada 1984).

We believe that the same expansion of information must be offered in the setting of another
relationship: medical researcher-research subject. Informed consent in the setting of medical research
has usually involved patients who are required to take a drug (or a placebo). In this context, the
informed subject must know the nature and purpose of the research, as well as its consequences and
risks. In other words, consent must be expressed (or explicit), specific, and documented.

International documents, such as the Oviedo Biomedicine Convention, also require that some
additional information be given to the research subject — viz., information about:
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e any foreseen potential future uses, including commercial uses of the research results, data or
biological materials;

e the source of funding of the research project;

e access to the research results in the future.

Article 13 of the Additional Protocol to the Oviedo Biomedical Convention states that this
information has to be given in a —emprehensible form” and that the opinion of the Ethics Committee,
which necessarily supervises the research, should be also included in this information. Potential
participants must also be informed of their right to refuse or withdraw consent at any time, without
being subject to any form of discrimination (e.g., to be refused necessary medical care).

It is also important to note that —unde influence concerns,” such as misuse of a position of trust,
have led to the implementation of some additional safeguards for human subjects who voluntarily
participate in research. The Explanatory Report to the Additional Protocol of the Oviedo Biomedical
Convention lists three kids of —unda influence”: physical coercion, financial incentives, and misuse
of a position of trust. In the US, the Federal Regulations provide that the circumstances of consent
must give the subject sufficient opportunity to consider whether or not to participate and must
minimise the possibility of coercion or undue influence (45 C.F.R. par. 46.116). Additionally, the
consent agreement may not include any exculpatory language through which the subject or the
representative is made to waive any of the subject‘s legal rights or release the investigator, the sponsor,
the institution, or its agents from liability for negligence.

Is it possible to achieve what some ethicists call —alid informed consent” (Alpert 1998) or —fully
informed consent” (O‘Neill 2002)? Alpert (p. 93) has argued that two conditions are required for
establishing —alid” informed consent in the context of collecting medical data: (i) individuals must
—hkow and understand the nature of the information being released,” and (ii) consenting individuals
must be made aware of the party or parties to whom the information about them can be released.
Similar criteria for establishing valid informed consent are specified in the Office of Technology
Assessment (OTA) Report, entitled Protecting Privacy in Computerised Medical Information (1993).
According to OTA, valid informed consent, in the context of medical records is possible only when
individuals are —familiar with the data contained in their records, so that they understand what they are
consenting to disclose.” This, in turn, requires that patients both: (a) have adequate disclosure of
information about the data dissemination process, and (b) are able to fully comprehend what they are
being told about the procedure or treatment (p. 70). We consider the implications of these two
challenges for the informed-consent process in Section 2.1. First, however, we briefly examine the
challenge posed by —enetic exceptionalism.”

1.2 The Challenge from —Genetic Exceptionalism”

Many advocates for preserving the informed-consent process in genetic research worry about the
highly sensitive nature of personal genetic data vis-a-vis ordinary medical data. For example, some
bioethicists argue that genetic data needs additional protection because, unlike ordinary medical data,
it is: (1) often —predictive” of a patient’s future health status (as opposed to merely used to identify a
patient‘s current medical condition); and (2) able to reveal information not simply about the research
subject herself, but about her family members as well. This view is typically referred to in the
bioethics literature as the thesis of —gnetic exceptionalism” (sometimes also referred to as —gnetic
essentialism”). Those who support this thesis worry that the misuse of a research subject‘s personal
genetic data could result in that subject‘s experiencing future discrimination and stigmatization. For
example, the person might be denied a job or be unable to qualify for health insurance because of
information disclosed in her genetic data.

Those who reject the genetic exceptionalism thesis, who we can refer to an —ati-exceptionalists”
(Tavani 2004, 2006) for purposes of convenience, believe that personal genetic data is not necessarily
different in kind from many forms of ordinary medical data. For example, they note that much
ordinary medical data can also be predictive of an individual‘s future health prospects and that this
data can also reveal health-related information about the patient‘s family members. However, we do
not need to pursue this debate here (between exceptionalists and anti-exceptionalists) to understand
why protecting one‘s personal genetic data is important (even if it is not categorically different from
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some kinds of ordinary medical data about an individual). For more information on genetic
exceptionalism, see O‘Neill (2002).

2. Some Challenges that Arise from the use of DNA Databanks

One challenge for the consent process in contemporary medical and genetic research has to do with a
factor that O‘Neill calls the lack of transparency, or the —ogcity,” of consent” (defined above). We
will see that the consent process in DNA research involving databanks is —opgue” or nontransparent,
in part, because of the secondary uses of that information made possible by data mining. Consider the
following scenario: Some research subject, A, consents to procedure B. Further imagine that B entails
C (and that 4 is unaware of C). Does it follow that 4 consented to C? O‘Neill notes that the consenter
may not see that B either entails C or is either equivalent to C. She point out that someone

.... might consent to a medical procedure described in euphemistic and unthreatening ways, yet not
see (her)self consenting to another more forthright and equivalent description of that treatment....(She)
might consent to chemotherapy, and yet when as a result (she feels) desperately ill and weak may
truthfully claim that (she) never consented to anything that would have this effect — even if these very
effects were described among the normal effects of the treatment. (pp. 43-44, Italics O‘Neill)

O“Neill‘s examples illustrate how easy it is for someone to consent to a particular medical procedure
and yet still claim not to have consented to procedures that either are roughly equivalent to or entailed
by the original consent agreement.

Although ONeill believes that this kind of opacity, or lack of transparency, in the informed consent
process affects the broader spectrum of contemporary medical research, we believe that it is especially
problematic in DNA research involving databanks because of the kinds of subsequent uses of personal
genetic information that are made possible by data-mining technology. We will next see how the
opaqueness problem is aggravated by the use of data mining in databanks.

2.1 Data Mining and the -Opacity” of the Consent Process

What is data mining, and how does it threaten the informed-consent process used in population
genomics research? Data mining (sometimes also referred to as Knowledge Discovery in Databases or
—BD”) is a data-manipulation technique that uses pattern-matching algorithms to —dicover” patterns
in data that would otherwise be nonobvious to the data analyst. For example, a data-mining algorithm
might reveal that women who read 19" century British novels have a higher-than-average incidence of
breast cancer. So, a new group of individuals based on nonobvious statistical correlations can be
generated by data mining technology. For those persons affected by this —ew classification,” however,
their association with such a group may seem totally arbitrary to them, because they could argue that it
has no genuine basis in reality. Yet, the statistical relationships revealed by data mining generate new
groups and —ew facts,” such as the —pup of individuals that is likely to have or to contract breast
cancer because they read 19" century British novels.” (Custers (2006) uses a similar analogy in which
he envisions a correlation drawn between people who drive red cars and people who have colon
cancer.) Furthermore, consider that many members of this (newly discovered/created) group will have
no idea that they have been identified as members of it and thus will have little or no recourse when it
comes to an individual‘s right (and expectation) to be able to correct any inaccurate information about
them that links them to the —nw group.”

Another factor involving data mining is that associations such as the one described in the preceding
paragraph can result from secondary uses of data, which was originally collected and intended for use
in one very specific study or project (e.g., in some research study targeting a particular disease). That
data, after it has been aggregated, could be used in subsequent applications, which can, in turn, reveal
new statistical associations (affecting an individual) that would not have been possible to predict or
anticipate at the time the data was initially collected and used. So, if the research subject consented to
having her data collected in the initial study, for one purpose — viz., the objectives of that particular
experiment — we can ask whether she also consented to have her data used (i.e., mined) in subsequent
applications involving secondary uses of her personal data. This controversy serves to further illustrate
O“Neill‘s point about the opacity of the informed-consent process in contemporary medical research
(described above).
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To see how O‘Neill‘s insight applies to our concern about research subjects in the context of
genomics research, consider the following questions. When an individual has consented to give DNA
for use in one context, does it follow that she has also consented that her DNA can be used is
subsequent contexts? For example, does it follow that she has consented that her information be used
in constructing new groups of individuals based on statistical correlations generated from confidential
data that is sensitive? And does it follow that she has also consented to having this information cross-
referenced with other kinds of information, which could result in adverse judgments being made about
her (that put her at significant risk for discrimination or stigmatization)? From what we have seen
about the ways that data mining can be used to construct new groups from data derived from contexts
in which that data was initially given for very different purposes, it would seem that the process of
informed consent has become one that, as O‘Neill correctly suggests, is far more opaque than
transparent. It would also seem that the kind of conditions required for —alid” or —flly informed”
consent are extremely difficult, if not impossible, to achieve in cases of genomics studies involving the
use of data-mining technology.

An interesting and corollary issue that also arises in this context is: Who owns the personal genetic
data that resides in the researchers databank? In consenting to allow their personal data to be used in a
research study, have the human subjects also consented to give away their data or to grant that it can
be used for all possible future applications involving the particular data bank in which it is stored? In
one sense, questions pertaining to the ownership of the personal genetic data that reside in data banks
are beyond the scope of this paper; however, we believe that this is also an important question for
research subjects to consider in the consent process. For a detailed discussion of this concern,
especially as it relates to the potential sale of, or to the potential transfer of rights to the information
contained in, these DNA databases, see Tavani (2010).

Thus far, we have considered some implications for individuals adversely affected by data mining
techniques in DNA databanks. We next consider the significance of genetic data for research affecting
entire populations (as opposed to mere individuals.)

2.2 DNA Data Banks and Community Consent Involving Populations

We argue that the use of DNA databanks used for population-wide research purposes has introduced
some key challenges for the informed-consent process, as well as some issues that do not fit neatly in
what could be called the traditional research paradigm (Rothstein 2007). Initially, one might assume
that that an individual‘s donating some blood or tissue carries no risk of immediate harm to that
consenting individual. Indeed, the act of giving a sample of one‘s blood, hair, or body tissue for
research would seem harmless; in fact, refusing to do so might be interpreted as an —atisocial” act that
also violates the principle of —slidarity” underlying DNA research. Consider that without these
research —materials,” there can be no DNA research at all. However, we believe that the act of
donating one‘s tissue, blood samples, etc., for research involving a DNA databank presents some new
challenges for the informed-consent process because of both (a) the special nature of population-wide
genomic research projects, and (b) the kinds of technologies involved (e.g., data mining). For one
thing, the familiar two-part relationship involving researcher and patient is seriously threatened in
these kinds of projects. It also raises an important question: What is the nature of a —poplation‘s
consent”? And this question, in turn, raises two additional questions:

(i) What is it that a whole population needs to know before consenting?
(i1)) How can we ensure —fair consent” from everybody involved?

Consider that any harm resulting from —unensented” and unprincipled research in this area is
directed not only against a person, but against an entire population.

Another challenge has to do with the so-called DNA/gene factor; we are not yet sure what it is that
we are providing when we donate our DNA for research. For example, is it information about our
—uatire self” — i.e., our past, present and future? Is it information about who we are now, at the moment
of donation, or is it also a —future diary”? (These concerns are related to, but also distinct from, issues
affecting genetic exceptionalism, described above.)

These challenging questions gained world-wide attention, when the story of genetic research in
Iceland by a private company, deCODE Genetics, Inc., became known. DeCODE, founded by Kari
Stefansson in 1996, was granted access to all the health records of the entire Icelandic population as
well as to the meticulously maintained genealogical information of all Icelandic citizens. Under an
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agreement with the Icelandic government, the statute that enabled this research, the Health Database
Act, presumed the consent of all patients to release their records to deCODE. Individuals were obliged,
therefore, to affirmatively opt-out if they did not wish for their records to be given to deCODE (Potts
2002). This opportunity, of course, was meaningless for children, as well as for already deceased and
mentally impaired persons. Presumed consent and the opt-out requirement received an international
rejection (Andersen & Arnason 1999), while the Icelandic Supreme Court declared the Health
Database Act unconstitutional, on the grounds that it breached the right to privacy (Gertz 2004).
Following the events involving deCODE, the presumed consent model for genetic research suffered
from severe international criticism.

The challenges affecting informed consent in genetic research in general, and population-based
genomic research in particular (such as in the case of deCODE), introduce challenges for three distinct
models of consent:

e presumed consent (the researcher takes the tissues, presuming that the person from whom they
originate wouldn‘t disagree);

e informed consent (documented by signing pre-drafted forms);

e community consent (the leader® of a community consents for every member and the members
consent, also, for themselves).

We have already examined the informed consent-process in detail, and we have briefly considered
the notion of presumed consent. Despite controversies surrounding presumed consent, some have
defended this process. For example, Stefansson (2001) argues that traditional epidemiological studies
have depended on presumed consent and that the overall quality of healthcare (in Iceland, at least) has
been improved because of it. He also believes that overly stringent informed-consent policies can
lessen the likelihood that our children will have the same quality of health care in the future that we
have enjoyed to date. So Stefansson suggests that there are good reasons for defending the principle of
presumed consent, despite his many critics.

Some critics, including Stefansson, also believe community consent is needed in any effective
scheme involving the collection of medical information affecting a large number of people (as, for
example, when conducting a major study that involves an entire population such as Iceland). But
Stefansson also agrees that when individuals in that community are asked to donate their DNA
samples, informed consent is usually necessary. Anderson and Goodman (2002) make a similar point
with respect to the —weht” that should be given to informed consent for collecting genetic data (as
opposed to other kinds of medical data) in population-based studies. In reality, a comparison of eight
international population-based genetic databases shows that consent procedures range from presumed
consent of the entire eligible population to recruitment of volunteers with informed consent (Austin et
al. 2003).

Can the informed-consent process used in populations genomics research be revised in a way that
meets the challenges posed by the need for —mup-level” or —allective level” protection? Goodman
describes a category of protection that he refers to sometimes as —up confidentiality” (1998, p.18)
and other times as —eollective confidentiality” (1996, p. 228). Goodman also proposes a strategy for
approaching this challenge. For one thing, he asks whether groups per se have a -right to
confidentiality.” Goodman also wonders whether explicit normative policies and laws aimed at
protecting group confidentiality would necessarily benefit vulnerable groups and sub-groups. For
example, he notes that, ironically perhaps, such policies could have the adverse effect of making it
even more difficult for members in those groups to avoid certain kinds of group/sub group stigma. We
agree with Goodman that some important conceptual and normative questions need to be answered
before we can frame and implement a policy aimed at protecting the confidentiality of groups.
Unfortunately, however, he does not provide us with explicit details for how such a policy would be
framed (Tavani 2006). We believe that the outlines of an adequate policy may be found in what some
refer to as the —eharitable trust” model for informed consent.

2.3 The Charitable Trust Model and Informed Consent

The charitable trust model for informed consent in the context of genomic databanks or —iwbanks”
was first proposed by Winickoff & Winickoff in The New England Journal of Medicine in 2003.
There, the authors suggested that the legal model of charitable trust, which had been established to
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enable other kind of legal relationships and gifts, be applied also in the case of genomic databanks. In
this case, the person donating the tissue for the biobank, i.e., the donor, is the settler of the trust and
transfers her property interests to her tissue to the bank. The donor-settler appoints a trustee for this
property and this trustee is the person/organization that engages in the research. As a trustee, these
agents are responsible to ensure protection of the tissue donations, and they bear fiduciary obligations
— i.e., obligations that are more strict than normal contractual obligations — to safeguard the trust and
use it for the benefit of a third party, the beneficiary. In the case of the genomic databanks, the
beneficiary is the general public, as it also is in the case of other traditional or classic charitable trusts.

We believe that the benefits or advantages of using the charitable-trust model in this context clearly
outweigh the challenges. One advantage is that the very notion of a charitable trust points toward the
direction of an —jplication of altruism,” where monetary exchanges and commodification, the
standard —lague” of genomics research, do not fit. The idea of a trust also reminds us that giving
informed consent by a research subject is, indeed, an act of trust, which builds a trust relationship
(Hansson 2005). Additionally, the party conducting the research becomes a trustee, a steward, instead
of a potential profit-seeking agency. Winickoff & Winickoff also propose that the architect of the trust
provides the donor group with an advisory role in the governance of the trust—therefore, the interests
of the donor group will not simply —anish” after the tissue has been donated. Instead, the project will
be supervised by an appropriate internal review board (IRB).

The role of the IRB in this case is similar in one sense to that found in related benefit-sharing
theories, where members of the donor group receive something in return for their donation. This
—amething” can be either: (a) priority of access to newly developed drugs, due to the research; or (b)
obligation to offer infrastructure to the community that offered this collective gift, or/and a percentage
around 2-5% of the royalties that may accrue form the research (e.g., from patented drugs or
diagnostic tests). But the advantage of the charitable trust model, in opposition to the benefit-sharing
theories, is that in the first case, the donor group will be able to participate in the very governance of
the trust and thus not merely await some distant, although clearly crafted and theoretically sound,
benefits, such as the ones mentioned above. In this sense, the donor group, the community (the
Icelanders, the Tongas, the families affected by the Canavan disease etc.) will be given an active role
throughout the conduct of the research, while the interests of the general public, as the beneficiary, are
also taken into account from the very beginning.

Critics of the charitable trust model maintain that it would face substantial challenges in overcoming
various financial and organizational difficulties that a trust might typically present, as well as
difficulties in resolving potential conflicts-of-interest and privacy issues (Otten et al. 2004). Certainly,
efficiency in running a databank is a major factor towards its success, and we often assume that for-
profit models are more efficient than others (even in so sensitive areas, presumably distanced from a
pure market approach, such as medical research). However, we oppose returning to a for-profit model,
which would easily reinforce the strong, current privatization trend in genetic research. Alternatively,
we argue for the need to insert (legal and financial) features of efficiency into a charitable trust model
for a biobank, where necessary. Doing so, may help us to achieve a reformulation of the —dt culture”
in the biobank settings, safeguarding the ideal of altruism and public benefit, while also enabling a
mechanism that does not work against market logic. Moreover, the model not only satisfies the (now)
acknowledged benefit-sharing principle (which, simply stated, gives life to the idea that people as are
important to research as the tissues they offer), it also ensures accountability (Hayden 2007). The
model also operates under the assumption that the donor group remains throughout the project not
only acknowledged, involved and protected but also that the donor group is a —eo-governor” of the
research project. The charitable trust model aims not merely to —nclude people”, but to —nclude them
well” (Strathern 2000). We believe that this model takes us a long way from where we started — i.e.,
when a person donated the tissue and then, for all practical reasons, just —dappeared.”
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ITS NOT WHAT YOU KNOW IT‘S WHERE YOU‘RE FROM: A
CASE FOR SOCIAL JUSTICE IN THE INTERNATIONAL FLOW
OF KNOWLEDGE WITH SPECIFIC REFERENCE TO AFRICAN
SCHOLARS

J. J. Britz and S. R. Ponelis

Abstract

In the globalised world the movement of scholars facilitates the global flow of knowledge and
supports the pillars of the knowledge economy. But not all academics are born equal: African scholars,
whether resident in Africa or elsewhere in the world, face significant barriers with regard to travel due
to visa requirements. We view justice as one of the most important virtues regulating human behaviour
in the global knowledge society. We argue therefore that the international community has a moral and
legal responsibility to create a more open and fair structure that should support the freer flow of
knowledge between African scholars and their counterparts in Europe and North America. Based on
our moral analysis we develop a set of moral guidelines and we propose an _academic travel card® for
African scholars that should meet the criteria of social justice. However, the intention of our paper is
not to provide clear-cut answers to all the questions relating to the international movement of people,
but to open the debate following our claim that we need to rethink, from a social justice perspective,
the international movement of particularly African scholars and their ability to share knowledge
globally.

1. Introduction

The global migration of people is an authentic sign or the times we are living in. The global
workforce, amongst others, includes many who are skilled and come from rich educational heritages.
They seek new opportunities to share their knowledge in the newly formed global communities; this
includes the many international scholars that travel around the world attending conferences in order to
obtain feedback and input to their work prior to publication. However, not all academics are born
equal: for example, conferences, particularly international conferences, held in African countries are
few and far between and often not attended by many academics from outside of Africa, which
necessitates these academics to travel more widely to conferences in Europe and North America.
However, no African academic (travelling on a passport from an African country), even with
impressive credentials, can merely get on an airplane to attend such a conference, not only because of
geographic and financial reasons, but also because of political reasons. Most European countries, as
well as the USA and Canada, have strict visa requirements for most African countries. There is enough
evidence to suggest that many of these people are in many cases not treated with respect and dignity
(Friedman, 2005; Gindin, 2006; Shabani, 2000, Williams 2003). Although technology makes it
possible to make presentations virtually, not being physically present does limit the opportunities for
knowledge sharing and exchange — an important component of such gatherings and one of the reasons
conferences continue to be held and attended in spite of the current economic climate.

From a legal and moral perspective one can question the way in which international scholars, in
particular from the developing world, are being treated by their host countries. To put this in practical
terms: why should scholars from Africa, just because of their country of origin, be restricted in many
ways to travel to Europe to attend conferences while the same does not apply to their counterparts
from countries like the USA and Canada? This state of affairs seriously hampers development and
creativity that will benefit humanity by limiting the ability to learn from one another and to share
knowledge. Thus it is a matter of social justice, not only because of the limits placed on international
travel (irrespective of the reasons given as justification) but also because of the impact that this
limitation imposes on human development. The global movement of people demands a fresh look at
the interpretation and application of social justice — particularly as it pertains to the rights of nation
states and the right of freedom of movement of scholars to share their knowledge on global platforms.
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The intention of our paper is not to provide clear-cut answers to all the questions relating to the
international movement of people, but to open the debate following our claim that we need to rethink,
from a social justice perspective, the international movement of particularly African scholars and their
ability to share knowledge globally. As Robinson (2004:190) correctly argues: —With globalization has
come the growing sense that we are all responsible in some way for helping promote and protect the
rights of our neighbours whether they live on the next street or on the next continent.”

2. The research problem and content

It is this moral imperative that prompts our research question which specifically focuses, from a
social justice perspective, on the political hindrances that many African scholars face in their efforts to
attend and participate at international conferences in Europe and North America. In using Amartya
Sen‘s capability approach we argue that the global sharing of knowledge between scholars should be
regarded as one of the _basic capabilities® (Sen, 1993) since it does not only create opportunities for
the development of Aftrica, but it is also instrumental to our freedom to achieve human well-being. The
strict travel arrangements by most European countries and the USA and Canada for African scholars
form part of what Sen (1993) refers to as the social and structural constrains that influence and restrict
global human development and well being.

We argue therefore that the international community has a moral and legal responsibility to create a
more open and fair structure that should support the freer flow of knowledge between African scholars
and their counterparts in Europe and North America. We view justice as one of the most important
virtues regulating human behaviour in the global knowledge society. We therefore use it as a
normative instrument to argue our case for a fairer structure that will allow Africans more flexibility to
travel and at the same time acknowledging the rights and responsibilities of the nation-state towards it
own citizens (for example national security, human trafficking and disease control) but also towards
global citizens (allowing scholars more from African countries more freedom of movement). Based on
previous research by Britz (2007), we identify and use five categories of social justice in our analysis.
These are:

e Justice as recognition according to which the moral dignity of fellow beings necessitates
equitable and fair treatment with respect to freedom of movement.

e Justice as reciprocity that requires fundamental fairness with respect to exchanges between
academics as a group and in particular that the same rules and norms will apply in similar
situations.

e Justice as participation that requires the creation of equal opportunities for scholars to
exchange their knowledge at international conferences.

e Justice as enablement which demands from society at large to enable the self-enablement and
self-determination of individuals.

e Justice as contribution that supports our contention that society should be structured in such a
manner so that scholars are able to make a productive contribution to their own and the
broader global society.

Based on our moral analysis we develop a set of moral guidelines and we propose an _academic
travel card® for African scholars that should meet the criteria of social justice. According to this, such
a card should be agreed by all participating countries and as an expression of global justice it should
be embedded in international rules and regulations that will allow African academics the same basic
rights of freedom of movement, freedom of expression and freedom to privacy as their counterparts in
Europe and North America. We deliberate also on the different rights and responsibilities of both the
nation-states as well as African scholars regarding the use of the proposed travel card.

The paper is structured in the following manner: first, we emphasise the importance of the exchange
of knowledge that contributes to human development and show it to be a moral concern. Following
from this, we elaborate specifically on the problems that African scholars experience in this regard
whilst at the same time seeking to strike a fair balance between rights of nation-state and the rights of
individuals to freedom of movement. We make use of both empirical evidence as well as statistical
data in support of our argument. In the third part of the paper we analyze the abovementioned issues
from a social justice perspective and in the final part of the paper we developed a set of moral
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guidelines and propose an _academic travel card‘ for African scholars that should meet the
requirements of social justice as argued in the previous part.

3. Importance of the exchange of knowledge for human development

The movement of scholars facilitates the _global flow of knowledge‘. Knowledge in this context
refers to what people know, their intellect, experiences and judgments and how it is applied to make
decisions (Farradane, 1979, Britz, 2007). It is in other words human-bound and can also be translated
as human capital. The investment in and development of human capital by means of education remains
on of the most important factors that facilitate global development and economic growth. Societies are
for their own survival and development dependent on high quality human resources.

In a definition attributed to The World Bank a knowledge economy is defined as an economy where
—aqganizations and people acquire, create, disseminate, and use knowledge more effectively for greater
economic and social development” (Barquin, 2007). In such an economy there is a greater dependence
on knowledge, information and high skill levels, and a greater need for ready access thereto by both
the business and public sectors (OECD, 2005). A knowledge economy rests on four pillars:

1. An economy that provides incentives for the efficient use of existing and new knowledge and
the flourishing of entrepreneurship.

2. An educated and skilled population that can create, share, and use knowledge well.

3. An efficient innovation system of enterprises, research centres, universities, and other
organizations that can utilise the growing global knowledge base, assimilate and adapt it to
local needs, and create new technology.

4. Information and communication technologies (ICT) that facilitate the effective communication,
dissemination, and processing of information” (The World Bank, 2009).

In their Report on Knowledge for Development, the World Bank argues that it is not only access to
knowledge that is important, but also the ability of people to assign the correct meaning to the
knowledge accessed. This requires education as is evidenced by pillars 2 and 3 of the knowledge
economy. Africa as a continent does not compare well to the G7 and Western Europe in the 2009
survey as shown in Figure 1.

Africa, GT7, (most recent)

Economic Incentive and Institutional Regime
10

ICT Education

Innosakion

Figure 1: Africa, the G7", and Western Europe'* measured on the 4 knowledge economy pillars (KAM
2009)

The Knowledge Assessment Methodology (KAM) was designed by the World Bank‘s Knowledge
for Development Programme to —poxy a country‘s preparedness to compete in the knowledge
economy using 109 structural and qualitative variables. The comparison is undertaken for a group of
146 countries, which includes most of the OECD economies and more than 90 developing countries.”
These variables serve as proxies for the 4 pillars of the knowledge economy. Based on the definition
of a knowledge economy, the World Bank‘s Knowledge Index (KI) —masures a country‘s ability to

13 Canada, France, Germany, Italy, Japan, United Kingdom, United States
14 Austria, Belgium, Cyprus, Denmark, Finland, Greece, Iceland, Ireland, Luxembourg, Netherlands, Norway,
Portugal, Spain, Sweden, Switzerland
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generate, adopt and diffuse knowledge. ... This is an indication of overall potential of knowledge
development in a given country." Methodologically, the KI is the simple average of the normalised
performance scores of a country or region on the key variables in 3 of the 4 knowledge economy
pillars, namely, education and human resources (pillar 2), the innovation system (pillar 3), and the
means of access thereto: information and communication technology (ICT) (pillar 4). The
participating countries were measured and ranked in 1995 and again in 2009 according to their KI
score. Figure 2 shows the global KI scores of the most recent 2009 study.

Map legend
(D & the bwest score and 10
o the maxmum score)

Figure 2: Map showing global knowledge index (KI) scores

Africa does not compare well to the rest of the world, even when compared to emerging nations in
Latin America. In order to further illustrate the level of disparity let us focus on a subset of African
countries, the South African Development Community (SADC). SADC comprises 15 member states:
Angola, Botswana, the Democratic Republic of Congo, Lesotho, Madagascar, Malawi, Mauritius,
Mozambique, Namibia, Seychelles, South Africa, Swaziland, Tanzania, Zambia and Zimbabwe
(http://www.sadc.int/). Whether evaluated according to absolute score or weighted by population, the
top 10 countries did not change from 1995 to 2009 although the order of countries changed. For the 13
countries in SADC (no data was reported for the Democratic Republic of Congo or the Seychelles),
the situation is somewhat different. Of the 13 countries only three improved their position, Mauritius
and Mozambique moving up one and two places respectively and Angola jumping 18 places.
Although encouraging, if one where to consider the basis from where this improvement occurred it is
less so, and even more concerning that 9 countries slipped further down the list by as much as 21
places as shown in Table 1. Of course, this slippage shows that most SADC countries are not
performing well relatively to other countries with respect to the 3 pillars measured in the KI.

Top 10 countries: 1 Sweden 6 Switzerland
2 Denmark 7 Australia
3 Netherlands 8 Canada
4 Finland 9 United Kingdom
5 Norway 10 United States
SADC countries: 67 South Africa (-21) 125 Lesotho (-11)
84 Mauritius (+1) 126 Zambia (-15)
102 Botswana (-11) 133 Tanzania (0)
103 Namibia (-10) 135 Madagascar (-11)
109 Zimbabwe (-13) 140 Malawi (-10)
111 Swaziland (-17) 142 Mozambique (+2)
119 Angola (+18)

Table 1: KI scores of top 10 and SADC countries

Clearly these African countries can benefit from sharing in the knowledge and expertise of the
consistently performing top countries in order to increase their capacity with respect to the pillars of
the knowledge economy. Closely related to importance of the free flow of knowledge is the right of
access to and communication of information. According to Habermas (1989), access to information is
a fundamental and necessary pre-condition for personal development as well as socio-economic and
political participation. Building on Habermas® points of view we argue that a clear case can be made
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that access to information is a prerequisite for development in the era of globalization and for
becoming true knowledge and information societies.

Acknowledging such a right not only allows access to the ideas of others, but opens up the
opportunity to participate in global information-based socio-economic and political activities. The
denial of access to information is therefore no longer merely a denial of access to the ideas held by
others, or oppression of the freedom of expression; it will also marginalise people‘s participation in
various economic, political and socio-cultural activities. It touches the very heart of the modern
information era (Lor and Britz, 2006). This is also the reason why Hamelink (2003) argues that we
should move beyond information and knowledge societies towards communication societies. It is
therefore an imperative that human rights needed to be re-evaluated to reflect these developments.

The argument that access to knowledge and information is instrumental to human development not
only implies the protection of these rights, for example, in a constitution and by means of legislation,
but also ensuring the enabling thereof. One can indeed argue that nations have a moral obligation and
legal responsibility to create an accessible information infrastructure together with a legal regime that
will allow fair movement of academics as well as access to information needed for development and
education.

The main reasons for academic travel are to attend conferences and, to a lesser extent, participate in
faculty exchange programmes. Research papers presented and discussed at conferences represent the
cutting edge in an academic discipline(s). Faculty exchange programmes provide participants with the
opportunity to teach or conduct research for one semester or a full academic year at an overseas
university. These programmes aim to promote the international exposure of academic staff in order to
bring about the exchange of expertise with their counterparts abroad and to promote collaborative
research. If academics do attend conferences they might not be staying as engaged in their fields as
they should be. In addition, conferences provide opportunities to network that promote collaboration
and also serve to generate new teaching ideas and material. As a result, students are also denied the
benefit of up-to-date information in their fields of study. As such, the ability to freely attend
conferences of peers and participate in exchange programmes is an important instance of access to
knowledge and information for human development of both the individual and his/her broader
community as it directly and indirectly contributes to pillars 2 and 3 of a knowledge economy.

There are many factors that can impair the freedom of movement of academics from all parts of the
globe, not just Africa, to travel of which lack of funding is probably the most common. But are there
factors that specifically inhibit or prevent African scholars from undertaking academic travel? Before
analyzing the freedom of movement and access to information for development for African academics
from a social justice perspective, the next part seeks to answer this question is examined in more detail.

4. African academics and freedom of movement

Since ICT is the fourth pillar of a knowledge economy, let's consider the distribution of conferences
listed by the International Federation for Information Processing > (IFIP) in 2009
(http://www.ifip.or.at/cal_even.htm) as an illustrative example. As shown in Table 2 an overwhelming
65% of the conferences were held in Western Europe and North America. Only 3 conferences were
held in Africa: 2 in Cape Town, South Africa and 1 in Cairo, Egypt. Unfortunately participation lists
that would allow for analysis of author and presenter affiliations at these conferences were not
accessible.

Choosing a conference location depends on many variables: attractiveness of location, proximity to
majority of participants, venue cost, amongst others. One concern with holding international
conferences far away from the majority of expected conference participants is that not enough
participants will register to attend thus leaving the conference organisers with the financial liability
and presenters without an audience, which is an understandable concern.

"> IFIP is an umbrella organization for over 48 national societies and academies of science working in the field of
information technology. It is a non-governmental, non-profit organization. Its offices are located in Austria.
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Regional grouping (as used in The World Bank's | Number of IFIP Percentage of

Knowledge for Development Program‘s KAM) conferences held in | total
2009

Western Europe 26 35%
G7 23 31%
Latin America 9 12%
Europe and Central Asia 6 8%
East Asia and the Pacific 4 5%
Middle East and North Africa 4 5%
Africa 2 3%
South Asia 1 1%
Total 75 100%

Table 2: Distribution of IFIP 2009 conferences according to World Bank regions

Academics situated in Africa can expect significant international travel in order to attend and present
at international conferences. Already in 1990 African academics recognised the importance of
freedom of movement in The Kampala Declaration on Intellectual Freedom and Social Responsibility
(1990). In Section A of Chapter 1 on fundamental intellectual rights and freedoms 2 articles are
relevant:

e —Aitle 4: —Eory African intellectual shall enjoy the freedom of movement within his or her
country and freedom to travel outside and re-enter the country without let hindrance or
harassment. No administrative or any other action shall directly or indirectly restrict this
freedom on account of a person's intellectual opinions beliefs or activity.

e Article 6: Every African intellectual has the right to pursue intellectual activity, including
teaching, research and dissemination of research results, without let or hindrance subject only
to universally recognised principles of scientific enquiry and ethical and professional
standards.”

Although these rights are considered fundamental they are not absolute. It must be recognised that
this freedom may be restricted on grounds of public health, morality, or in circumstances of clear,
present, and imminent danger to the nation and its independence. Indeed, every country has the
sovereign right to decide who may or may not enter its territory. In order to make an informed
decision individuals are required to apply for a visa prior to entering a country.

A visa is a document issued by the consular officials of a country granting permission to a traveller
to enter the country to fulfil a specific purpose such as holiday, business, or study. The purpose of a
visa on the one hand is to ensure proper screening of applicants to strengthen border security while
also allowing entry of citizens and legitimate foreign visitors in a more efficient manner. Embassies
and consulates are authorised to grant visas to prospective travellers, normally in their country of
residence prior to departure. Appropriate documentation must be submitted to these authorities prior to
a visa being issued. Visas provide immigration officers with the necessary information to ensure that
applicants are admitted for the correct purpose and period. Possession of a visa, however, does not
guarantee automatic admission to a country. It only authorises the holder to report to an immigration
officer at a port of entry of the country for the purpose of being examined as to his/her ability or
otherwise, to comply with the (entry) requirements.

In order to obtain a visa, a prospective traveller needs to submit a visa application at the consulate,
embassy, or diplomatic mission of their intended destination. This in itself presents a hurdle: just
setting up an appointment and obtaining application forms can be a challenge. For example, the United
States requires that applicants purchase a personal identification number (PIN) for ZAR 86 (about
USD 12) for 9 minutes in order to phone the Visa Information Telephone Service to make an
appointment telephonically or a PIN for USD 10 to access the Visa Information Internet Service to
make an appointment online (which includes 2 chances to reschedule the appointment). The PIN must
be purchased either at a local chain of retailers or by Visa or Mastercard over the phone.

Once an appointment is scheduled, applications must be submitted in person for biometric and
interview purposes. If one lives in close proximity to the consulate, embassy, or diplomatic mission
this does not imply significant travel cost or time away from regular duties but it can result in
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significant direct and indirect costs beyond the visa application fee (which is by no means assured to
be issued.) Apart from the requirement for personal submission, significant documentation is required.
This includes, but is not necessarily limited to:
Passport valid 6 months after intended return date
Passport photograph (different sise requirements)
Round trip itinerary with dates and flight numbers
Proof of sufficient funds for duration of the stay
Travel insurance
Confirmed accommodation
A letter of employment from employer
A letter from the host in the destination country
e Proof of property and ties to country of residence to ensure return

Additionally, for faculty exchanges longer than 6 months a police clearance certificate and a medical
examination are also required. Canada, for example, requires a full physical examination, a large chest
X-ray and a radiologist‘s report, a blood test (VDRL or similar test), urinalysis (sugar, protein, and
blood) and an HIV test.

Some of these documents are easier to obtain than others. A particularly thorny issue is the proof of
sufficient funds. This can take various forms such as traveller‘s checks or a bank statement but can be
problematic. Not all academics can obtain advance funding from their employers and thus need to
purchase traveller’s checks or show sufficient funds on their own. Sometimes a letter from the
employer confirming that sufficient funds will be available is accepted but this is at the discretion of
the issuing officer. One of the author‘s Euro-denominated, signed traveller‘s checks exceeding the
stipulated daily allowance were deemed unacceptable by the Embassy of Finland because the purchase
date wasn‘t recent. The reason given was that the officer could not be sure that the checks would in
fact be used as subsistence in Finland but that, traveller‘s checks purchased just prior to the visa
application would have been acceptable. This stipulation was not documented as a requirement.

Proof of property and ties to ensure return is another thorny issue. The nature of documents that are
acceptable varies on a case-by-case basis and it is difficult to know beforehand whether the documents
will be deemed sufficient. However, if any documentation is found unacceptable or insufficient then
the applicant will be required to reinitiate the application process by making another appointment. For
those travelling long distances this is a disastrous outcome and can result in the applicant giving up the
process. In the earlier anecdote, the author had to return with a letter from the university confirming
that funding to the required amount for the trip would be provided.

Visa applications should be submitted well in advance of the expected departure date: the
recommendations to SADC members vary between 1 to 3 months for US, United Kingdom (UK),
Canada, and Schengen visa countries'®. Given appointment availability, this means that to ensure
timely issue of the visa the process should be started by as much as 6 months in advance. To secure
funding, academics are normally required to present and not just attend a conference. Few conferences,
however, are able to confirm acceptance that early.

Whilst the US generally issues long-term visas for academics (5 or 10 year validity) that reduces the
burden on the scholar, other countries such as the Schengen countries generally require the entire visa
application process to be repeated for each visit. Even after enduring and overcoming all this, the
individual can still be refused entry at the border at the discretion of the immigration official. Apart
from limiting research and career advancement, restrictions on travel can also be embarrassing to such
scholars by, for example, at the last minute having to withdraw and not being able to present their
papers (which also causes a headache for conference organisers.)

It is clear that African academics face disproportionate challenges, financial, political and time-wise,
to attend conference held outside the borders of the country on which passport they travel. This

'® The Schengen visa is the result of an agreement by several European countries (Austria, Germany, Belgium,
Denmark, Finland, France, Greece, Iceland, Italy, Luxemburg, Norway, Portugal, Spain, Sweden, The
Netherlands) to standardise the visa process and to allow the visa holder to travel to any (or all) member
countries using one single visa. Although Schengen visa allows the holder to travel freely within the Schengen
countries, it is limited to a maximum stay of up to 90 days in a 6 month period. The Schengen visa should be
apply for at and issued by the country that is considered the main destination.
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situation is very real. For example, Scholars at Risk (SAR), an international network of institutions
and individuals working to promote academic freedom and to defend the human rights of scholars
worldwide, provides assistance to scholars on a broad range of issues including restrictions on travel
and restrictions on information exchange. With partners at the Network for Education and Academic
Rights (NEAR), SAR facilitates international workshops intended to build bridges between the higher
education and human rights communities, with the goal of developing joint approaches to protecting
scholars and universities. In spite of the Kampala Declaration in 1990, African scholars are still facing
challenges with respect to exercising their freedom of movement. At a conference sponsored by SAR
and NEAR in Ghana in April 2009 it was reported that restrictions on travel/freedom of movement can
inhibit work and that —dficulty obtaining visas e.g. Schengen visas to attend conferences or meetings
with colleagues can hamper progress in an area of research” (Summary Report, 2009). It is also
important to note that this experience is not unique to African scholars. Many organizations such as
National Association of Foreign Students Advisers (NAFSA) and the Emergency Coalition to Defend
Educational Travel (ECDET) see travel restrictions as an infringement upon all academic freedom. In
particular, organizations such as these are actively seeking the lift of academic travel restrictions
between the United States and Cuba.

One can indeed ask the question to what extend does new legislation based on the boundaries of
nation states wrongly exclude those who are entitled to fair representation and movement as well as
fair access to information that will allow equal opportunities and participation in the different socio-
political and economical activities (Hamelink, 2000)? According to Fraser (2006) we are confronted
with new forms of political injustice, which she refers to as —phtical misrepresentation”. People are
wrongly being denied not only cultural and economic, but also educational participation in the global
arena. In the next part of the paper we will focus particularly on how these two issues (the flow of
knowledge and the flow of information) challenge the current interpretation and application of social
justice.

5. Part 3. Analysis from a social justice perspective

Social justice requires from us not only the creation of equal opportunity for all to be educated, but
also the creation of a global structure/system that will allow the fair and less restricted movement of
people enabling them not only to learn from one another and to be able to create new knowledge but
also to share it to the benefit of humanity. What we advocate is therefore not only intellectual freedom,
but also the freedom of intellectuals to move around the globe. Issues relevant to our moral concerns
regarding scholars on the move include:

e Scholars are often times profiled based on their country‘s economic status leading to
sometimes being refused visas or more scrutiny;

e Names of people can be confusing and ending up on a no-flying list can cause major travel
problems;

e Feeling of insecurity and social and cultural isolation; and

e Political marginalization.

Fraser (2006), Stiglitz (2004), Hamelink (2000), Habermas (1993) and Létter (2000) all argue, based
on the impact of globalization, for the need for a moral consensus, based on social justice, that must
have at least in some sense universal recognition and acceptability. Stiglitz (2004), the former
president of The World Bank, is calling in particular for —..an alliance for creating a global society
with more social justice” (2004:207). However, universal acceptability will only be achieved if it is
based on a common voice and agreement of understanding and interpretation by all affected parties.
According to Habermas (1993:x) norms are only valid if they are agreed upon by all affect parties.
Miller (1999) furthermore argues that ideally this must be expressed by means of a constitution, rules
and laws reflecting the commonly agreed values. As an expression of social justice this will allow
people to shape their lives in democratic way.

Globalization, however, and in particular the global flow of information and knowledge seems to be
in many ways incompatible with this ideal. This is especially true if the political dimension of
globalization is seen as about the establishment of a set of globally acceptable rules that must act as a
kind of universal constitution, which goes beyond any parliamentary challenges (Gindin, 2002). The
question then follows: how can we make it compatible? Should we change the definition of
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globalization, or shrink our ideals or reframe the very foundation of social justice as we know it today?
The problem, according to Gindin (2002), is that we cannot change the reality of globalization with its
international markets driven by advanced capitalism by retreating into the past. Neither can we as he
puts it — .kept on defining social justice outside of the walls of globalization” (Gindin, 2002). How do
we then relate the national to the international? More specifically, how do we internationalise the
struggle for social justice as it pertains to the transnational flow of knowledge and information?

This changing spheres of social justice poses therefore a challenge not only to the application of
justice but also to its very nature. Lotter (2000:200), in his analysis of social justice, correctly makes
the point that in the era of globalization it would not only be wrong, but also inappropriate to
distinguish any more domestic justice from international justice. Due to modern information and
communication technologies the world has become flat where the —wd§ came down and the windows
went up” (Friedman, 2005:48). In this dematerialised and digitised world time and space are virtually
no more constraints for human communication as well as political, economic and cultural activities. It
is however not only virtual communities that are mushrooming around the globe. People travel more
than ever before. The global need and growing demand for the creation and communication and
sharing of information and knowledge pose therefore a new challenge to the interpretation and
application of social justice. We are confronted to redefine the nature, scope and application of justice,
since the boundaries between local and global justice have become blurred and they have indeed
become interrelated concepts.

Fraser (2006) in particular makes a compelling argument that the very grammar and frame of social
justice need to change in the new globalised world. Her main point is that the nation state, as well as
the Keynesian-Westphalian way of structuring society, which has been the political, economical and
cultural framework for justice, has lost its aura and appeal in the last 20 years. Globalization changed
the way people interact and the socio-economic and political lives of people continuously overflow
territorial borders. Decisions made in one state by politicians and business people (for example visa
restrictions for travel) affect people living in other states more often. This led to the creation of
asymmetric power relationships and as Fraser (2006:253) puts it: —t)he result is a new sense of
vulnerability to transnational forces.” The problem is therefore that the Keynesian-Westphalian way of
structuring society is no longer an appropriate way to think, frame and apply social justice as it relates
in particular to global knowledge and information flow.

Although justice is still based on the principle of the equal moral worth of all and still requires social
arrangements that should allow everyone an equal opportunity and still asks the same questions
namely how much injustice can be permitted it must now be interpreted and asked within a different
framework and no longer based on the premises of the nation-state paradigm. In the nation-state
paradigm the fair distribution of benefits and burdens were relatively clear. This framework of justice
is now being in dispute. The question now becomes how a globalised society should be arranged that
permits all to be recognised according to their moral worth and that will allow a fair and just
movement of labour and flow of information thereby creating equal opportunities for all. It is clear
that in the new era of globalization many people suffer forms of information injustice as it relates to
the various global economic, socio-cultural as well as political activities. This is not only because of
the injustices itself, for example the oppression of freedom of expression, but also because of the
meta-framework of justice, which are firmly rooted in the nation-state model. Reframing justice has
become in itself an ethical challenge in the information age.

The grammar of political justice needs to change to accommodate the change in boundaries. We
need to redefine justice that more accurately reflects the new post-Westphalian paradigm. Such a new
framing of justice should ensure fair representation of, and distribution and recognition to all people
effected by a given global social arrangement or institution/structure. The criteria for political,
economical and cultural justice should not be anymore determined by geographically proximities but
by involvement in social settings that effect them. Fraser (2006:262) argues furthermore, and we quote:
— general, globalization is driving a widening wedge between state territoriality and social
affectivity.”

This leads to the ethically relevant question: how could one find a proper balance between the
national and economic interest of nations and the right of people to travel and learn from others as well
as the right to access information? This question has a specific bearing on the current global debate on
movement of people. There seems to be a general agreement on the fact that these are serious moral
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issues. Lacking is however an agreement on how to reach a moral consensus that enjoys at least some
level of universal acceptance (or other word). In the next section we propose a potential approach and
suggest a possible solution.

6. Part 4. Way forward

To summarise: the problem for academics from Africa is that ideology, economic interest and
perceptions have been given disproportionate weight against their international human rights. National
pride and own economic interest have translated many times into legal barriers for these scholars.
Friedman (2005:205) correctly asked the question: “Which do we keep, and which do we let melt
away into air so we can all collaborate more easily?” We agree with Rawlsian philosophers such as
Pogge (1989) and Barry (1999) who calls for a sort of global difference principle according to which
social inequalities are justifiable if the practices that allows them also improves the lot of those that are
the worst off in the world (Nielsen, 2002:245).

As identified earlier, the problem we need to address is the apparent autonomy of politics from
morality. There is this apparent deontological difference that allows countries to be unfair and for
presidents to overrule the justice system. What we need is a cosmopolitan rule of law (Ferarra,
2007:56) that will ask for international accountability toward the fair and just treatment of scholars.
This will ensure that the relationship between politics and morality are effected in a positive manner.
Pogge (1992) argues for a form of moral cosmopolitanism and by that he means that every human
being has a global stature as an ultimate unit of moral concern that he translates into human rights. The
focus is on the fundamental needs and interests of all human beings. In dealing with the international
travel of scholars we don‘t need to move towards a world-state but towards both a centralised and
decentralised model — a kind of second level decentralization which is away from the now dominant
level of the state (Pogge, 1992:58). One can indeed move towards a horizontally dimension of
sovereignty. This implies that we will have to move away from the idea of absolute sovereignty. The
focus should be on openness and not on closure — in the words of Waltzer (1981) we must avoid
creating petty fortresses. One should look into a _knowledge-society® (scholars creating and sharing
knowledge) as a collection of states that endorse the same principle of knowledge as a common good
that can contribute to human well-being.

Our social justice analysis is certainly not based on the assumption that we are moving towards a
global society with one political entity and where we will all enjoy equal political rights and privileges
based on a world citizenship. Ferrara notes that the global economic, political and cultural trends are
powerful but these are —. just factual occurrences that could be compatible with many different ways
of responding to the challenge they pose for the nation-state” (2007:55). The idea is therefore not to
propagate for a world-state.

What we argue for is more a normative reflection based on social justice on the ability inability of
international scholars, including researchers and academics to travel and allow them to share their
knowledge globally more freely. It touches the very heart of human freedom, dignity and respect and
is based on the premises that knowledge is fundamental to human development and human well-being.
Justice could easily become a travesty of justice if we do not address the current limitations on the
global flow of knowledge. Social justice and human freedom as it pertains to the global flow of
knowledge cannot be defined and argued from a standpoint of a nation. We need a global societal
infrastructure based on the principle of social justice to regulate the global flow of knowledge. The
core should be constituted in social justice and human rights (Rawls, 1993; Habermas, 2001).

One possible solution is a global knowledge treaty that regulates the movement of scholars. Such a
treaty must enjoy global legitimacy reflecting principles of justice that in the words of Rawls must be
acceptable as reasonable and rational (1993:217). Acceptability can be reached by means of moral
consensus. A starting point might be to choose states that endorse human rights to respect equal
treatment of scholars (similar to the Berne Convention on intellectual property). A practical
implementation would be an _academic travel card* that would function as a global visa. Universities
and research centres and institutes will vouch for the scholars and documentation supporting the
academic nature of the travel should still be presented at the port of entry.
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7. Conclusion

Improved freedom of movement for African scholars will not necessarily increase their attendance
of conferences and participation in faculty exchange. Such attendance and participation will not by
itself improve their Knowledge Index performance of their countries of origin but the lack of
attendance and participation is symptomatic and its increase can contribute to improving the
knowledge economies in African countries. We furthermore argue that the current situation with
respect to African scholars‘ freedom of movement is socially unjust and propose an _academic travel
card‘ as a substitute for regular tourist visas as a possible solution required to reduce this burden.
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ETHICS, AMBIENT INTELLIGENCE, AND THE EMERGENCE
OF CYBORGIAN SOCIETIES

Terrell Ward Bynum

Long Abstract

Predicting the future of society is a risky activity typically left to fools and sages. Nevertheless, this
presentation will contain outright predictions about the future of society and the future of ICT-related
ethical issues. It will presuppose James Moor‘s —policy vacuums” account of the nature and
importance of information ethics, and it will assume the truth of Norbert Wiener‘s prediction that
cybernetic machines will play an increasingly important social role as time goes on. Most importantly,
it will take as a central assumption Wiener‘s prediction that machines and living organisms,
increasingly, will be merged together to create entities that are part biological and part mechanical.
Today, such beings are often called —gborgs” (cybernetic organisms).

According to Wiener, all animals and some machines are cybernetic entities that take in information
from their environment, then process that information in ways that empower them to react to their
environment and adjust themselves to it. Such information processing activities include, for example,
perceiving, recognizing, categorizing, remembering, calculating, inferring, deciding, acting, and so on.
In the past, some philosophers have assumed — mistakenly, I believe — that only humans (and perhaps
angels, devils and gods) can engage in such —sophisticated” activities as categorizing, recognizing,
inferring, deciding and acting. In this presentation, I will assume that all humans, many animals, and
some machines can engage in such activities. I also will assume that —spects, parts and pieces” of
such information processing activities can be electronically instilled into objects and organisms that
did not have them in the past — thus, creating —mbient intelligence”.

Given the above-described assumptions, I will argue that today‘s —siformation societies” are rapidly
evolving into societies in which humans, other animals, and machines — even buildings, clothing,
furniture, roadways, and other objects — will be interrelated and coordinated by ambient intelligence
technology to create increasingly complex —ygborgian units”. Thus, when virtually everything
interacts and communicates with everything else, and the difference between —nline” and —dfine”
essentially disappears, then individual persons, particular animals, certain machines and other entities
will be electronically united and coordinated to create powerful —gborgian units” and thereby achieve
previously unattainable goals. In such a society, a person or an animal or a machine or an object could
function simultaneously as part of many different cyborgian units; and those units could also be
combined to generate even larger and more sophisticated —mta-units”. Finally, all such units and
meta-units working together could constitute an entire society — becoming, quite literally, a —eyborgian
society”.

In the coming cyborgian societies, the above-described units and meta-units will utilise capacities
and qualities of many different entities to bring into existence a staggering number of new possibilities
that could not have been realised in the past. The result will be innumerable —policy vacuums” (to use
Moor's apt turn of phrase) that cry out for new laws, new rules of behaviour, and new standards of
good practice — new —plicies” to assure that cyborgian societies will be ones in which justice and
ethical behaviour are encouraged and preserved.
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BORN TO BE WILD: USING COMMUNITIES OF PRACTICE AS
A TOOL FOR KNOWLEDGE MANAGEMENT

Valérie Chanal and Chris Kimble

Abstract

This paper looks at what happens when Communities of Practice are used as a tool for Knowledge
Management. The original concept of a Community of Practice appears to have very little in common
with the knowledge sharing communities found in Knowledge Management, which are based on a
revised view of 'cultivated' communities. We examine the risks and benefits of cultivating
Communities of Practice rather than leaving them 'in the wild'. The paper presents the findings from
two years of research in a small microelectronics firm to provide some insights into the wild vs
domesticated dichotomy and discusses the implications of attempting to tame Communities of Practice
in this way.

1. Introduction

This paper is concerned with what happens when groups known as Communities of Practice are
used as a tool for Knowledge Management. Recently there has been a noticeable move toward the
development of what are termed knowledge sharing communities, which has been linked by some to
the failure of more traditional IT based approaches to sharing or distributing knowledge. Communities
of Practice, it is argued, can provide the solution to this problem.

The term Communities of Practice was first coined as part of a theory of situated learning by Jean
Lave and Etienne Wenger almost 20 years ago in their book "Situated Learning: Legitimate
Peripheral Participation" (Lave & Wenger, 1991). Since then, Communities of Practice have also
become the focus of attention in the field of Knowledge Management. Seen from the Knowledge
Management perspective, ICT tools deal with the more easily captured explicit knowledge, while
Communities of Practice provide the solution to the management of the more problematical tacit
knowledge, which, because it cannot be transferred directly, is a source of competitive advantage
(Nonaka, 1994).

In his book "Cognition In The Wild", Hutchins (1995) uses the term 'wild' to refer to human
cognition in its natural setting; that is, a situated and socially constituted activity as opposed to the
artificial setting of the laboratory. Drawing a similar distinction, we describe a shift from the
Communities of Practice described in the early works - communities that are essentially 'in the wild' -
to the cultivated and controlled groups in the later works - in effect, communities that have been
domesticated. In this paper, we ask if the risks and benefits of cultivating Communities of Practice
bring more benefits than leaving them 'in the wild'.

To answer this question, we will first review some of the literature on Communities of Practice to
show how the concept has changed and to delineate the distinction between wild and domesticated
communities. We then continue with a review of the literature relating to Communities of Practice and
Knowledge Management. We end the literature review with a summary of the challenges that are
faced when Communities of Practice are created as part of a Knowledge Management initiative within
a host organization.

The empirical section of the paper will use the findings from research carried out in a small
microelectronics firm in France, e2V, over a period of two years (Cappe, 2008). We present the results
from two experimental Communities of Practice that were created within the company, and in doing
so, provide some additional insights into the wild vs domesticated dichotomy. We conclude by
examining the risks and benefits of treating Communities of Practice in this way; a discussion of the
implications of attempting to tame Communities of Practice and an indication of how future work in
this area might be developed.
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2. Communities of Practice - The Evolution of an Idea

The term Community of Practice has been used in a variety of ways. Adopting the approach of Cox
(2005) we will contrast the approach in the early works, where Communities of Practice are seen as
emergent and creative groups, to that of later works, where they are seen as groups that can be
cultivated to serve the needs of a host organization.

2.1 Communities of Practice as Emergent and Creative Groups

In "Situated Learning: Legitimate Peripheral Participation" (Lave & Wenger, 1991), Lave and
Wenger outlined an alternative to the behaviourist theories of learning that were dominant at the time.
Their description of Communities of Practice provides an account of how situated learning takes place
through being enacted in practice. Learning and practice mutually shape one another in a continuous
and iterative social process, i.e. they are "mutually constitutive" (Lave & Wenger, 1991, p. 177) . The
communities they describe have no fixed structure and change gradually over time with the ebb and
flow of changing membership. Lave and Wenger's view of learning focused on its socially negotiated
nature. Learning is seen as part of the process of socialization into a community: a newcomer only
becomes a full member of the community through gradually learning its practice, language and
conventions. Membership creates a sense of identity both in the eyes of the outside world (through
being associated with the community) and within the community (through the degree to which one's
skill and knowledge is recognised by others in the community).

Lave and Wenger (1991) use the concept of Legitimate Peripheral Participation (LPP) to explain
how members move between the core and the periphery. Legitimation and participation together
define different ways of belonging to a community, whereas peripherality and participation are
concerned with identity in the social world. Brown and Duguid (1991) illustrate this by using the
stories told by the Xerox tech-reps to illustrate how, through the telling and re-telling of these stories,
the tech-reps become a "community of interpretation" (Brown & Duguid, 1991, p. 47). When viewed
in this way, the development of the community can be viewed as an ongoing performance: an
improvisation that is enacted and re-enacted by the members of the community as they go about their
daily activities. Thus the learning that takes place in Communities of Practice is not just situated
learning but "generative social practice” (Lave & Wenger, 1991, p. 35) that can change lives.

For example, based on observations of Alcoholics Anonymous meetings, Lave and Wenger describe
(1991, pp. 79 - 84) how the practice of an Alcoholics Anonymous meeting is effectively the creation
of an identity of a 'Non Drinking Alcoholic'. In Alcoholics Anonymous meetings, members stand up
and tell stories of their past lives for others in the meeting. These stories act a model of the behaviour
of an alcoholic. The hope being that members who have yet to come to terms with their own
alcoholism will find so much of their lives in these stories, that they will ask if they too are alcoholics.
Thus, for newcomers, the members' stories are not simply a description of the life of an alcoholic, but
provide a means to reinterpret their past and create a future in terms of their new identity of an
alcoholic.

2.2 Communities of Practice as Cultivated and Constrained Groups

The more recent works on Communities of Practice, such as "Cultivating Communities of Practice"
(Wenger, McDermott, & Snyder, 2002), are aimed primarily at practitioners; here the emphasis is on
ways to manage the community and the role it can play within an organization. Wenger, McDermott
and Snyder state explicitly "... we have concentrated primarily on the ability of Communities of
Practice to steward knowledge inside organizations" (Wenger et al., 2002, p. 219) as "... they do not
merely manage knowledge assets: they create value in multiple and complex ways" (Wenger et al.,
2002, p. 215).

In these later works, Wenger abandons the notion of social communities based on LPP and adopts a
different view of Communities of Practice. This new vision is based on the notion of sense-making in
organizations and the concept of dualities, which he describes as, "... a single conceptual unit that is
formed by two inseparable and mutually constitutive elements" (Wenger, 1998a, p. 66). He describes
the forces that motivate the community in terms of the tensions that exist within and between dualities,
and identifies four such dualities: participation-reification, designed-emergent, identification-
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negotiability and local-global. Of the four, the participation-reification duality, with its close links to
Knowledge Management, has been the focus of the greatest interest.

While some link the participation-reification duality to notions such as Nonaka's tacit and explicit
knowledge, such comparisons can be misleading. For Nonaka, tacit and explicit knowledge are seen as
distinct forms of knowledge, although one may be 'converted' to another through a cycle of
socialization, externalization, combination and internalization known as the SECI model (Nonaka,
1994). For Wenger however, the tacit/explicit dichotomy is a false dichotomy, because all knowledge
is formed simultaneously through both participation and reification: each is reflected in the other.

Finally, these new cultivated communities have lost the autonomy and freedom that was present in
the earlier descriptions of communities 'in the wild'. This later view of Communities of Practice sees
them as groups that can be intentionally cultivated by providing appropriate managerial inputs. For
example, Snyder and Briggs note that while Communities of Practice are still essentially informal
structures "sponsors and stakeholders have important roles to play" (Snyder & Briggs, 2003, p. 7).
Communities of Practice are now simply "a different cut on the organization's structure" (Wenger,
1998a) that arise out of a need to accomplish a particular task in the organization.

2.3 Communities of Practice and Knowledge Management: The Challenges

As we noted previously, Communities of Practice have long been the focus of interest among
sections of the Knowledge Management community. Developments in Information Technology,
coupled with awareness of the importance of organizational knowledge, have led to the development
of a variety of Information Systems to manage knowledge. However, while IT has proved successful
at managing some types of knowledge, the hard to capture tacit knowledge that Nonaka (1994) argues
is the basis for competitive advantage, remains anchored in individuals. Much of the literature dealing
with this area is written from the viewpoint that Communities of Practice can provide a suitable
environment to share or exchange knowledge between different groups in an organization (Zboralski,
2009).

Although it is possible to make conceptual links between Communities of Practice and the
management of tacit knowledge, the Communities described by Lave and Wenger (1991) seem ill-
suited to the task. Wenger, McDermott and Snyder (2002) provide an alternative view of Communities
of Practice that is more amenable to this viewpoint, but it is not without its problems. Wenger notes
that, "Communities of Practice give you not only the golden eggs but also the goose that lays them (but)
the challenge for organizations is to appreciate the goose and to understand how to keep it alive and
productive" (Wenger & Snyder, 2000, p. 143). Similarly, Brown and Duguid note that attempts to
control or organise Communities of Practice will only succeed in disrupting them (Brown & Duguid,
1991, p. 49). Examples of this can be found in empirical studies such as Gongla and Rizzuto (2004)
who note that if an organization 'spotlights' a Community of Practice, "... the community may remove
itself completely from the organizational radar... pretending to disperse, but in reality continuing to
function outside of the organization's purview" (Gongla & Rizzuto, 2004, p. 299).

In the next section, we will present results from two experimental Communities of Practice that were
intentionally cultivated in a company. In particular, we will look at the extent to which organizations
are able to instrumentalise Communities of Practice and at the risks they run when attempting to do so.
We ask, in terms of desired strategic outcome of managing tacit knowledge, does the
instrumentalisation of Communities of Practice risk killing the goose that lays the golden eggs?

3. Case study: A Process of Cultivating Two Communities of Practice

The data for this study was collected between January 2005 and December 2007 in €2V Grenoble, a
subsidiary of the e2V Group, consisting of 480 employees, of whom 250 were highly qualified
engineers and managers. The main activity of this subsidiary is the design and testing of
microelectronics systems for the medical, telecommunications, automotive and aerospace markets.
The company is organised into separate business units, each of which has their own marketing, design,
engineering and quality control activities. The methodological approach can be characterised as
"recherche ingénierique” (Chanal, Lesca, & Martinet, 1997). This approach is similar to action
research, in that it is concerned with the researcher's active involvement in the processes of
organizational change; however, it is distinguished by the creation of a "chercheur-ingénieur"
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(researcher-engineer) who designs a tool to support their research, builds it and acts as a moderator
and evaluator of its implementation.

3.1 The Failure of the Traditional Approaches to Knowledge Management

An initial field study, in the form of a diagnostic examination of the existing systems used for
Knowledge Management, was undertaken in 2005. The study focused on the four main tools used by
the management of the company to manage and retain knowledge.

1. An intranet system for the distribution of technical knowledge
. A document management system for tracking issues related to quality
3. A 'dual ladder' system of promotion for technical experts who do not normally take
management responsibilities
4. A phase in the quality management process termed "retour d'expérience" (REXP)

The results of the study were not encouraging for a company that believed it was actively managing
its knowledge.

The intranet aimed to provide basic information throughout the company, such as the technical
description of products, learning guides, directories and so on. However, this was not widely used as
people found it difficult to apply the abstracted, canonical knowledge it contained to other contexts.
The document management system was not much used outside the group of people who produced the
documentation. The technical experts, although having a specific and unique role within the
organization, where not often consulted by those outside of their normal working environment. Finally,
project leaders were required to fill in a retour d'expérience (REXP) form that was supposed to help
others to capitalise on the experience that has been gained from each project. However, only 20 % of
the projects ever returned a correctly documented REXP form. The results of the study highlighted the
limits of traditional Knowledge Management tools to facilitate knowledge sharing; the management of
the company rethought its position and began to look for solutions that were more practice-based. By
way of an experiment, they hired a student who had just completed her masters' degree with the
company, and was now starting her PhD, to act as a Knowledge Manager. It is her work (Cappe, 2008)
that forms the bulk of the data presented in this paper.

Cappe carried out more than 70 interviews with engineers to identify specific practices and areas in
need of knowledge sharing. Her study revealed a general need to share knowledge across the
organization. Using a set of basic criteria to characterise a Community of Practice, she identified two
categories of people, who would, in her view, benefit from this approach. Two Communities of
Practice were created: one for project leaders and one for scientific experts. The previous study had
helped to identify people who would be both highly motivated and be seen as having the legitimacy /
informal authority to bring in others to who would participate. The experiment also required the
support of the management of the company, and consequently a steering committee was set up to
oversee the experiment.

3.2 The Experimental Communities of Practice

Below, we will briefly provide some contextual / background information on the two communities,
before presenting our results.
The Project Leaders

The experiment to create a Project Leaders Community of Practice involved 8 full time and 20 part
time project leaders in the company. All 28 shared a common area of work, although most of them
belonged to different business units and had few opportunities to meet.

Three potential brokers were identified, and in a preliminary meeting before the official launching of
the experiment, they all expressed their wish to improve the sharing of knowledge. Following an
initial meeting, where project leaders were given feedback on the diagnosis phase of the research, 20
people agreed to participate in the experiment. Seven meetings were organised in the first year (2005)
and ten in the second year (2006) with an average participation of around 15 members per meeting.
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The Scientific Experts

Under the company's dual ladder promotion policy, it had assigned expert status to 18 people who
had specific technical expertise that was crucial to the success of the company. Despite the fact that
each expert had a short presentation on the company's intranet, the majority of them knew nothing
about the other experts in the organization.

As for the project leaders, a first meeting was organised with three potential brokers and it was
suggested that the Vice President of Strategy and Business Development (a member of the executive
committee) should act as a broker. During this first meeting, all three experts confirmed the need to
improve mutual knowledge and knowledge sharing.

Fifteen experts decided to join the community, although some of them expressed doubts about the
value of the experiment. They decided to start with the objectives of getting to know each other better
and working towards the wider acknowledgment of expert status within the company. Four meetings
were organised in the first year, but only one in the second year.

4. The Actions Taken by the Two Communities

In this section, we will present some examples of actions taken by the communities. We will show
how these actions led to the communities renegotiating certain rules with the managers of the
company. Our observations are organised around the following two themes:

1. The practice of the community, i.e. data was drawn from the minutes of the meetings and from
direct observation of groups.

2. The evaluation of the experiment by the members themselves and by the executive committee,
i.e. data was collected in interviews conducted at the end of the study.

4.1 The Project Leaders Community of Practice

During the first meetings, the members defined the objectives of the community: a benchmarking of
project management methods, a sharing of experiences and proposals to improve practices. After the
steering committee had approved these objectives, the members began to share experiences about how
they led projects and how they coped with day-to-day difficulties. A common problem was that
changes to technical requirements during a project frequently led to tensions between the project
leader and the marketing department. The marketing department felt under pressure from the customer
to agree to changes to a product's requirements without changes to the initial cost and without
incurring any delay. However, any change in the requirements had an impact on the overall
management of the project. Although the cost and delay of re-evaluations was allowed for, the tension
between these two departments tended to lead to a drift away from the initial objectives of the project.

During these sessions, it appeared that there was a particular difficulty related to the production
phase. The engineer in charge of production did not participate in any of the upstream phases and so
was not able to indicate the constraints faced during production. The proposed solution was that there
should be a new milestone called 'start of industrialization'. The community asked the Director in
charge of quality to participate in a meeting to discuss this issue with them. After some discussion, the
principle of adding this milestone was approved. The job description files of the product engineers
were modified to take into account this new milestone. This had a positive effect on the motivation of
the group, who were able to see the results of their actions expressed in the official project
management processes of the company.

4.2 The Technical Experts Community of Practice

In their first meetings, the experts presented summaries of their activities and domain of expertise.
The informal discussions had revealed problems concerning the definition of an expert's duties and the
time that they could devote to these duties. An example of this was that, if experts asked for an
account number to charge for the time that had been dedicated to a particular project, they would need
to explain the precise nature of their duties and justify the amount of time that should be allocated to it.
For the experts, the need to go through this process each time they were consulted highlighted the need
for some form of official recognition of the nature of their role in the company. The community
decided to focus on this issue and to try to improve the visibility of the expert's role within the
organization. A second example concerned a proposal that was put forward by the experts to create a
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library of standard technology modules. Such a project would require both time and financial
resources; however, the steering committee decided it was not a priority and refused to allocate the
necessary resources. The lack of support for this proposal led to a disengagement of the members of
the community and, in year 2, only one meeting took place.

In contrast, a different episode of the life of the community showed how support and recognition
from the organization could lead to improved motivation within the community. Six months after the
launching, the expert's community received a request from the executive committee to draw a map of
key knowledge domains within the company in order to prepare a long-term strategic plan. During this
work, some important strategic points were highlighted, such as the possibility of merging certain
manufacturing processes. This contribution by the community led to the executive committee
redefining and enlarging the formal role of the experts, which had previously been limited to technical
problem solving. This had a positive effect on the motivation and the cohesion of the members, and
the experts who had not initially participated in the community, finally decided to join.

5. The Evaluation of the Two Communities of Practice

The previous section has illustrated some of the positive aspects of the two experiments of
cultivating Communities of Practice. They contributed to the sharing of knowledge and practices
across the traditional organizational boundaries, however they also generated tensions. These tensions
are, in our view, rooted in the distinction between wild and domesticated communities. We will now
review the appraisal of these experiments by the community participants and the managers, which will
help to illustrate this.

5.1 How the Participants Evaluated the Communities of Practice

At the end of our study, the members of the Project Leaders Community of Practice had
participated in seven meetings as a group of individuals, four meetings as a sub-group and had
had regular informal exchanges with each other. They felt that this had greatly improved
knowledge sharing and created a feeling of trust. They realised that they were not the only
ones to face the type of problems they had in their day-to-day practice of project management.

The perception of the members of the Technical Experts Community of Practice was less positive.
Ten out of the fifteen regular members felt that nothing had changed. However, observation of their
activity during the first year showed that certain technical problems were solved thanks to the
cooperation of experts who had not previously worked together and two new patents could be
attributed directly to collaboration between experts.

At the end of the experiment, the members of both communities expressed a wish to continue to
work together as a Community of Practice; they also expressed the hope that management would take
more account of any future proposals that they made.

5.2 How the Company Evaluated the Communities of Practice

The steering committee and the executive committee considered the outcome of the experiment to be
positive and the experiment to be satisfactory in providing an answer to the problems of Knowledge
Management that had been identified. They recognised that the informal sharing of knowledge could
improve practice, but at the same time, also felt that they should be able to measure and evaluate the
outcomes; in other words, they wanted to have control over what the communities produced.

The Project Leaders Community of Practice had identified some of the limits of the formal
organization. By collectively highlighting problems with existing ways of managing projects, the
group had pushed the organization towards a more coherent approach to managing a portfolio of
projects. In an echo of Brown and Duguid's tech-reps, they acted "... to protect the organization from
its own shortsightedness” (Brown & Duguid, 1991, p. 43).

The steering committee was appreciative of the input of the experts' community into the strategic
planning process and, in addition, a number of interdisciplinary seminars were organised that
contributed to the sharing of knowledge within the organization. The executive committee considered
this community to be a valuable resource. However, this recognition also came with a desire to exert
more control.
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6. Discussion and Conclusion

In this article, we have tried to assess, both theoretically and empirically, the implications of the
domestication of Communities of Practice. We started by highlighting the shift within the theory
related to Communities of Practice: from a view of natural, emergent and creative groups sharing a
common practice to a technique for Knowledge Management. We now return to our original question:
by cultivating Communities of Practice, do companies risk, in Wenger's terms, killing the goose that
lays the golden eggs?

6.1 The Benefits of Instrumentalising Communities of Practice

Our results show that, for both communities, both the participants and the executive committee of
the company considered the initiative to have had a positive effect on knowledge sharing. It
contributed to the crossing of existing organizational boundaries and an improvement in collective
problem solving; it even led to some innovations. Although they faced similar problems, it is unlikely
that the either of two Communities of Practice we looked at would have emerged naturally; we believe
that a certain degree of instrumentalisation or cultivation was necessary.

Benefits Related To Learning Dynamics

In our view, outputs such as the new procedures for project management and the mapping of
knowledge domains, were effectively boundary objects (Star & Griesemer, 1989) that allowed
different groups with diverse interests to work together without needing to establish a formal
consensus or specify a set of shared goals. Wenger (1998b) characterised boundary objects as
possessing modularity, abstraction, standardization and accommodation. All of these characteristics
are displayed in the outcomes described above. They are modular, for example, the strategic mapping
presented different domains that could be used separately by different technical departments. They are
also abstract as they abstract away some specific details in order to make the mapping useable by
others. In addition, they are standardised, for example, project management procedures were
described in a standard way so that the different participants in a project would know how to deal with
them and finally, they were flexible enough to accommodate the practices of various departments such
as sales, marketing, engineering, etc.

It appears to us that while the interactions between these communities and the steering committee
allowed for the production of a type of knowledge that could be used outside the boundary of the
community, the level of control applied by the organization also had the effect of impeding the type of
learning associated with emergent or natural Communities of Practice. This created a paradoxical
situation where these domesticated Communities of Practice were expected to be both creative and
constrained. They found it almost impossible to improvise and produce new ideas or new practices as
part of their ongoing stream of activity, because almost everything they wanted to do had to be
negotiated with the executive committee. We believe that because these Communities of Practice were
formalised and under the constant supervision of the steering committee, they offered no space for
what is sometimes termed "bricolage" (Jouvenet, 2007).

In summary, we have argued that wild communities produce, more local learning and creativity,
contributing to improved local practice through a daily sharing of experience. Domesticated
communities, on the other hand, can enhance organizational learning across boundaries through the
production of boundary objects but lack the space for improvisation and creativity. To benefit from
these communities, we believe that organizations need to allow some autonomy and freedom from
routines in order to allow these communities to develop and evolve. This was not the case in the
company in our study.

Benefits Related To Identity Construction

A positive effect that we observed from the point of view of the participants was related to the
construction of a professional identity; this was particularly the case in the expert community. Expert
status had only recently been created in the company and the people who were designated as experts
also had other functions; it was not clear for them, or for others, what it meant to be an expert.

This is not an example of identity in practice as described by Wenger, where identity arises out of
the interplay of participation and reification (Wenger, 1998b, p. 153). Participation in these
domesticated communities was low and most of the activities were devoted to reifying existing
practices, e.g. through defining sets of common rules. However, Wenger (1998b, p. 173) also

77



describes other modes of belonging: alignment (coordinating our energy and activities in order to fit
within broader structures), imagination (creating images of the world and seeing connections through
time and space by extrapolating from our own experience) and engagement (active involvement in
mutual processes of the negotiation of meaning).

We believe that the community of experts contributed to the creation of a collective identity
primarily through the first two types of belonging: alignment and imagination. At first, the experts
tried to find some common perspectives. As noted by Wenger (1998b, p. 187), alignment requires the
creation and adoption of broader discourse, which is based on reification. It is what the experts did by
first trying to better define their status and the content of their duties as experts. In a second phase,
when the group was asked to provide a mapping of domains of scientific knowledge, they engaged in a
work of imagination. For Wenger, imagination refers to a process of creating new images of the world
and ourselves. Consequently, the engagement of the experts in these communal activities created a
reality in which they were able to act and construct a shared identity.

This observation suggests that a low level of participation in these communities can be compensated
for by other types of belonging, such as alignment and imagination, which can contribute to the
construction of an identity. This process is close to that of the Alcoholics Anonymous meetings
described by Lave and Wenger (1991). The members do not share the practice of drinking; rather, they
try to align their understanding of what it means to be a drinking alcoholic in order to become a non-
drinking alcoholic.

6.2 The Risks of Instrumentalising Communities of Practice

Based on the results of the case study, we can put forward three types of risks associated with the
instrumentalisation of, and overly zealous attempts to control, Communities of Practice.
Communities That Hide

We noted previously that it is suggested in the literature that, when a community is over-managed, it
may disperse and disappear from view, while still continuing to function 'underground' (Gongla &
Rizzuto, 2004). This phenomenon is well-known in the sociology of organizations: people need a
space within which they have autonomy and will seek to find ways to protect or extend it (Crozier &
Friedberg, 1977). Something similar to this was observed in our expert community. In year 2, it almost
ceased to have formal meetings although some of the members continued to pursue 'informal’
relationships. Thus, the first risk of cultivating communities is that attempt to hide themselves in order
to protect their autonomy.
Communities That Wither And Die

We can offer a complementary interpretation of this. As we have suggested, the balance between
participation and reification is different between wild and domesticated communities. There is more
participation in wild communities, with the risk that not enough knowledge is reified into boundary
objects, and there is more reification in domesticated communities, with the risk of killing spontaneity,
creativity and the desire to participate. Thus, the second risk of domesticating Communities of Practice
is that they will decline and die, not because they face the unwelcome attention of management, but
because they are not fed by the participation that nurtures an on-going practice.
Communities That Go Into Hibernation

Finally, there is a third possibility. As we noted earlier, there are different types of belonging to the
community and different levels of participation. In domesticated Communities of Practice, people
need constant encouragement to participate. Thus, in the expert community we observed that when a
project, such as the request for a mapping knowledge domains within the company, occurred experts'
participation increased, but when their projects were rejected, it fell. Similar observations of
communities that form, disappear and then reform have been made elsewhere (Ribeiro, Kimble, &
Cairns, 2010). Consequently, the third risk of cultivating domesticating Communities of Practice it is
not that the community will die outright, but that it will go into hibernation and need to be revived.

6.3 Conclusions and Further Research

From a practical viewpoint, our study has indicated that the domestication of Communities of
Practice can bring some benefits, e.g. in terms of learning dynamics and identity construction, but also
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that it presents some risks, concerning the continued existence of such communities and the problem
of how to delegate sufficient autonomy to maintain the motivation of the participants.

We must assume that the benefits observed are contingent to this situation. To some extent, we will
have inevitably produced a Hawthorne effect. If you put people together, who did not communicate
before and who share an interest, whatever the protocol, you obtain some positive results and
improvements in the knowledge sharing process. We might therefore formulate the following
hypothesis to explore the implications of out work: "Do wild communities have more to contribute to
an organization than domesticated communities?"

Wild communities have the potential to produce learning for as long as there is a shared practice, but
the challenge is to go beyond the boundaries of the community and link this with the rest of the
organization. On the other hand, the domestication of communities could be seen as a first step in
bringing people together in order to start some form of exchange of knowledge. We have observed this
phenomenon in our case, with some experts and project managers starting to communicate and work
with each other outside the community. Thus, perhaps paradoxically, a measure of the success of this
type of community would be that it would disappear. At present, we do not know if this collaboration
resembles Communities of Practice that are 'in the wild' or are simply a series of bi-lateral
relationships.

A second element of context that must be borne in mind is the need for this particular organization to
follow a set of extremely rigorous quality procedures. According to Benner and Tushman (2003),
quality management procedures are coherent with exploitation but not exploration and innovation. We
might expect that in another type of company, perhaps one that is more innovative and less structured,
the results of this experiment would have been different. Comparative studies in different types of
environment would need to be carried out to ascertain whether the type of company and its culture has
any effect on the benefit that can be obtained from the creation of artificial Communities of Practice.

Finally, from the theoretical viewpoint, we believe our work has contributed to a better
characterization of the distinction between a wild and a domesticated community. As has been noted
by others (Lindkvist, 2005) the term Community of Practice has been stretched to cover a multitude
groups and settings including what would normally be viewed as task groups or teams. We think that it
leads to unnecessary ambiguity to use the same concept for both wild and domesticated communities
because they are different in nature. In the wild community, participation is at the core; organizational
learning only occurs if there is a sufficient level of reification (e.g. through the production of boundary
objects) and if the goals of the community are aligned with what might be termed the best interests of
the organization. In the domesticated communities, reification is central. The issue then becomes how
to obtain and maintain enough participation so that what is reified can be used in the practice.
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ETHICS OF ENHANCEMENT: A DEBATE OF —WESERN”
PHILOSOPHY

Gongalo Jorge Morais da Costa, Tiago Filipe Rodrigues da Fonseca, and
Nuno Sotero Alves da Silva

Long Abstract

Already massive change is happening due to emerging technologies. In fact, some of this
convergence is happening organically, as the evolution of interdisciplinary science, a systems-
approach and the necessity of sharing tools and knowledge is bringing separate disciplines together
(Canton, 2002).

The dictatorship of reductionist perception, too long the unwritten law of modern science, is
changing dramatically. An example of this fast innovation, inter-science coordination and action is
through the deployment of convergent technologies that allow human enhancement.

However, an important question arises: which are the technologies that allow human enhancement?
Nanotechnology, Biotechnology, Information Technologies and Cognitive Science (NBIC) represent a
truly interdisciplinary environment to allow human enhancement (Roco and Bainbridge, 2002), being
an example implantable microchips which due to nano know how, can communicate with the body‘s
cells and transmit data on to a computer. So, transhumanism can be considered an international
intellectual and cultural movement supporting the use of science and technology, which imposes the
following levels of discussion: the concept of enhancement and, the ethics of enhancement.

Enhancement is in its essence improving or adds new capacities to the human body. In spite of its
concise definition, it is defined as an ambiguous concept which can mean better and more, but also
something that most people may think to be less desirable and that should be avoided (Bood, 2003).
The negative evaluation of enhancement appears in the first half of last century due to the appearance
of eugenics. However, the difference seems to rely on the —al” eugenics versus the —ne” eugenics
on free choice and autonomy (liberal eugenics) (Agar 2004). Nonetheless, the basic idea is the same,
namely the wielding out of undesirable physical and psychological traits.

So, enhancement dimensions can be understood in terms of four distinctions or tensions, namely
(Bruce, 2007):

e enhancement as a change of state or a change of degree;
e permanent or reversible enhancements;

e external or internal enhancement technologies;

e enhancement as opposed to therapy.

In order to get a better understanding of the moral value of enhancement, we need to discuss also the
concept of therapy. Therapy concerning enhancement technology is often seen as something —god”,
while enhancement is frequently something negative. Such answer is related to the medical paradigm,
and even if drawing a sharp line between therapy and enhancement was possible, we would still face
the problem of knowing what counts as an enhancement. In order to diminish the lack of uncertainty,
we plead three arguments that describe an enhancement in spite of the potential critics that possibly
will arise due to the individual notion of human limits or limitations (see for example, Nordmann,
2007):

e certainty- the physical, psychological and cognitive characteristics of the human body are
enhanced;

e consistency- the outcome of such —mlogical manipulation” is similar to an —evironmental
manipulation”. There is no relevant moral difference between them;

e similarity- if we accept treatment and disease prevention, we should accept enhancement. The
goodness of health is what drives a moral obligation to treat or prevent disease.

Moreover, a transhumanist discussion must take off from where religion stops, because it is only an
axiom (Nooteboom, 2009). Transhumanism should facilitate, rather than disintegrate, the deeper
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meanings of religion and spirituality. In that sense, to promote a debate concerning the ethics of
enhancement we need to focus our attention into two levels of arguing:
e western and eastern religious systems (Lustig, 2008; Zoloth, 2008; LaFluer, 2008; Kirkland,
2008);
e and, western and eastern philosophical systems (Leon and Kass, 2001; Sandel, 2002;
Fukayama, 2002; Habermas, 2003).
In conclusion, the answers to obtain in this manuscript are: what is NBIC? Which are its applications
in human enhancement and ethical dilemmas that arise? And, if is possible to achieve a global or
—western” spiritual/ethics concerning transhumanist society?
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WHY LINK KNOWLEDGE MANAGEMENT, ORGANIZATIONAL
CULTURE AND ETHICS: ANALYSING EMPIRICAL INQUIRY

Gongalo Jorge Morais da Costa, Mary Prior and Simon Rogerson

Abstract

This contribution is a result of an ongoing PhD research project, which intends to approach personal
versus organizational ethical issues and social dilemmas in organizational knowledge management.
Therefore, the key purpose is to illustrate the conceptual frameworks that explain these trends, as well
as to expose the empirical results concerning data collection first stage (pre-tests and pilot studies). For
that, the paper is divided into three main sections: knowledge management (levels and dimensions);
framework design (levels); empirical findings (research design, data collection methods and diagnosis);
and, results comparison: a new —ght”!

1. Introduction

The technical progress enabled by modern science brought a development from industrialization to
the knowledge-economy. Nevertheless, Manuel Castells (2004) suggested labelling this society as the
—nework society”, because the economic and informational global networks are a critical novel
circumstance.

Due to explained scenario, research in knowledge management (KM) has gained an incredible
swiftness since its origin as evidenced by extensive existing literature (Ponzi and Koenig, 2002). A
great deal of this literature refers to the discussion how knowledge it is changed and streams
throughout the organization, or whether relies on individuals or organizations (Von Krogh et al., 2000);
or else, it argues the technologies that sustain it (Markus et al., 2002). Nevertheless, the status quo of
knowledge society, leads to a necessary discussion concerning the ethical issues and social dilemmas
(Costa et al., 2008a; 2009; (1)).

Likewise, the network society consents that individual‘s become sources of social power, even in
new organizational realities. In conclusion, this contribution aims to highlight and summarise the
empirical results concerning data collection first stage, which is typical of ongoing PhD research
projects, in order to answer to the following research hypothesis: why link KM, organizational culture
and ethics?

2. Knowledge management

Literature is rich concerning KM definitions; nonetheless, in order to present an indulgent argument
the authors acknowledge Brelade and Harman (2003): KM is the acquisition and use of resources to
create an environment in which information is accessible to individuals and in which individuals
acquire, share and use that information to develop their own knowledge, as well as are encouraged and
enabled to apply their knowledge for their benefit and the organization.

Levels

Personal knowledge management (PKM) is not an original proposal; although, its endeavour is to
symbolise how individuals manage their personal knowledge. The gap regarding —emmon” KM
perception is that, it is potentially better suitable to clarify individual stimulus and behaviour, even
within organizational environments. In addition, it has being acknowledged by numerous experts
(Sinclair, 2008), despite Polanyi‘s (1958) previous use.

Higgison (2005) defines it as managing and supporting personal knowledge and information that is
available, significant and valuable to the individual; networks preservation, contacts and communities;
making life easier and more enjoyable; and exploiting personal capital. As a result, it can be bounded
to the topic of personal information management (PIM), specifically the work of Jones and Bruce
(2005) concerning personal space of information. This notion implies all informational objects that are,
at least ostensibly, beneath that person‘s control (although not inevitably exclusive) (Efimova, 2005).
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Concluding, PIM focuses on supervising all the information surrounding an individual, i.e. merely
encoded knowledge. PKM refers to embrained, personified and encoded knowledge, i.e. simply tacit
knowledge.

On the other hand, organizational KM is concerned with the exploitation and development of
knowledge assets about organizational objectives (Abell and Oxbrow, 2001), as well as knowledge
transfer within and between institutions (Peters, 2001). Therefore, it intends to connect four critical
analytical arguments: knowledge acquisition, information distribution, information interpretation and
organizational memory (Cram and Sayers, 2001). Hence, according to Carroll et al. (2001)
organizational KM involves original roles and responsibilities, organizational policies, and supervising
a new workplace culture accomplished by implementing the following strategies: communities of
practice, knowledge repositories, expertise directories, peer assistance and best practice replication.

Organizational dimensions

Culture

Despite culture‘s multidimensional nature and complexity, the authors agree at some extent with the
definition of Okunoye (2003), because it synthesises culture as: heritage, social learning, behavioural
patterns, a belief, information, and physical environment. Beyond this assumption, the author evolves
Hofstede‘s (2001) work, promoting the following definition: culture is a set of basic assumptions
formed from a collective programming of the mind, resulting from the social interaction of people and
groups in society. Moreover, his definition incorporates global and local diversity that characterises
contemporary society.

Yet, regardless the refreshing contribution the authors believe that some important critics are in
order: is a —sherical” concept (metaphorical symbolism for perfect and constant), and therefore does
not reproduces the existing challenges that KM enables; does not recognise that organizational
variables have a fundamental impact in KM (Holsapple and Joshi, 2000), in which collective versus
individual behaviour generate tensions; does not assign the technological dimension which
characterises the network society (multiple triangular overlaps®). Organizational solutions like
communities of practices and virtual communities imply complexity and trust in order to promote
knowledge sharing (LaBelle, 2008).

Technology

Knowledge management systems (KMS) are technologies that support KM in organizations, being a
significant element of organizational procedures. Despite this argument, the Reader ought to
comprehend that unlike organizational initiatives may highlight diverse effects; and naturally, the
bond of KM to technology is claimed by Alavi and Leidner (2001) as a priority.

Nevertheless, KMS main stream literature has been approaching: specific technical features and
functionalities, as well as design; empirical studies as regards to knowledge transfer between users and
systems; decision support systems for KM; or, still their generational evolution. Additionally, the
existing perspectives of KMS simply emphasise technical issues or else, cost/benefit analysis, which
ethical guidelines for design are under scrutiny by the Association for Computing Machinery (ACM)
code of ethics, or the auditing system SODIS (Gotterbarn et al., 2008). However, ethical issues
concerning the relationship of users with the technology remain purely neglected, becoming a vital
sense of ethics to minimise the risks associated with the implementation of KMS.

Ethics

According to the authors of this contribution it is possible to conclude that ethics is simultaneously
transverse and a unifying element. Regarding the concept itself, some philosophers use the term
—rarality” and —ethics” interchangeably, and others formulate a distinction (Pojman, 1994). Hence, it
is reasonable to underline both perceptions: the non-unitary pleads that ethics embraces —emmon
good”, and moral regulates our actions in order to achieve it (Stahl, 2002); and, the unitary
acknowledges an equal meaning for both concepts (Rossouw, 2002). Even so, a conceptual inference
1s not sufficient to discern on a latent issue, because our first ideas must be considered moral abstract
intuitions and need ethical legitimacy, which moral convictions will accept or not (Stahl, 2008).
Despite this argument, the author points out that an ethical justification is considered acceptable under
the general principles of reflection. Moving forward, the authors agree with the non-unitary perception
which is further supported by the work of Rachels and Rachels (2007). For these authors the minimum
conception of morality is, at the very least, the effort of a person‘s conduct by reason, in spite of
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giving equal weight to the interests of each individual who will be affected by his decision (individual
ethics).

3. Framework design

To approach personal versus collective tensions within organizational KM and its influence
regarding strategy, it is reasonable that the framework engages two analytical levels:
individual behaviour within these organizational contexts; and an organizational, in which
managers observe the strategic consequences of organizational ethical or unethical behaviour.

Levels

Level 1

Literature reports several studies concerning ethical decision making in organizational contexts
(Kelley and Elm, 2003), and two core concepts seem to arise: moral intensity (MI), and moral
sensibility (MS). According to Jones (1991) MI refers to the degree of issue-related moral imperative
within a circumstance. This author still argues that MI encompasses six components: magnitude of
consequences, social consensus, probability of effect, temporal immediacy, proximity, and
concentration of effect. Thus, when MI is high, the individual introduces ethical principles in its
decision; nonetheless, when it is lower the opposite outcome occurs. Furthermore, Jones (1991)
defines MS as the individual cognitive process, which is related to moral intent (Frey, 2000). So, this
level will enable behavioural criterion regarding decision making which were initially developed by
Smith and Kendall (1963), and subsequently applied to organizational realities (Cardy and Selvarajan,
2004). In addition, in an inferential sense will be used geometry, and trigonometry.

Social oc

......... ,____.-_.-..-._.>
KM < Dilemmas

Figure 3. Individual decision making framework

As figure 1 illustrates, the equilateral triangle is the initial form in order to reflect an individual that
values equally ethics, knowledge management (knowledge sharing) and organizational culture (trust).
If, an individual values differently the three variables the triangle will become scalene; and, a right
triangle for an individual that values most one variable (90 degrees angle), and equally the other two.
Therefore, higher value for two equivalent variables and less weight on the remaining one indicates an
acute triangle. As a final remark, the authors point out two important arguments: figure 1
acknowledges an individual that defines his organizational role as neutral. To represent individuals
that are influencers or followers, the triangle becomes greater or slighter with the purpose to
demonstrate their possible influence; despite Tales corollary, the aim is not to measure the angles
value but to interpret individual ‘s behavioural complexity.

Level 2

Instead, this level will be not intensely explored due to paper format limits, as well as a result of
continuous scrutiny in other publications (Costa et al., 2007; (2)). Yet, is a novel contribution for
learning organization literature because it gathers methodological instruments of four research fields:
business strategy; maintenance management; e-learning; and ethics.
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4. Empirical findings

Research design

This research project unites descriptive and explanatory assumptions, because descriptive
investigation is utilised when the research problem is notorious, although the researcher is not entirely
conscious of the circumstances (Zikmund and Zikmund, 2000), as well as explanatory research can be
applied when a study aspires to describe certain facts from dissimilar perceptions (Yin, 1994).

The epistemological option that permits subjectivity and questioning in its end results is a mishmash
of interpretative and critical theory. Interpretive study looks for significance in context- the theme
ought to be set in its social and historical background, so the Reader can notice how the existing
situation emerged (Klein and Myers, 1999); although Sandberg (2005) enquiries about the output of
this approach. The awareness of social reality is an imperative —buding block™ of critical research
that can be encountered in several narratives of critical research (Hirschheim and Klein, 1994).

An embedded multiple-case study (Yin, 1994) was assumed, as well as Myers (1997) procedures as
regards to case study method. In addition, grounded theory has its roots in social sciences (Chenitz and
Swanson, 1986), specifically in interpretative tradition of symbolic interactionism (Benoliel, 1996).
Grounded Theory or as it was initially titled —Fhe discovery of grounded theory” (Glaser and Strauss,
1967) recognises that a conceptual framework theory is engendered from data rather than preceding
investigations, as well as the researcher can adjust data collection during the research development,
that is, the researcher drops artificial leads or asks additional incisive questions as required.

Data collection methods

Burns (2000) argues that interviews are an oral exchange, in which an interviewer strives to extract
information, values or opinions from a further individual, namely semi-structured interviews.
Furthermore, questionnaires may assume multiple forms as for instance: web questionnaires, which
implies filled in by whom is questioned, and mixing multiple choice and ask for agreement questions
(Macionis and Plummer, 1998). Therefore, data collection methods entail a combination of interviews
(five key members within each organization) and questionnaires (workers). Despite this argument, Yin
(1994) suggests that interviews and questionnaires acknowledge various perils, leading to a necessary
pilot study with pre-testing, which is consistent with the sensitive nature of the research project.

Diagnosis
Pre-tests

The pre-test procedure (questionnaires only) happened through February 2009, and included the
subsequent sampling conditions: 50 individuals from diverse professional and educational settings.
The expectations concerning integer and influence of each focus faction was: top management (30%),
middle management (30%), and operational management (40%), in order to promote a high level of
reliability; and, at least five years of professional experience, and working in learning organizations
(constraints). Subsequently, the objective was to draw pre-tests questionnaires, and for that each
enquiry presented a box for remarks and suggestions, with the purpose to assure reactions about
question content, generated feelings (comfortable or uncomfortable), and if their reply was truthful
and genuine. The following step is to report the existing questions, its category, as well as its aim of
analysis (see table 1):

In order to grasp the methodical actions as regards to pre-tests outcomes, it is compulsory to refer
three milestones: comments and suggestions content analysis (expressed individual‘s observations, as
well as assembled and categorised them in broader categories through grounded theory); answers
content analysis (highlighted a qualitative analysis for all queries, although each set of questions had a
divergent mishmash of methods. Multiple choice questions were revised through a
statistical/mumerical inference regarding a generic and group analysis; and, ask for agreement
questions were legitimated through a blend of grounded theory and hermeneutics); and, frameworks
versus results (detailed the interface among pre-tests results and the frameworks).
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Nr Question Class Aim of Analysis
1 Organizational position: top manager, middle manager MC To understand which organizational
or worker? perception is being covered
2 What you value most? (order from 1 to 3 your options) MC To perceive individual behaviour of
managers and workers
To recognise the level of influence of
3 How you mainly define your organizational role? MC managers and workers inside
organizational culture
Do you consider that workers may express themselves To identify possible ethical dilemmas
4 and have free access concerning the organizational MC concerning organizational knowledge
body of knowledge? processes
D9 you consider that wo rker's auton(.)my., dignity and To identify ethical dilemmas concerning
5 privacy are recognised into the organizational body of MC
personal knowledge management
knowledge?
. . . To understand ethical dilemmas
Do you consider that your personal experience is .
6 . ; MC concerning personal knowledge
organizational intellectual property?
management
Do you consider that knowledge creation, management A not faire compensation may undermine
7 and sharing into the organizational environment are MC cooperation, therefore knowledge sharing
fairly rewarded? can be seriously affected
Do you consider that workers who do not proceed to . . .
. . . To perceive the relationship between
8  knowledge creation, management and sharing are fairly MC . .
. behaviour and knowledge sharing
sanctioned?
State what is meant to be a fair compensation or a fair Allows the perception of possible
9 sanction regarding knowledge creation, management AfA contradictory answers regarding the two
and sharing in an organizational environment? previous questions
In your opinion, does the organizational code of ethics
or conduct clearly demonstrate the possible dilemmas . .
X . Allows a personal perception concerning
10 concerning the process of knowledge creation, AfA P T
. . e existing organizational codes
management and sharing, particularly at an individual
level?
. . T h he level of confi
Do you consider that employees feel that exists a © compre end.t ¢ jeverof con 1.dence
11 ) 0 . MC concerning organizational culture is a key
culture of trust in the organizational environment? issue
Do you consider that a culture of trust is vital to allow Given the learning organization
12 knowledge creation, management and sharing into the MC dimensions it is vital to realise this
organizational environment? relationship
13 Do you consider that top management and workers feel MC To be aware of possible tensions
confident in their mutually organizational relationship? concerning managers and workers
14 Do you consider that organizational values represent a MC To grasp how organizational codes
culture of trust in the organizational environment? generate trust
In your opinion, in which ways can a culture of trust be
promoted in the organizational environment? And, how To understand how each focus group
15 T . AfA
could you individually generate trust in the values trust
organizational environment?
Refer if you consider that ethical decisions may change A key question to understand individual
according to the role and the context of knowledge T . .
16 . . . . AfA decision making, as well as ethical
creation, management and sharing. And, in which way intensit
such decisions affect organizational trust? Y
In your opinion, does the organizational code of ethics
17 or conduct allow a transparent relationship regarding AfA To realise how the framework responds
all the stakeholders?
Two practical examples in order to allow
. MC and R .
18 Practical examples (for managers only) AfA managers present and justify their personal

beliefs

Legend: MC- multiple choice; AfA- Ask for agreement

Table 1. Pre-tests characteristics
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As aresult it is possible to acknowledge four primary conclusions:

e sampling settings- objectives complied, although a minor topic was noticed: two respondents
had minus than two years of professional experience, which was deemed as inconsequential
given the sample features, as well as the fact that pre-tests do not act as modus operandi;

e remarks and suggestions content scrutiny- the queries engaged a high level of trustworthiness,
which was expressed by trivial corrections in questions 2, 5 (which give origin two separate
queries), 6, 8, 10 and 15;

e queries content analysis- the results pointed out that the ethical issues and social dilemmas
referred in Costa et al. (2008a) exist;

e framework versus end results- justified the need for new frameworks, which involved a highly
optimistic retort.

Pilot studies

Pilot studies analysis (questionnaires and interviews) have happened during June 2009, and also
encompassed sampling conditions: 25 per cent of the population inside a single learning organization
(A). The intention about sample reliability was to get an equivalent weight regarding pre-tests focus
groups (top management: 30%; middle management: 30%; operational management: 40%); at least
five years of professional experience, and working in the learning organization (constraints).

Beyond the previous conditions, the authors had performed two interviews outside company A in
order to fine-tune the interview protocol: one to a former human resources manager within a different
learning organization (B); and, to a middle manager inside a non-learning organization (C).
Afterwards, the interview to top manager of A endorsed a comparison with the questionnaires results
in order to achieve a higher level of confidence and reliability. In addition, the systematic actions
concerning their analysis were again analogous to pre-tests.

Subsequent to the pilot studies analysis, four main issues were emphasised:

e sampling conditions- sample sise and restrictions were fully accomplished. Even so, the
authors report that the population of A were around 100 workers, being produced 28
questionnaires from which 25 were legitimated;

e comments and suggestions content analysis- no revisions were introduced;

e answers content analysis- once more the responses reported the existence of ethical issues and
social dilemmas;

e frameworks versus results- parallel conclusions were obtained.

At the present time, a deeper analysis is being done and more results will be presented.

Rigor and liability

The mixed decision is defensible throughout the following argument: if the researcher asserts to
acknowledge in-depth insight into an event, it might choose a diminutive however informative
example. Otherwise, the researcher might also utilise a mere inferential numerical analysis to
enumerate the results (Creswell, 2003), which justifies the authors choice. Nonetheless, the statement
—nurmerical analysis” naturally leads to a philosophical, cultural and even psychological concern
(Alaranta, 2006) due to practical problems that multiple methods impose. Therefore, the authors have
decided to shed some light regarding the motives that justify their belief: questionnaire —esign”,
answers reliability verification, answers content analysis, and philosophical argument.

The questionnaires —dsign”, its sections (participant profiling, KM and organizational culture) and
queries characteristics (multiple choice and ask for agreement), aimed to comprehend individual
ethical behaviour and its impact within a system, which is similar to qualitative and numerical
approach of Nuc et al. (2004). To verify answers reliability, the authors have drawn a table that
compares respondent‘s data profiling (organizational position, what you value most and organizational
role) with their answers (close or open) of each section, as well as simultaneously both sections to
observe possible contradictory opinions and beliefs (interpretative flexibility) (Doherty et al., 2006).
For queries content analysis, the authors followed the claim of Strauss and Corbin (1998: 178) that:
—Je adaptation of grounded theory will include its combination with other methodologies including
phenomenology and hermeneutics”, meaning that grounded theory can interact as the missing link in
interpretative research (Goulding, 1998). Concerning the philosophical argument, the authors
acknowledge abduction (equal to infuriation of a cause in order to explain a consequence), which
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admits several explanations along with some incorrect results (Zait and Zait, 2009). Despite all these
arguments, the authors are aware that -ron-main stream” data analysis is a challenge regarding rigor
within a PhD research as pointed out by Bowen (2005).

5. Results comparison: a new “light”!

Despite the outstanding results, the authors decided to highlight simply the queries that demonstrated
major dilemmas, due to paper format limitations. For that, the line of reasoning to justify a plausible
comparison between pre-tests and pilot studies is the following one: comparative numerical analysis
(multiple choice questions); comparative answers content analysis (ask for agreement queries); and,
pilot interview content analysis.

Nr Pre-tests
) Managers Workers
V)
5 87% (usually, gftgn and always) stated that wgrkers 74% declared rarely
autonomy, dignity and privacy were recognised
o :
6 over 60 /o (usually, often ar.1d ailways.) claimed that personal 7659 et mevier ) el
experiences were organizational intellectual property
0
7 for 80% (usually, often and always) workers were well combining never or rarely, it represented 85%
compensated
5 o
8 50% stated usually or often for a fair sanction I (@ ot rarely) referre.:d e i iz
of a fair sanction
o
13 around 75% (usually, often and always) were mutually 60% claimed rarely
confident
Nr Pilot Studies
’ Managers Workers
0
5 100% (usually, often a}nd.always) argued that workers S allrtined mly
autonomy and dignity were acknowledged
o .
6 100% (usually, often and always) a§sured that workers privacy 24% argued rarely
was recognised
o : :
- 100% (usually and often) glalrped that personal experiences 1% stz e aval il
were organizational property
8 100% acknowledged usually a fair compensation for workers 62% of the workers referred unfair reward
5 :
9 50% (usually and often) referred that existed a fair sanction LU (e e S LT LG cohiies Gt

a non-fair sanction
14 75% (usually, often and always) were mutually confident 60% stated rarely

Table 2. Inferential analysis

N Pre-tests
r Position Remark Analysis
—fsta compensagdo ndo assenta em principios
9 Managers meramefate economicz?tas, mas tNam{)ém de the repognitiop of compensa}tior} dimepsions;
reconhecimento (...) A justa san¢ado é algo de faire sanction as something intangible
dificil defini¢ao”

—quando alguém recebe algo em troca do seu
trabalho por ter conseguido um feito com

Acknowledged reward dimensions, and once

9 Workers P R again demonstrated how intangible is faire
relevdncia para a organizagdo (...) Justa .
san¢do quando alguém é penalizado” sanction
N Pilot Studies
r Position Remark Analysis
—Hfusta recompensa surge atraves de factores demonstrates again the recognition of reward
10 Managers  monetarios e ndo monetarios. Justa penalizagdo  dimensions; however the absence of sanction,
corresponde a ndo ter direito” entails workers perception
) objecto .de trabali.zo raramente.e the confirmation of numerical analysis,
10 Workers recompensado seja por estimulo oral seja por

g leading to a dilemma
valores compensatorios (...)

Table 3. Answers content analysis
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Following the data analysis method the authors present an example with reference to answers
content analysis (table 3). Translation was not executed to avoid lost of sensitive meanings.

Plus, it was observable in both analyses (inferential and content) that middle managers balanced
their answers: about autonomy, privacy, or personal experiences had similar responses to managers;
however, as regards to fair compensation and sanction, or mutual trust tended to reply workers
perception. Going further, it is time to emphasise the organizational pilot interview, as well as to

expose the authors‘ perception pertaining to some key remarks.

Issue

Quote

Analysis

Autonomy

Privacy (social
network)

Personal experiences

Fair compensation

Mutually confident

Ethical decisions

—pessoas que entraram muito jovens (...)
estabeleceram muitas relagoes pessoais
para aléem das profissionais (...) ha uma
mistura da autonomia com a privacidade
(...) diser que é um perigo”
—& curto/médio prazo a empresa tem
intengoes de monitorizar”

—projecto piloto (...), banco de ideias, em
que estimula as ideias (...) mas cede a
propriedade a organiza¢ao”

—tudo depende do impacto e das proprias
pessoas em causa’
—#do esperaria um numero muito elevado
de mutua confianga, (...) da parte dos
colaboradores para a gestio”

—tem que haver coeréncia (...) pela

the thin bond between autonomy and privacy
and its identification

organizational technologies can enhance
privacy issues
personal versus organizational knowledge
management engages a difficult trend, and is
bounded to autonomy, dignity, privacy, and
even fair compensation
it illustrates individuality, raising several ethical
issues, like equity
managers recognition that organizational trust is
extremely difficult to cope, leading to a serious
social dilemma
interesting that ethical decision making is
bounded to communication; however, and

(organizational role) comunica¢do” behaviour?

Table 4. Pilot interview content analysis

As a final remark, the authors claim that pre-tests and pilot results exposed fundamental key findings,
and their purpose (to fine-tune the research protocol) was completely achieved.

6. Conclusion

Despite the nature of this contribution, ongoing research project, it is feasible to identify several
remarkable findings. For that, the authors will acknowledge a parallel argument between the research
question versus: literature; research design structure, data collection methods, and framework response;
empirical findings; and, authors® perception concerning future case studies. The pressure between
individual and collective possibly hinders knowledge creation, managing and sharing in organizations,
and also enables ethical issues and social dilemmas, contradicting laboratory testing and observations
of everyday life. On the other hand, research design structure appears to reply positively, specifically
the mixed option concerning data collection and analysis, as well as the framework. Moreover, the
empirical outcomes reveal a considerable amount of ethical issues and social dilemmas within
organizations which managers do not comprehend or disregard, leading to an important belief by the
authors: these —al” and -novel” dilemmas will be confirmed into the case studies. In conclusion,
comments as regards to these topics will be welcome during the presentation.
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NETWORK TOURISM: A FALLACY OF LOCATION PRIVACY!

Gongalo Jorge Morais da Costa, Nuno Sotero Alves da Silva and Piotr
Pawlak

Abstract

This contribution aims to discuss if —edcational” privacy in tourism is a fallacy! Nevertheless, the
authors inform that the reason for this debate is 21 century tourist distinctive characteristic, constantly
—wid” through ICT, leading to serious ethical issues as regards to personal privacy. Therefore, this
paper is divided into five core sections: background (tourist, and ICT for tourism and tourist); control
(etymology, the thin bound concerning security, and control and personal data); privacy (the concept,
evolution, and dimensions); empirical evidences (overview, crime scene investigation, and keen
exhibits); and finally, discussion (act 1 and act 2).

1. Introduction

Travel and mobility are prominent features of contemporary society and economy, which is justified
by 924 million tourist arrivals in 2008 (World Tourism Organization, 2009), being these tourists
important consumers of services, including information services, and demonstrating tourism tendency
toward IT (Staab and Werthner, 2002). Moreover, preliminary reports of the World Tourism
Organization claim that despite the financial crisis in 2008 tourism has grown 6%, which 2009 figures
seem to contradict (World Tourism Organization, 2009). Even so, the estimates for 2010 are roughly
one billion international arrivals. Therefore, as global trend tourism engages a key role in economics,
representing in 2007 over 745 billion dollars (World Travel and Tourism Council, 2007).

However, the aim of this contribution is not to promulgate an extensive outlook regarding the
economic performance of tourism, but to question if Hecational” privacy in tourism is a fallacy? The
praxis for this debate is a consequence of three interactive analytical dimensions: the optimization of
travelling experiences by tourism agents, so that tourists avoid unwanted experiences (Kansa and
Wilde, 2008); —wad” tourists that require constant available information for daily leisure activities, as
well as to identify socially significant locations (Eagle and Pentland, 2006); and, tourists societal
control (Nelson, 2009). From the trade-off between new approaches to capture and analyze tourist‘s
mobility (Wolf, 2004), societal control for security reasons (Mesjasz, 2004), as well as tourists
informational needs, it is possible to conclude that within the inner core of this quandary are privacy
issues.

2. Background

Tourist

According to 19™ century historical records, —teurist” was predominantly used in an English context,
referring to those who went to England! Nonetheless, the classical definition of travelling and
recreation has been extended in order to include business and other purposes (Oxford English
Dictionary, 2008). Moreover, tourists are typically interested (among other things) in the destinations
climate, culture, or its nature.

Despite the previous definition, 21* century tourist involves a distinguishing characteristic: it is
always —wred” to the surrounding world (network tourism) through multiple ICT platforms (mobile
phones, wireless networks, GPS, location-based services, etc.), leading to the concept of virtual tourist.
According to Carlvik and Jonsson (2001: 273) - is a group of people between 14 to 35 years old that
—stvels  without travelling”, and that wuses systematically ICT” (observe for example
www.wiredtourist.com). Furthermore, this continuous exploitation of ICT occurs during touring life
cycle (Hawking er al., 2005): planning (location enabled information sharing processes); touring
(digital delivery of location based information); reminiscing (after the tour experience and can involve
information sharing).
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As a result, in each stage it is possible to locate tourists 24 hours a day through equipment and
software (Heikkila and Silven, 2004), leading to serious ethical issues relating to personal privacy.

ICT for tourism and tourists

Traditionally, tourism industry has been a leading adopter of innovative technology, which the 2003
Tourism Highlights Report (World Tourism Organization, 2003) have identified four trends: low-cost
airlines were rapidly expanding; the Internet dictates information collection and tour booking; the
dawn of non-organised touring; the development of —det-yourself” travel. From these trends it is
possible to acknowledge that information dissemination and exchange are the main inputs for travel
industry, which eTourism technologies need to deal (Martini, 2000). Nonetheless, ICT consequences
with reference to tourism go far beyond in each phase of touring life cycle:

e planning- communication with prospective clients is often performed through phone, e-mail,
chats, or even Skype. Moreover, regional portals allow to access content regarding touring
(Jakkilinki et al., 2006), despite the differences that first and second generation tourism portals
encompass: dynamic information generation (Kohli and Armstrong, 2006);

e touring- a focus-group survey executed in 2001 by Gartner (Gracia, 2001) in the United States
pointed out that over 60 million individuals received location-based advertising messages in
exchange for coupons or discounts;

e reminiscing- occurs after the tour experience and can involve sharing of information including
recommender systems (Sharda, 2010).

Although, given the overall argument of this paper it is required to debate the potential range of
potential Local Based Tourism Systems (LBTS) appliances (Hawking et al., 2005):

e location specific portals- endow expert resources and information to potential tourists about
location based service. An example is the Alps website (www.tiscover.com/);

e tourism tracking- a considerable group of technologies can be referred, namely GPS tracking
to support tourists in isolated locations (observe for example www.geeps.com/); or, integrated
software to acknowledge pedestrian-centric content that enables people to orient themselves
and navigate efficiently by foot, public transportation systems, or by car, being an example
Rich Map Engine (www.decarta.com/products/mobile rich_map_engine.htm);

e position based tourism information- the most common application is commentary multilingual
systems for exhibitions in museums, national parks, and tours vehicles (an example is
www.equator.ac.ik); or, Radio Frequency Identification (RFID) technologies that allows
tourists to retrieve information regarding diverse products, receive information concerning
hotels and restaurants, etc. (a gigantic and comprehensive application of this technology is the
city of Singapore);

e location based recommender systems- provide individualised tourism advice at any stage of
the touring lifecycle, being GeoNotes an example.

In conclusion, the newest interaction between tourism and ICT involves the adoption of mobile
devices, wireless networks, ubiquitous computing, user-friendly interfaces and location awareness,
leading to the promise of personalisation and localisation of tourist activities (Nova, 2004).
Nonetheless, despite Berger ef al. (2004) claim that LBTS are positive and perhaps extraordinary for
inherent mobility in tourism, which Kanellopoulos and Kotsiantis (2007) value chain analysis
enhances; the truth, is that pose unforeseen serious ethical issues relating to personal privacy (for
further detail see empirical evidences).

3. Control

Etymology

From the etymological roots of control, it is possible to acknowledge that is a —pwer” that directly
determines a situation; a relation of constraint of one entity (thing or person or group) by another, or,
the state that exists when one person or group has power over another (Online Etymological
Dictionary, 2001a).
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The thin bound concerning security

In a descriptive connotation, security and its components, reproduce the affairs between an object
(subject) and its environment, which is consistent with the dual analysis of Introna (1999):
externalisation and internalisation of the subject concerning surveillance. Nevertheless it is imperative
to understand that security is normative, an emotionally loaded idea (Mesjasz, 2004). Any endeavour
to elaborate an inclusive meaning for security is of course useless, given its extended meanings. In fact,
typically security is categorised in: a traditional meaning (security as a characteristic of state); a
broader sense (referring directly to a phenomena occurring in international relations, or, security as a
public good); and, a universal sense (human security).

Likewise, taking into account an etymological debate a dual outlook arises: the Latin expression is
secures, meaning safe or secure. Adding the noun cura (care), security becomes a quality or state of
being secure, or free from danger. This is analogous to Cycero argument: the absence of anxiety upon
which the fulfilled life depends (Liotta, 2002). The subsequent explanation is bounded to the word
securus, which originally meant liberation from uneasiness, or a peaceful situation without any risks or
threats. Nevertheless, the linguistic perception of security is often shaped by cultural elements leading
to more interpretations (Morgenthau, 1960). Furthermore, modern surveillance is typically performed
through electronic means, leading usually to privacy violation (Brey, 2005). This scenario is a
consequence of information retrieval through computer networks, which configure a lack of integrity
concerning personal data (Floridi, 2006). Therefore, despite the most widely accepted analysis refers
that security and privacy represent more or less a zero-sum logic (Burgess, 2008), the truth is that
security regulations imply power relationships and their ethical assumptions (McRobb and Stahl,
2007).

Control and personal data fluxes: a political stance

The issue of personal data protection in modern society is best understood throughout an overview
of the laws that regulate personal data security worldwide. The concept of an information society is
integrally connected with information and data exchange (Castells, 2000). Despite the various
categories of influence and confidentiality, the authors approach personal data of citizens (tourists)
that use ICT for each phase of the touring life cycle, as the leading issue of this debate.

In the international sphere it is possible to distinguish a so-called —emmunity”- a group of countries
related to each other by more focused ties. Moreover, a regional and functional criterion can be
underlined in order to understand these communities: the first group gathers countries that belong to a
certain geographical location; the second classifies countries which share common interests (e.g.
NATO). As a consequence of this division, universal norms are obligatory for the whole international
community, and regional norms are specific for the —emmunity”; although, these overlaps often
indulge legislative gaps that could undermine personal data privacy. In spite of this possibility, the
important acts that impact personal data protection are detailed:

Resolution 34/169 UN General Council from 17 December 1979- this document in article IV deals
with problems about personal data protection. It contains the collection of directives for officers of the
law and government personnel that treat in a daily basis personal data. This data can be only accessible
for their official functions, as well as for legal purposes.

Recommendation of the OECD Council from 23 September 1980- this advice of the OECD Council
does not an obligatory character. It is basically a collection of recommendations of the OECD Council
regarding solutions that national legislators present as regards to personal data protection in
international casus. Nonetheless, the authors paid particular attention to the impact of international
exchange of information on global economic development.

Resolution 45/95 UN General Council from 14 December 1990- this is a document containing casus
regarding computerised data bases regulation. Once again, the resolutions proposed are not legally
binding, because they are simply a collection of proposals regarding guarantees which should be
provided in national decrees with regards to computerised storage and propagation of personal data.
Among the proposals are setting up conditions for access data by the person involved, as well as
security and guarantees against discrimination.

General Declaration of the UNESCO from 11 November 1997- following the fundaments of this
document, there is a need to respect the uniqueness of each person and the differences between people
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(article 2d). Therefore, any genetic data which allows specific person identification needs to guarantee
confidentiality (article 7). It is also declared that genetic data is protected regardless the purpose for
their collection (e.g. scientific or, medical research), which conditions are foreseen by law.
Additionally, regulates personal data for basic legal acts in European laws.

Directive (EC) nr 45/2001 of the European Parliament and Government from 18 December 2000-
this document contains laws regarding individual protection for personal data processing, and free
flow between social institutions and organs (article 1). The purpose of this act is to guarantee an
effective application of individual‘s basic rights and freedoms, as well as the easy flow of personal
data between Member Countries. Furthermore, the UE has set concrete laws specifically concerning
decrees and procedure on data storage and propagation. The overseeing institutions are responsible for
meeting out specific sanctions for law infringements, and setting up the European Council for Data
Protection.

Directive 2002/58/EC of the European Parliament and Government from 12 July 2002- this directive
obliges member countries to guarantee equal levels of protection for basic human rights and freedoms,
and in particular the right to personal data privacy in electronic communications. It also obliges them
to guarantee the free flow of these data in the community. The regulations of this directive widen and
complement the resolutions of Directive 95/46/EC. Aside from this, the regulations of Directive
2002/58/WE guarantee the protection subscribers interests that have legal rights concerning data. This
legal act deviates from the earlier Directive 97/66/EC from 15 December 1997 in the matter personal
data privacy processing and protection within the telecommunications sector.

Directive 2000/31/EC of the European Parliament and Government from 8 June 2000- this directive
regulates the rights and responsibilities of service providers and consumers as commonly understood
in an information-based society. Then, teleinformation services should be transparent and respect
consumer‘s privacy through some special principles for personal data protection. This protection, aside
from general principles, imposes that data processing (with certain exceptions) must account
consumers consent. For that, data should be limited to the minimum requirements for ensuring
contract validity, as well as the user should have the right to remain anonymous or, to use a
pseudonym in contracting these services.

Directive 95/46/EC of the European Parliament and Government from 24 October 1995- this is an
important document that contains the definition of basic terminologies for personal data, and
principles of gathering, collecting, storage and access to data. This document also defines the
principles and conditions for legal consent in personal data processing, as well as the legal rights of
individuals.

Resolution A/RES/406(XIII) of the World Tourism Organization from 1 October 1999- article 8,
number 3 refers explicitly the right that tourists and visitors should benefit the same rights as the
native citizens when visiting the country concerning personal data confidentiality, namely when stored
electronically.

4. Privacy

The concept

From the Latin adjective private suggests set apart or, belonging to oneself, which acknowledges an
additional word: privare (to separate, individual) (Online Etymology Dictionary, 2001b). Nevertheless,
there is little agreement in academic literature about the definition of privacy, because it is certainly a
mysterious concept. For example, for Warren and Brandeis (1890: 205) is right —te be let alone”, or to
Stahl (2004) is the right of informational self-determination.

Some authors like Etzioni (1999) point out two sorts of privacy: informational privacy and
decisional privacy. So, an important critic is in order: Etzioni (1999) seems to acknowledge autonomy
rather than privacy, which is at some extent explained by Floridi‘s (2005) ontological interpretation of
informational privacy. To Floridi (2005) exist two interpretation theories regarding informational
privacy: the reductionist, and the ownership-based. The reductionist declares that informational
privacy worth relies on a multiplicity of objectionable consequences that may be caused by its breach;
and, ownership-based states that informational privacy needs respect because each person‘s rights to
physical security and property. As a response to this limited analysis, the authors introduce the work of
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Allen (2003). Anita Allen divides the concept into four dimensional categories: informational
(information that forms one‘s private domain); physical (one‘s right to self-determination); decisional
(it basically means freedom from government or other outside interference with personal life); and
proprietary (deals with property interests about the human person).

In conclusion, the elusive perception of privacy derives from the different people‘s interests: it may
be related to control personal information; to physical control; to obtain autonomy; to engage personal
development; or even, to safeguard a degree of secrecy (Kemp and Moore, 2007). Despite these
arguments one truth is acceptable: privacy is extremely important for a society (Rachels, 1975).

Evolution

ICT development and adoption have been affecting cultural values and promoting an intercultural
dialogue between Western and Eastern societies (Collste, 2007). However, it is necessary to shed
some light over this intercultural —urhrella” given the existent dissimilar perspectives regarding
privacy: a unique conception as a consequence of intercultural dialogue; and, an opposite perspective.

Authors like Ess (2005; 2006), Hongladarom (2008) or, Nakada and Tamura (2005) have
demonstrated that intercultural dialogue has proven to be fruitful, allowing a cultural understanding
through the analysis of similarities and differences. As a consequence, a universal concept for privacy
will be achievable. On the other hand, Brey (2007) declares the concept of privacy is inexistent in
Eastern cultures, due to their social construction as a collective culture, which at some extent the work
of Orito and Murata (2007) supports.

Therefore, an important question arises: which perception could help the authors to understand
tourist‘s personal privacy? This is important because travellers exist worldwide, and it is reasonable to
understand if their perception of privacy can promote different issues as regards to locational privacy.
To the authors the answer is quite simple: only the mishmash of both conceptions translates positive
and complementary results. In spite of this scenario be achievable, is again the authors® opinion that
these perceptions are acknowledging different analytical dimensions (Stahl‘s matrix conversion) (Stahl,
2002):

e the unique conception- is on a —nomative/theoretical” level. This claim is supported at some
extent by the work of Himma (2008). In his work, The intercultural ethics agenda from the
point of view of a moral objectivist, Kenneth Himma points out that moral objectivism
provides a superior foundation for the normative debate for intercultural information ethics;

e the opposite perspective- is on a —dscriptive/practical” level. This is suggested for example
through the work of Mizutani et al. (2004).

Therefore, for a positive and comparable theoretical diversity it is required that firstly both
perspectives entail the normative level and afterwards to understand practical implications of this
diversity, in order to permit an inclusive answer.

Dimensions

In accordance to the International Telecommunication Union (2005), informational privacy
acknowledges three domains that simultaneously are distinct, but necessarily related: technical
(underlines design issues related to such areas as network security and user interface design);
regulatory (outlines privacy as regards to data protection and related statutes and regulations); and,
sociological (considers privacy as a social issue related to cultural practices, ethics, and institutions).
However, regardless the policy analysis exist a continuous tension between personal privacy and
societal control. This is a result of privacy be a crucial human basic right (Rogerson, 1998), which can
be under an intrinsic or instrumental scope. Thus, privacy not just permits us to develop healthy
interpersonal relationships, but also a requirement for democratic state (Stahl, 2007).
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5. Empirical evidences

Overview

Despite the previous sections it is necessary to address an important issue: how can we define
locational privacy? And, which are its features? For Saha and Mukherjee (2003), is considered as an
essential component for the development and delivery of context-aware services to mobile and
nomadic users. To Danezis et al. (2005), is a set of data that describes an individual‘s location over a
period of time. The time and location resolution vary with the technology used to collect the data.
Even so, the authors will follow Blumberg and Chase (2007) definition: ability of an individual to
move in public space with the reasonable expectation that their location will not be systematically and
secretly recorded for later use. Hence, locational privacy engages two critical dimensions: locational
awareness, and technology. According to Duckham and Kulik (2006) locational awareness concerns
the utilization of information with reference to an individual‘s current location to grant additional
relevant information and services to that individual, being a specific type of context-awareness. In fact,
the concept context overloads an individual‘s physical, social, physiological, or emotional
circumstances (Schmidt et al., 1999). On the other hand, given the research aim of this contribution
technology encompasses LBTS applications, as for instance for: navigation (directions, traffic control);
information exchange (travel and tourist guides); tracking (people, vehicle or product tracking);
advertising (advertisement alerts); and, social networking (locating friends, instant messaging).

Crime scene investigation: a metaphorical analysis!

To become a serious detective is fundamental to observe and analyse carefully a crime scene in
order to obtain keen evidences (following subsection). From the overall argument, is feasible to
proclaim that location-based experiences extend digital media out into the physical world (Benford,
2005); and, the multiple contexts and LBTS appliances configure a Janus perspective (Floridi, 2006),
because in spite of allow real time access to information and content, allow collect field data, and
promote experiences personalisation; the truth is that, seriously endanger tourists locational privacy
due to a constant flux of personal data throughout multiple platforms. This crime scene is perfectly
illustrated in literature:

e LTBS potential- Girardin et al. (2008) combined data from Flickr to understand the areas of
tourist‘s concentration, their temporal signatures and activities; and, Hinze and Voisard (2003)
demonstrate the potential of Event Notification Systems;

e locational privacy issues- applying privacy on the dissemination of locational information
(Marias et al., 2006); and, privacy concerns in location based services (Gadzheva, 2007).

Even so, the authors introduce some keen empirical exhibits to allow a reliable investigation.

Keen exhibits

Exhibit A- Olympic Navigator was a locational based service to support tourists during the Olympic
Games of 2004, which positively possessed a policy concerning personal data. The system created a
pseudonym, which was given a public key through cryptography to enable a strong authentication,
confidentiality and integrity. Likewise, the policy entailed an authorization to maintain tourist‘s data
during five days. The problem relied on a basic algorithm, Trivial Secret Sharing, that secretly allowed
tracking the different tourist pseudonyms, and it was not stated into the personal data policy. Therefore,
it was possible to track tourist‘s location!

Exhibit B- during a recent stay in United Kingdom, one of the co-authors has received a text
message by its global mobile operator alerting that his choice concerning the local operator was not
under the umbrella of its international calls. From this information the Reader may consider odd or
inappropriate this example; however, it becomes relevant after novel information: the text message
also referred which were the local operators in the co-author geographical position! Finally, the co-
author stresses out that his personal experience happened on January 25, 2010.
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Exhibit C- another critical example happened during the same stay: on January 26, 2010 the co-
author received a call by the global operator support concerning a pending administrative issue. Again,
at a first glimpse it seems a non-problematic issue; yet, it was the co-author intention to notify the
global operator not to charge this call because it was abroad. Although, amazingly before this
announcement the global operator have informed the co-author that this call would not be charged
given its current geographical location!

Exhibit D- through continuous informal meetings with a major producer of electronic and
communications systems, one of the co-authors have concluded that plentiful hotels misuse personal
data that is collected, when travellers use their networks. Moreover, after analysing several hotels
websites it was denoted that most do not have privacy/confidentiality policies.

Exhibit E- LandLoc is software for mobile devices that permits a user to choose landmarks for an
object: building, shop, a park, etc. Afterwards, the software creates a three dimensional electronic
representation of the physical space, and presents the best solution through the triangulation of user*s
location, chosen landmarks and topography of the region. The following step is to act like a GPS using
mobile network, meaning that is possible to track permanently the tourist during its trajectory.

6. Discussion

Act 1: preparing the —ease”

As mentioned above, locational privacy and data protection denotes social and ethical grounds.
Privacy issues entail location profiling, tourist tracking, and information relevance; LTBS social
implications occur through mainly during touring and reminiscing phases. So, the right to secure
locational privacy is critical and to achieve it literature acknowledges several formal models and
technologies. Examples of formal models are: visibility classification scheme (Jarvinen et al., 2002),
and anonymisation model (Shin et al., 2008); and, for technologies are: semantics-aware obfuscation
(Damiani et al., 2008), and location sensor networks (Gruteser et al., 2003). Moreover, personal data
fluxes through digital networks (including LTBS) are monitored and secured through the Echelon
system (Bierzanek and Symonides, 2005), which can be bounded to the claim of Etzioni (1999) that an
individual‘s right to privacy is somehow conferred by the society; and, therefore leading to a necessary
future debate about individuals and institutions moral obligations.

Act 2: the —eourt‘s” decision

Following Hawking et al. (2005), LTBS market stakeholders assume three basic categories:
infrastructure providers (hardware, software and network infrastructure providers); tourism providers
(include travel agents, airlines, itinerary providers, hospitality providers, vehicle rental providers and
various government agencies); tourism content providers (act as content enablers connecting providers
and tourists); and, consumers (tourists that seek out for information). In spite of this scenario all
stakeholders have moral obligations, which imply responsibility and its conditions as an answer to
ethical problems (Stahl, 2004). To acknowledge these moral obligations Duckham and Kulik (2006)
work pertaining to strategies for protect locational privacy are the key to unlock the —eourt‘s” decision:

e regulatory strategies- encompasses the development of rules to govern fair use of personal
information,;

e privacy policies- are trust-based methods for forbid certain uses of location information.
Whereas regulation aims to provide global or group-based guarantees of privacy, privacy
policies aim to provide individual privacy;

e anonymity- concerns the dissociation of information about an individual and its actual identity.
The most common form of protection is to associate an pseudonym;

e obfuscation- demeaning locational information quality, with the aim to protect it. However,
Duckham (2008) demonstrates that after 100 simulations its reliability diminishes 30 per cent.

On the other hand tourists are willing to share information, although with who and until what extent
are the fundamental queries? According to Olson et al. (2005) it is possible to cluster peoples® sharing
willingness into categories; nevertheless, is extremely difficult to determine what is an achievable and
desirable level of access by others regarding wired tourists locational information (future research
scenario). Likewise, it is the authors‘ opinion that locational privacy does not symbolise the
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complexity and interaction between global and local systems (stakeholders, technologies and
regulations). Therefore, glocal privacy emerges as a new buzzword.

7. Conclusion

From the overall arguments of this contribution it seems reasonable to claim that the authors have
proven that locational privacy resumes the trade-off between traveller's mobility, societal control for
security reasons, and tourist‘s informational requests; besides, it resumes a statement or an argument
based on a false/invalid inference (fallacy). In spite of these claims it is crucial to shed some light over
the following thoughts: it is required an empirical shift concerning privacy normative horizons;
personal locational information (PLI) concept needs a further and incessant debate; LTBS design
seems to neglect or claim for eureka in control mechanisms regarding PLI, and for that generate
unique privacy issues; it is remarkably complex for individuals (tourists) be in control of his location
data, as well as to understand until what extent service providers exploit this information; national and
international agencies must engage a serious debate concerning locational privacy specificity, in order
to evolve the existent laws.

Concluding, in Mandragola Machiavelli‘s comic play, it is possible to feel the spirit of modern
science without any of its apparatus. Additionally, in his Discourses on Livy lead us to wrap up that to
secure and perpetuate the republic (society) is essential to adhere to a new formula: lower moral
standards improve society chances of be secure and achieve better results. In fact, locational privacy
issues seem to replicate this idea which is exceptionally dangerous for individuals. Therefore it is
required an urgent debate and countermeasures, otherwise the panoptic effect of Bentham will become
a reality.

Acknowledgements

The first co-author of this paper would like to thanks ISLA Leiria for its financial assistance with
reference to ETHICOMP 2010.

References

Allen, A. (2003), Privacy, in LaFollette, H. (ed), The Practical Handbook of Practical Ethics, Oxford, NY:
Oxford University Press, 485-513.

Benford, S. (2005), Future location-based experiences, JISC Technology and Standards Watch, London.

Berger, H., Dittenbach, M. and Merkl, D. (2004), User-oriented evaluation of a natural language tourism
information system, Information Technology & Tourism, 6, 3, 167-180.

Bierzanek, R. and Symonides, J. (2005), Public international law, LexisNexis Publisher, Warsaw.

Blumberg, A. and Chase, (2007), Electronic tolling and locational privacy: How to make ez-pass preserve
locational privacy, Stanford University, online at http://math.stanford.edu/~blumberg/traffic/secureEZ.pdf,
accessed 10.01.2010.

Brey, P. (2005), Editorial introduction- Surveillance and privacy, Ethics and Information Technology, 7, 4, 183-
184.

Brey, P. (2007), Is information ethics culture-relative, International Journal of Technology and Human
Interaction, 3, 3, 12-24.

Burgess, P. (2008), Security after privacy: The transformation of personal data in the age of terror, International
Peace Research Institute, Oslo.

Carlvik, O. and Jonsson, I.-M. (2001), Virtual tourist based on PeerRing- communicating with people you have
never met, in Stephanidis, C. (ed), Universal Access in Human Computer Interaction- Towards an Information
Society for All (Vol. 3), Norwood, NJ: Ablex Publishing Corp, 271-275.

Castells, M. (2000), The rise of the network society: The information age: economy, society and culture (vol 1),
2" ed, Blackwell, Malden, MA.

Collste, G. (2007), Globalisation, ICT-ethics and value conflicts, in Bynum, T. et al. (eds), ETHICOMP 2007
(vol 1), Tokyo: Meiji University, 91-99.

Damiani, M., Bertino, E. and Silvestri, C. (2008), Protecting location privacy through semantics-aware
obfuscation techniques, in Karabulut, Y. ef al. (eds), Trust Management 11, Boston, MA: Springer, 231-245.
Danezis, G., Lewis, S. and Anderson, R. (2005), How much is location privacy worth?, Paper presented at the 4t

Workshop on the Economics of Information Security, Cambridge, MA: USA.

100


http://math.stanford.edu/~blumberg/traffic/secureEZ.pdf

Duckham, M. (2008), Location privacy protection through spatial information hiding, Office of the Victorian
Privacy Commissioner, online at
http://www.privacy.vic.gov.au/privacy/web.nsf/download/FD2EADCF697270F8CA2574A4001CD15A/SFIL
E/Matt%20Duckham%20PVN%20meeting%20160708.pdf, accessed 15.01.2010.

Duckham, M. and Kulik, L. (2006), Location privacy and location-aware computing, in Drummond, J. ef al.
(eds), Dynamic & Mobile GIS: Investigating Change in Space and Time, Boca Rator, FL: CRC Press, 34-51.

Eagle, N. and Pentland, A. (2006), Reality mining: Sensing complex social systems, Personal Ubiquitous
Computing, 10, 4, 255-268.

Ess, C. (2005), Lost in translation?: Intercultural dialogues on privacy and information ethics (Introduction to
special issue on Privacy and Data Privacy Protection in Asia), Ethics and Information Technology, 7, 1, 1-6.

Ess, C. (2006), Ethical pluralism and global information ethics, Ethics and Information Technology, 8, 4, 215-
226.

Etzioni, A. (1999), The limits of privacy, Basic Books, New York, NY.

Floridi, L. (2005), The ontological interpretation of information privacy, Ethics and Information Technology, 7,
185-200.

Floridi, L. (2006), Information technologies and the tragedy of good will, Ethics and Information Technology, 8,
4,253-262.

Gadzheva, M. (2007), Privacy concerns pertaining to location-based services, International Journal of
Intercultural Information Management, 1, 1, 49-57.

Girardin, F. ef al. (2008), Understanding of tourist dynamics from explicitly disclosed location information,
Journal of Location Based Services, 2, 1, 41-56.

Gracia, D. (2001), The strings attached to wireless advertising: a tutorial (market), Gartner Group, Stanford, CT.

Gruteser, M. et al. (2003), Privacy-aware location sensor networks, in Sankoff, D. and Kruskal, J. (eds),
Proceedings of the 9" Conference on Hot Topics in Operating Systems, Berkeley, CA: USENIX Association,
28-28.

Hawking, P. et al. (2005), Emerging issues in location based tourism systems, in Unhelkar, B. (ed), Proceedings
of the International Conference on Mobile Business, Washington, DC: IEEE Computer Society, 75-81.

Heikkila, J. and Silven, O. (2004), A real-time system for monitoring of cyclists and pedestrians, Image and
Vision Computing, 22, 7, 563-570.

Himma, K. (2008), The intercultural ethics agenda from the point of view of a moral objectivist, Journal of
Information, Communication & Ethics in Society, 6, 2, 101-115.

Hinze, A. and Voisard, A. (2003), Location- and time-based information delivery in tourism, in Lecture Notes in
Computer Science, Advances in Spatial and Temporal Databases (vol 2750), Berlin: Springer, 489-507.

Hongladarom, S. (2008), Floridi and Spinoza on global information ethics, Ethics and Information Technology,
10, 2/3, 175-187.

International Communication Union (2005), Privacy and ubiquitous network socities, International
Communication Union, online at
http://www.itu.int/osg/spu/ni/ubiquitous/Papers/Privacy%20background%20paper.pdf, accessed 12.01.2010.

Introna, L. (1999), Privacy, autonomy and workplace surveillance, The ETHICOMP Journal, online at
http://www.ccsr.cse.dmu.ac.uk/journal/articles/vol3iss? 20, accessed 30.12.2009.

Jakkilinki, R., Sharda, N. and Ahmad, 1. (2006), Ontology based intelligent tourism information systems: An
overview of development methodology and applications, in Cooper, C., De Lacy, T. and Jago, L. (eds),
Leading-edge Developments in Tourism ICT and Related Underlying Technologies, Queensland: Sustainable
Tourism CRC, 2-9.

Jarvinen, O., Earp, J. and Antén, A. (2002), A visibility classification scheme for privacy management
requirements, Paper presented at the 2" Symposium on Requirements Engineering for Information Security,
Raleigh: NC, USA.

Kanellopoulos, D. and Kotsiantis, S. (2007), Wireless multimedia communications impacts on tourism
destination value chain, Journal of Engineering and Applied Sciences, 2, 1, 161-169.

Kansa, E. and Wilde, E. (2008), Tourism, peer production, and location-based service design, in Wang, C. (ed),
Proceedings of the 2008 IEEE International Conference on Services Computing (vol 2), Washington, DC:
IEEE Computer Society, 629-636.

Kemp, R and Moore, A. (2007), Privacy, Library Hi Tech, 25, 1, 58-78.

Kohli, G. and Armstrong, L. (2006), Location based services and mobile applications, in Cooper, C., De Lacy, T.
and Jago, L. (eds), Leading-edge Developments in Tourism ICT and Related Underlying Technologies,
Queensland: Sustainable Tourism CRC, 11-21.

Liotta, P. (2002), Boomerang effect: The convergence of national and human security, Security Dialogue, 33, 4,
473-488.

Marias, G. et al. (2006), Applying privacy on the dissemination of location information, Telematics and
Informatics, 23, 3, 211-225.

101


http://www.privacy.vic.gov.au/privacy/web.nsf/download/FD2EADCF697270F8CA2574A4001CD15A/$FILE/Matt%20Duckham%20PVN%20meeting%20160708.pdf
http://www.privacy.vic.gov.au/privacy/web.nsf/download/FD2EADCF697270F8CA2574A4001CD15A/$FILE/Matt%20Duckham%20PVN%20meeting%20160708.pdf
http://www.itu.int/osg/spu/ni/ubiquitous/Papers/Privacy%20background%20paper.pdf
http://www.ccsr.cse.dmu.ac.uk/journal/articles/vol3iss2_20

Martini, U. (2000), ICTs as competitive drivers for new destination management concept, in Kreilkamp, E. et al.
(eds), Gemachter oder Gelebter Tourismus? Destinations Management and Tourismus Politik, Linde: Vienna,
141-166.

McRobb, S. and Stahl, B. (2007), Privacy as a shared feature of the e-phenomenon: a comparison of privacy
policies in e-government, e-commerce and e-teaching, International Journal of Information Technology and
Management, 6, 2/3/4, 232-249.

Mesjasz, C. (2004), Security as a property of social systems, AllAcademic, online at
http://www.allacademic.com/meta/p72561_index.html, accessed 15.01.2010.

Mizutani, M., Dorsey, J. and Moor, J. (2004), The internet and Japanese conception of privacy, Ethics and
Information Technology, 6, 2, 121-128.

Morgenthau, H. (1960), Politics among nations. The struggle for power and peace, Alfred A. Knopf, New York,
NY.

Nakada, M. and Tamura, T. (2005), Japanese conceptions of privacy: An intercultural perspective, Ethics and
Information Technology, 7, 1, 27-36.

Nelson, B. (2009), Computer has eye for suspicious behaviour- Tourist or terrorist?, MSNBC, online at
http://www.msnbc.msn.com/id/28566179/, accessed 10.01.2010.

Nova, N. (2004), Locative media: A literature review, Craft Research Report 2, Ecole Plytechinc Federale De
Lausuanne, Lausuanne.

Olson, J., Grudin, J. and Horvitz, E. (2005), Toward understanding preferences for sharing and privacy, in Veer,
G. and Gale, C. (eds), Conference on Human Factors in Computing Systems, Portland, OR: ACM, 1985-1988.

Online Etymology Dictionary (2001a), Control, Online Etymology Dictionary, online at
http://www.etymonline.com/index.php?search=control&searchmode=none, accessed at 14.12.2009.

Online Etymology Dictionary (2001b), Privacy, Online Etymology Dictionary, online at
http://www.etymonline.com/index.php?l=p&p=33, accessed 15.12.2009.

Orito, Y. and Murata, K. (2007), Rethinking the concept of information privacy: A Japanese perspective, in
Bynum, T. et al. (eds), ETHICOMP 2007 (vol 2), Tokyo: Meiji University, 448-455.

Oxford Dictionary (2008), Oxford English dictionary, Oxford University Press, Oxford.

Rachels, J. (1975), Why privacy is important, Philosophy and Public Affairs, 4, 4, 323-333.

Rogerson, S. (1998), Ethical aspects of information technology- Issues for senior executives, Institute of
Business, London.

Saha, D. and Mukherjee, A. (2003), Pervasive computing: a paradigm for the 21* century, IEEE Computer
Magazine, 36, 3, 25-31.

Schmidt, A., Beigl, M. and Gellersen, H-W. (1999), There is more to context than location, Computers &
Security, 23, 6, 893-901.

Sharda, N. (2010), Tourism informatics- Visual travel recommender systems, social communities, and user
interface design, IGI Global, Hershey, PA.

Shin, H., Atluri, V. and Vaidya, J. (2008), Profile anonymization model for privacy in a personalised location
based service environment, in Carrigo, L., Baloian, N. and Fonseca, B. (eds), Proceedings of the 9t
International Conference on Mobile Data Management, Washington, DC: IEEE Computer Society, 73-80.

Staab, S. and Werthner, H. (2002), Intelligent systems for tourism, IEEE Intelligent Systems, 17, 6, 53-64.

Stahl, B. (2002), Ethical issues in e-teaching: A theoretical framework, De Montfort University, online at
www.cse.dmu.ac.uk/~bstahl/publications/2002_Ethics_eteaching_framework.PDF, accessed 10.01.2010.

Stahl, B. (2004), Responsibility for information assurance and privacy, Journal of Organizational & End User
Computing, 16 3, 59-77.

Stahl, B. (2007), Privacy and security as an ideology, IEEE Technology and Society Magazine, 26, 1, 35-45.

Warren, S. and Brandeis, L. (1890), The right to privacy, Harvard Law Review, 5, 193-220.

Wolf, J. (2004), Applications of new technologies in travel surveys, Paper presented at the 7™ International
Conference on Travel Survey Methods, Playa Herradura: Costa Rica.

World Tourism Organization (2003), Tourism highlights- Edition 2003, World Trade Organization, Madrid.

World Tourism Organization (2009), World tourism barometer (vol 7), World Trade Organization, Madrid.

World Travel and Tourism Council (2007), Terms and conditions of use and legal disclaimer, World Travel and
Tourism Council, online at http://www.wttc.org/eng/Contact WTTC/Privacy Statement/, accessed 15.01.2010.

102


http://www.allacademic.com/meta/p72561_index.html
http://www.msnbc.msn.com/id/28566179/
http://www.etymonline.com/index.php?search=control&searchmode=none
http://www.etymonline.com/index.php?l=p&p=33
http://www.cse.dmu.ac.uk/~bstahl/publications/2002_Ethics_eteaching_framework.PDF
http://www.wttc.org/eng/Contact_WTTC/Privacy_Statement/

WHAT IS QUALITY WEB-BASED CAD (COMPUTER AIDED
DESIGN) TRAINING?

Richard Cozzens

Abstract

In this paper, I review the findings of Phase I of my research which findings were presented at the
Ethicomp2008 conference.'” As a result of Phase I of my research, I concluded that I needed to define
—Quaty Web-Based Training for CAD” in greater detail. In this paper, which is Phase II of my
research, I address the question —Wat is Quality Web-Based CAD Training?” I answer this question
by presenting a brief history of how I got involved in web-based training for CAD, discuss how I
determined the importance of this particular question, and briefly review the results of my Phase I
research. Next, I attempt to answer the question (Phase II) with literature review and some results of
my action research. Finally, I close the paper summarizing my conclusions and comment on the future
of quality web-based training

1. Introduction

This paper is a continuation of my research in the area of web-based CAD training. Phase I of my
research was —Fasibility of Web-Based Training for CAD” presented at the Ethicomp2008. This
paper is organised in the following order: 1. Introduction, 2. Overview of this Research, 3.
Methodology Process, 4. Conclusion and Future Direction followed by References. Section 2
(Overview of this Research) describes the main motivation behind my research.

2. Overview of this Research

In this section, I discuss the various studies conducted in this field of study, including a history of
this research and a discussion of both Phase I and Phase II of this research.

2.1 Workbook to Website

In 1997, I attended my first COE (CATIA Operators Exchange) conference in San Diego, California.
At that conference, I learned that the Dassault Systemes (the developers of the CATIA CAD software)
was releasing a new version of CATIA, Version 5. Version 5 was going to be a total rewrite of the
source code. As a result of this announcement, I realised that there was going to be a need for training
new designers as well as retraining existing CATIA users. In 1999, I attended another COE conference
in Palm Springs, California, along with about 1,200 other CATIA users, where I had a first look at the
new version of CATIA V5 (Version 5). As the crowd was impressed by the rehearsed presentation, it
was then that I realised the magnitude of the future training requirements with the introduction of this
new product. This new version of CATIA changed the interface as well as the approach to solid
modelling and the design process. The users had to learn a new program and change their design
process.

Southern Utah University (SUU), along with a handful of other original IBM HEAT (Higher
Education and Training) members, received their first copy of the CATIA V5 software (release 3)
during the last part of February 2000. We had CATIA VS5 loaded on our slow clunky machines that
barely met the minimum spec requirements. We (SUU) started a class that semester using the CATIA
V5 Software that was wrought with many difficulties. Our machines did not have the operating
capabilities to run a complex program that had so many bugs. Systems crashes were a regular
occurrence in each class. SUU was the first school to actually offer a class using CATIA V5. During
this timeframe, Dassault Systemes was too busy trying to fix the software bugs and was not prepared
with training on their new product CATIA V5.

17 See —Effectiveness of Web-Based Training”.
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During this process, I converted my CATIA V4 Curriculum to enable me to use the materials in the
CATIA V5 Class. At this point, I felt it would be beneficial to write a book to meet the training needs
for CATIA V5. This was my first solution to solving the training and re-training problem. Stephen
Schroff from the Schroff Development Corporation agreed to publish and market the book.

The book was released in the fall of 2001 and was an instant success because of the overwhelming
need for training material for the program. The popularity of the book provided me an opportunity to
go to companies and universities as a trainer and/or consultant. All of this training required a great
amount of travel. I could not meet all of the requests for in-house training because of my teaching
obligations at Southern Utah University. At this point, [ began to research how I could teach the class
virtually. At the same time, SUU started to promote the use of WebCT in the university classes. |
began to further address the learning needs of CATIA V5 users by developing an online version of my
book using WebCT and was able to pilot it with my concurrent high school classes. As the course
progressed, I kept adding to the curriculum and moved from traditional assignments in the text to
video lectures and PowerPoint Presentations.

WebCT proved to be a successful learning format for the university, but I was not able to directly
apply usage of this tool directly to industry training. I did, however, create a —CAITA V5 Workbook”
website that provided online training to people in industry. This site gave me the method of collecting
valuable information about web-based training. This website gave me the opportunity to try new ideas.
The success of my book and the website provided me with opportunities to publish my research
findings. I shared my research data with many companies and teachers offering CATIA V5 Training.
Not long after the deployment of my online training, many competitors began to offer a web-based
training option. Many companies, such as —Get It” training and —CATA Companion” training, used
the ideas I presented in my research. The training market exploded because not only did CATIA V5
users need to learn the program, but all the traditional experienced designers needed to be retrained
using CATIA V5.

2.2 Explosive Growth of Web-Based CATIA VS5 Training

In the year 2000, there wasn‘t even a CATIA V5 Workbook or any kind of standard training
curriculum. In the year 2003, I moved some of the written curriculum to WebCT. I started creating
training video and other curriculum material for the WebCT course I taught at Southern Utah
University. In 2004, I offered the WebCT course to a rural high school class through WebCT as a high
school/university concurrent enrolment class. The students had to learn everything from the material
that was available to them on WebCT. This was a true stand-alone distance learning course. The
course did have its short comings but it did meet the minimum objective which was to deliver the
information to the students. Using the knowledge that I gained through the stand-alone course, I
launched the CATIA V5 Workbook website. In the beginning, the site was basic, consisting of Power
Point Presentations and video of the lectures. I continued to add additional features such as exercises,
scoring rubrics and lesson objectives. I was also able to collect research data such as what features the
users liked and disliked and what type of users were connecting to the site, including teachers, students
or practitioners. Data was collected from the 1,500+ users to help improve both the functionality of the
website and curriculum. This data was shared with Dassault Systemes and other COE members. The
CATIAV5Workbook.com "*was the first web-based training site. In 2005, several other professional
training companies started offering some form of web-based training. The cost of this type of training
was cheaper than face-to-face training, yet it was still expensive and limited in scope and sequence.

2.3 Shift in the Web-Based CAD Training Market

In the year 2001, a CATIA V5 Workbook or any kind of standard training was non-existent. By the
2005, there was an abundance of Web-Based CAD Training companies. The training companies grew,
the amount of curriculum increased, and the technology for web-based training improved. Since 2007,
the market for this training has shifted slowly, yet dramatically. The number of companies has
declined slightly, but the biggest shift was in the volume of business the companies were experiencing.
The volume has declined significantly. The data found in this research was recorded from observations

¥ hitp://www.CATIAVTWorkbook.com
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and conversations only. Listed below are some of the reasons mentioned for this reduced volume in
web-based CAD training:
e The need for retraining the experienced CAD users to the new version of CATIA created a
bubble in the training market and that bubble has now passed.

e Dassault Systemes has created and made some web-based training available with the purchase
of the software. The quality of Dassault Systemes web-based training curriculum has
improved since the original development of CATIA V5.

e The market has been flooded with free tutorials, training videos and exercises on home grown
sites as well as websites such as YouTube.com19.

2.4 Summary of the Research History

My motivation for this paper started with an attempt to supply needed training material to the
students, instructors and practitioners so they could learn CAD in the most efficient method possible.
My attempt to do this has been a journey because of the continuous advances in technology; starting
with a book moving to WebCT, to my own web site CATIA V5 Workbook.com and now to YouTube.
Phase I of my research answered the question as to the effectiveness of Web-Based CAD Training. In
Phase II, T will provide a definition of and explore the characteristics of Quality Web-Based CAD
Training.

2.5 Overview of Phase I Research

In this section, I give a brief outline of the various studies in the context of web-based training for
CAD. In this section, I discuss/review the advantages and disadvantages of Web-Based Training as
presented in the Ethicomp2008 paper —Fesibility of Web-Based Training for CAD (Computer Aided
Design).”

The data collection process has been and will continue to be a learning process. What was learned
from all this data? The primary purpose of collecting all the data was to meet the objectives listed in
the Phase I paper.

Objective 1--Advantages and Disadvantages of Web-based Training

The first objective was to find the advantages and disadvantages of web-based training. This was
accomplished using several different methods. One of the biggest disadvantages of web-based training
is the absence of the personal (real-time) interaction between the teacher and students. In a significant
number of the surveys, participants believed this disadvantage could be minimised by insuring the
web-based training had e-mail access and a chat/forum access between the teacher and students. Most
experienced educators agreed that it is difficult to replace face-to-face teacher/student contact in a
virtual teaching situation.

Objective 2—Feasibility of Web-based Training

The second objective was to determine the feasibility of a web-based CAD training course. Again,
previous research helped meet this objective. The existing research and collected data do not clarify
the effectiveness of web-based training particularly for CAD. There were standards to measure its
effectiveness. The degree of effectiveness was acceptable because it was being used. If the
effectiveness of web-based training was not acceptable, the market would die. With the effectiveness
meeting an acceptable level, along with economic advantages, research proved that web-based training
was effective enough (feasible) to continue development.

Objective 3—Lessons Learned about Web-based Training

The third objective was to use the lessons learned from existing web-based training courses and
apply them to a CAD training course. The research and the collected data located in the Phase I
research contain invaluable information on making the most effective and useful web-based CAD
training course.

Previous research and the newly collected data do suggest that there is nothing that can completely
take the place of first-hand classroom interaction between the teacher and students. This is hands-

¥ http://www.youtube.com
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down the most effective teaching situation. The advantages and disadvantages have been clarified in
the phase I data.

The exiting research was used to guide the development of a web-based training course. The
collected data are being used to update and revise the web-based CAD training course. The web-based
training course started with just video training. Since then, exercises, models, chat and forums have
been added. Testing and certification will soon be added.

Not everybody favours web-based training, but when it economically makes sense, a certain portion
of the potential customer base will use it.

Comparing the instructors and students opinion on what components should be included in a web-
based CAD course was significantly different. One of the reasons for this is that the instructors have
developed the methods that work for them and are more apt to continue to use the same processes. The
instructor could view web-based training as a threat to his/her job, importance and/or overall security.
Students are more open to new ideas as long as it gets them the information they want, the training.

Another interesting bit of information is how many instructors and others surveyed were self-taught.
My experience with CAD would lead me to believe that the great number of self-taught users is due to
the lack of quality training material, and particularly for a student‘s affordable training. This number
will decline as more and more material is made available to users and the market becomes more
competitive.

The existing research has been documented. The current data has been collected and analyzed.
Objective 4— Perceived/Real Ethical Issues Facing Web-Based Training

Although there were some unexpected ethical issues facing web-based training, the issues were
really no different than the ones facing the traditional classroom. The real challenge was resolving
these issues. The required technology for web-based CAD training course is available. The technology
that web-based courses use is just a tool. Just like any other tool it can be used correctly or incorrectly.
A majority of the students, instructors and administrators indicate that these challenges can be
overcome with careful planning, development and management of even a web-based CAD training
course.

Phase I-- Conclusion

The interpretation of the information discussed in the previous sections is that it is not for everyone
and not for every subject, but if selected correctly, planned, developed and managed it could be not
only an effective teaching tool for CAD but also a powerful teaching tool for a CAD course. A web-
based CAD training course has huge potential because it has all the characteristics of other successful
web-based training courses. The students can work through the curriculum online, do the homework at
home and submit the work online. I was also able to discuss and enhance my awareness about various
issues regarding CAD training from my research. Although it has become an _accepted‘ and valid
method of training, interviews revealed concerns about web-based training for CAD related to both
quality and price of the training.

2.6 Updated Literature Review

Since the initial data (Phase I) was collected, technology, curriculum, student and teacher perception
and philosophies, a mature and/or shifting in training market and the overall economy have changed or
altered. In the Phase I conclusion, Cozzens (2008) stated that despite some disadvantages, over- all,
Web-Based CAD Training can be effective. With all these changes, I wanted to address the same
questions to see if these changes improved the effectiveness of Web-Based CAD Training. Phase I
data came from surveys taken on the CATIA V5 Workbook.com website. Phase II data has come from
several different sources including the following:

e A book titled: The Online Learning Idea Book (Shank, 2007)
e [GetIt CATIA V5 Training20

e Practical CATIA Training21

e A book titled: Designing Web-Based Training (Horton, 2000)

20 http://www.myigetit.com/home/home.aspx
*! http://www.practicalcatia.com/
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Most Web-Based CAD Training sites now provide certificates for the participants. In Table 1, I used
the I Get It CATIA V5 Training website to demonstrate the certificate as well as the other items listed
in the Table. I included an additional feature to the bottom of the Table I titled —surfing/skimming”. 1
added this component to the list because Kamp (2007) believed that it was important enough to
consider, he stated —Foengineering education a helicopter view is desirable. But it is hard to teach
and surfing the internet is insufficient. Where educators dream of dedicated software to assess
complexity _at a single glance, students imitate this seeking after efficiency.”

Web-Based Component Phase I Phase 11
Disadvantages of web- Disadvantages of web-based CAD
based CAD training Training
- No existing certification None existing - Most paying sites now have
certificates (I Get IT CATIA V5
training)
- Limited Technology and resources True - Improved but still dependant on
location/user
- Communication True - Matter of opinion
- New Way to procrastinate True - Still requires a motivated learner

(Artino and Stephens (2009)
stated — o succeed in
autonomous online learning
environments, it helps to be
highly motivated, self-regulated

learner.”)
- Course management True - Improved by technology
Advantages of web-based | Advantages of web-based CAD
CAD training Training
- Communication True - Good/improved with technology
- Dissemination of information True - Good but improved with
technology
- Student management True - Good but improved with
technology
- Grading True - Good but improved with
technology
- Accessibility and flexibility True - Good but improved with
technology
- Cost efficient True - Greatly improved

- (Practical CATIA Training. This
website clearly states that it has
most affordable price and is
offering discounts)

Surfing/Skimming Not included in - Depends on Training sites.
phase |

Table 1: Comparison between Phase I and Phase I1

3. Methodology

3.1 The Process

This information was obtained using action research. Action research is the best method because it
allows you to design a plan, put the design into action, observe the results of the action, reflect on what
you observed/learned. This is a continuous process until you are able to come to some sort of
conclusion. This process is exactly what I have been doing starting with Phase I and continuing to
Phase II.

My plan was to experience and document as many as many different types of CAD Training as
possible. The Training had to have at least some web-based component in the training. The ideal
situation would to survey several different participants that participate in all the same training.
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Although this would be the ideal situation for collecting data, it was not financially possible. Table 2
lists the different components use to compare the different training options.

The action portion of this research was to purchase, attend/participated and complete each type of
training option listed in Table 2 and document the differences between the different web-based
components.

Over the past year I have attended or participated in seven different types of training as listed
in Table 2. This experience has given me the opportunity to observe the advantages and
disadvantages between the types of training.

Documenting Phase II of this research has allowed me the opportunity to reflect on the different
types of training and the advantages and disadvantages of each. Table II contains the components
being compared between the different types of training.

This is a continuous process, reflecting on the findings will help plan the next needed action and
start the process again.

Online Components g o0
5 &
£ = = £
§ o0 ? 'E = o0 g 2 E
£ < = S« £ = = s
g .2 =i 3 EE E = = o
= g < 3 O S« S < S =)
C = OO - A O - O >~ 7S
Training Cost $1,200.00 Comes with | $2,800.00 | $1,200.00 | Free Free Tuition
software
Travel Cost $1,500.00 None No None None None None
Certification of Quality Yes No Yes Yes No No Some
(Guarantee)
Table of contents Yes Yes Yes Yes No No Yes
(Training road map)
Instruction Yes Some Yes Yes Some Yes Some
(Lecture/Video)
Documentation Yes Some Yes No No No Yes
(Electronic/hardcopy)
Power Point (over view) Yes Some Yes No No No Some
Examples (Tutorials) Yes Yes Yes Yes Some Some Some
Definitions and Terms Yes Yes Yes Some Some Some Yes
Interactive exercises with | Yes Some Yes Some No No Yes
feedback
Exercise flexibility Yes Yes No Yes Yes Yes Some
Exercises (Key) Yes Yes Yes Yes Some No Yes
Tests (assessments) No No Yes Some No No Yes
Access to Instructor E- Yes No Yes No No No Yes
mail (Questions)
Grade No No Yes No No No Yes
Certificate Yes No Yes No No No No
Did I meet Learning Yes Some Yes Yes No Some Yes
Objectives?
Allows Skimming No Yes Limited yes Yes Yes No

Table 2: Findings of Phase 11

GoEngineer Training: “*This was a Face-to-Face class held December 20 through-23, 2009 in San
Diego CA. The class was face—to-face with documentation and exercises. This was a high quality class
that contained every training component listed in Table 2. This training was very expensive not just
for the training but for the travel and hotel.

22 http://www.goengineer.com/

108



http://www.goengineer.com/

CATIAVS Companion: This is an online tutorial that comes with the CATIA V5 software. I used
this to help find answer to specific questions about CATIA V5. I used it over the past year. It is a
sequential tutorial but does allow surfing. There is a lot of information but it is difficult to follow. The
program has license requirements and is difficult to load and run.

I Get IT Training: This is purchased online class. It is pure online class. I have used several
training modules over the past two and half years. It is very high quality but very expensive. The
program is also very limiting, you have to complete lesson on video, exercises and test prior to moving
on. This makes it very difficult to skip to a particular section. You cannot surf or skim to the area that
you want to learn, you are locked into their prescribed sequences. Once you pass a particular section,
you can no longer access the section.

Practical CATIA Training: This class was a purchased DVD that you loaded on the computer. It
did require the internet to down load the license key and password. Over the past two years, | have
been using this site and going through the modules one by one. The training consisted mostly of video
lectures and some exercises. The video was high quality. The course was reasonable priced. The
ability to surf to a subject of interest or skim numerous subjects at a time allows a great deal of
flexibility. This flexibility could be a problem for a non motivated learner.

CATIA VS5 Forum: This was found by just Googling a CATIA V5 Question and or training. There
are a lot of different sites at this level and the quality varies a lot. The information is spotty and
inconsistent but easy to access and free. There are some sites that require a membership and
registration. I did not sample any of these sites due to time constraints.

You Tube: The quality and amount of information is spotty but over all there is an amazing amount
of quality information available. For CATIAVS this training is not organised or sequential. If it is just
information you are seeking and you are a motivated learner, this is a powerful resource. If you are
looking for structure and sequence this type of training would not meet the learners needs.

SUU eLeaning: This is a class I teach at SUU using Blackboard (Fundamental of CATIA V5). The
information is a summation of a survey I gave my class the Fall Semester 2009. All 14 students valued
the web-based portion of the class for the following reasons:

e (Calendar of lecture and assignments
Homework requirements (along with a scoring rubric)
Electronic method of turning in homework
Instant access to the grades
Electronic book (cost efficient)
Access to reference material (training video).

4. Conclusion and Future Direction

In this paper, I have covered a history and a development of web-based CAD training for a period of
about 12 years. During those 12 years, data has been collected which is represented in Phase I and
Phase II of this research. I have compared the findings between Phase I and Phase Il in reference to the
main components of web-based training. I have attended and/or participated in seven different types of
CAD training all in an attempt to define —Qality CAD Web-Based Training?” Although I have a
better idea of what a quality CAD Web-based Training might look like, I have learned the definition
directly relates to your learning objective. If you are looking for structured, planned and sequenced
training quality will look different than someone looking for quick specific bits of information. With
this said, all types of training will share the same basic root of components that will help determine its
quality. Further research will be required to help define quality, based on the learning objective.
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ENGAGING THE STUDENTS OF TECHNOLOGY IN AN
ETHICAL DISCOURSE IN THE INFORMATION AGE:
THOUGHTS OF WIENER AND GANDHI.

Manju Dhariwal, Ramesh C Pradhan and Raghubir Sharan

Abstract

This paper is about making the ethical discourse relevant to the students of technology in the present
age of information. Information ethics is already a part of the present day engagement with
information technology at all levels. This encourages us to carry forward the ethical discourse further
by bringing in the moral thoughts of Wiener and Gandhi. Both Wiener and Gandhi lived in the age of
technology, but both rebelled against it for basically moral reasons. Wiener is the founder of
cybernetics and communication science, while Gandhi is a humanist and moralist and a crusader for
freedom of humanity. Both agreed, however, that human freedom needs check on the inhuman use of
technology. That is, both shared the philosophy of human dignity and value which demand a —huran
use” of technology. In this paper we explore the possibility of a humanistic ethics for information
technology on the basis of moral thoughts of Wiener and Gandhi and wish to present the vision of the
human civilization which underlies their thoughts.

1. Introduction

Ethical considerations had been of importance to mankind much before the accelerated development
of technology commenced some two hundred years ago. These ethical considerations were part of
liberal education of a citizen as lessons in character building. But, with progress in technology, greater
emphasis in education shifted to specialised (engineering) knowledge and lessons on character
building were abandoned. It was hoped, as articulated by Introna, that _the traditional sources of moral
knowledge such as religion, the state and the family‘ would take care of character building. But these
sources themselves are _becoming elusive as the nature and legitimacy of these institutions are being
challenged and transformed‘ (Introna, 2002). Feeling this absence, a few decades back, courses in
engineering ethics have been started. These courses have been _formed by two primary influences: the
code of ethics of engineering societies and regulatory boards and the so called —taster cases” such as
the Challenger and Columbia accidents® (Harris, 2008). These influences have led to the development
of —eventive ethics project” which has been accomplished primarily by promulgation of negative
rules. Harris has pointed to the limitation of these negative rules and has argued that _virtue ethics is a
more appropriate vehicle for professionalism‘. Further, Harris has argued that _the ethics of virtue is
often elaborated in terms of a relatively extended description of a virtuous person‘ (Harris, 2008).
Accordingly, the portraits of two virtuous persons, Norbert Wiener (1894 -1964) and Mahatma Gandhi
(1869-1948) have been portrayed in this paper. The choice has been made keeping in view that Wiener
is considered as one of the founding fathers of Information and Communication Technology (Bynum,
2008) and Gandhi was a master communicator to the masses and intelligentsia alike (Parel, 2007). He
achieved this without the help of state-of-the-art technology and succeeded only because the power of
his message of non-violence and self-control was very meaningful.

2. Engagement with Information Technology: The Scope for A Moral Discourse

Information Technology is many-faceted and multi-dimensional. It has pervaded a large part of
human society through the use of mobile phones, computer, internet and other devices of
communication The social utility of information technology can hardly be overstated since it has
unified mankind in no uncertain terms by bringing the human beings closer. The present day culture of
globalization is no less due to the rise in information and communication technology.

But information technology is not an unmixed blessing. Like any other technology, it has its
negative uses which may harm mankind. That is why there is always the need of building a moral
boundary around information technology to safeguard it against inhuman and immoral use.

111



Information technology when wrongly used can immensely harm the interest of the humanity. It must
be emphasised here that no technology is above humanity and no human activity is without a moral
basis. That is the reason why a moral discourse is necessary for making the good use of technology
possible.

What is a good use of technology? What are the criteria of such a good use? These questions need to
be answered in the proposed moral discourse. For this we need to probe into the very nature of Good
itself as it has been done by moral philosophers. Prima facie, that is morally good which fulfils the
criteria of being acceptable to the large community of rational beings. Thus goodness is related to
human acceptability under the strict conditions of its increasing the human happiness or well-being
(Aristotle 1984; Bynum 2006). Such a view of ethics ensures that a moral society consists of rational
beings that have the capacity to make moral decisions and judgments in furthering the well-being of
all human beings.

The good use of technology must therefore fulfil the conditions of being useful in increasing human
happiness or well-being. The ultimate goal of a society is to enhance the happiness of the community
of human beings: so a good technology is one that increases happiness and a bad technology is one
that decreases that happiness. If this is the foundation of information ethics, then it can make
information technology morally useful to the human society.

The moral discourse proposed for information technology must be based on the following principles:

1. The principle of human freedom and justice
2. The principle of human dignity
3. The principle of compassion and benevolence

These principles are the fundamental moral rules which can guide the human beings in their use of

information technology.

3. Wiener and the Good Use of Technology

Norbert Wiener (1954) makes a strong case for a moral reasoning in the use of technology,
especially of information technology. He is aware that the enormous advance in communication
technology has its adverse impact on the human beings and on their moral and spiritual well-being. He
writes:

Thus the new industrial revolution is a two-edged sword. It may be used for the benefit of humanity,
but only if humanity survives long enough to enter a period in which such a benefit is possible. It may
also be used to destroy humanity, and if it is not used intelligently it can go very far in that direction
(1954: 162)

That the new technology can both benefit and harm humanity cannot be denied. Wiener wants that it
be used for the benefit of humanity rather than for its destruction. It is in this spirit that he makes a
strong plea for an ethics that makes us aware of the —social dangers of our new technology and the
social obligations of those responsible for management to see that the new modalities are used for the
benefit of man, for increasing his leisure and enriching his spiritual life, rather than merely for profit
and the worship of the machine as a new brazen calf” ( Wiener 1954: 162). The moral vision
underlying this plea is that of a well-ordered society in which human beings live in harmony and have
the utmost spiritual well-being.

Wiener‘s moral vision consists in promoting a society of human beings all assured of freedom and
dignity and of elimination of injustice by the State and other powerful agencies. He is wary of the
situation in which man is powerless and cannot ensure his own dignity against the political forces. He
warns of such a situation when he writes:

We are running the risk nowadays of a great World State, where deliberate and conscious primitive
injustice may be the only possible condition for the statistical happiness of the masses: a world worse
than hell for every clear mind (Wiener 1954: 180).

Such a situation can be warded off only by ensuring that the society does not become draconian
because of its industrial and technological prowess. In such a situation the control over mankind will
be exercised by the rich and powerful through the use of machines. The machine —based society is
likely to have the —mwing military and political mechanization of the world as a great superhuman
apparatus working on cybernetic principles” (Wiener 1954: 182). The future of mankind is at stake if
such a —sperhuman apparatus” takes over the fate of mankind.
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Wiener‘s moral theory can be that of human flourishing (Bynum 2006) because of his emphasis on
the human well-being as central to his vision of man and society. Anything that hinders flourishing is
definitely bad or evil for him. It is in this connection that Bynum (Bynum 2006: 163) has brought out
Weiner*s four principles of justice, namely:

THE PRINCIPLE OF FREEDOM - Justice requires —3te liberty of each human being to develop in
his freedom the full measure of the human possibilities embodied in him”.

THE PRINCIPLE OF EQUALITY - Justice requires —e equality by which what is just for A and B
remains just when the positions of A and B are interchanged”.

THE PRINCIPLE OF BENEVOLENCE - Justice requires” a good will between man and man
that knows no limits short of those of humanity itself”.

THE PRINCIPLE OF MINIMUM INFRINGEMNET OF FREEDOM - —Wat compulsion the very
existence of the community and the state may demand must be exercised in such a way as to produce
no unnecessary infringement of freedom”.

These four principles embody Wiener*s ethical theory so far as the new information age is concerned.
In an age of increasing interference in the human freedom and dignity and thus in human flourishing,
it is imperative that the human society is morally committed to increasing human happiness rather than
decreasing it.

4. Gandhi and Technology with a Human Face

Like Wiener, Gandhi had many misgivings about the age of technology which he considered to be a
part of modern civilization. Gandhi (1938) considered modern civilization soulless and without moral
foundations because of its origin in human exploitation and the degradation of the human values by
rampant use of machines at the cost of man. Gandhi writes:

I am clear that whilst this machine age aims at converting men into machines, I am aiming at
reinstating man turned machine into his original estate (Gandhi 1966: 157).

Thus Gandhi aims at reversing the civilization based on machines into a civilization based on human
values such as freedom, justice and dignity. It is the human autonomy that is the aim of civilization
according to him.

Gandhi sees in the machine age the spiritual decadence of the human race because machines directly
hurt the human soul by supplanting the human labour. Human beings are replaced by the machines
and thus they lose their dignity in competition with the machines. However, Gandhi is not against the
machines as such but against the craze for the machines which has dominated our civilization. Gandhi
writes:

How can I be when I know that even this body is a most delicate piece of machinery? The spinning
wheel itself is a machine; a little tooth-pick is a machine. What I object to is the craze for machinery,
not machinery as such. The craze is for what they call labour-saving machinery. Men go on _saving
labour® till thousands are without work and thrown on the open streets to die of starvation (Gandhi
1966: 93).

It is thus the human concern which made Gandhi object to the craze for machine and for rapid
industrialization. He believed that because of the use of heavy machinery thousands of human beings
are thrown out of employment and thus left to starvation.

Gandhi‘s passionate defence of human freedom and dignity is underlying his harsh judgment on the
present state of machine-civilization. He believed that the machine age is not conducive to the spiritual
growth of the human race because it makes human beings wretched and miserable due to mass poverty.
He writes:

I do want growth, I do want self-determination, I do want freedom, but I want all these for the soul. 1
doubt if the Steel Age is an advance upon the Flint Age. I am indifferent. It is the evolution of the soul
to which the intellect and all our faculties have to be devoted (Gandhi 1966:84).

Gandhi conceived of a true state of human civilization in which human freedom is achieved and man
is freed from all kinds of slavery. The freedom of the human soul is the goal of mankind according to
him.
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5. The Wiener-Gandhi Dialogue on the Future of the Human Civilization

Can the human civilization survive if there is unbridled growth of the machine age and the
consequent misuse of technology? This is the question which Gandhi and Wiener have addressed in
their own ways. For Gandhi, the civilization of the modern West is basically a machine-civilization
which needs to be re-evaluated and replaced by a more human civilization, not based on
aggrandisement of wealth and power. In Hind Swaraj (1938: 81), he writes:

Machinery has begun to desolate Europe. Ruination is now knocking at the door of the English gates.
Machinery is the chief symbol of modern civilization; it represents a great sin.

This indictment of modern Western civilization might appear too harsh, but what Gandhi means by
it is that too much mechanization of the society cannot but have its impact on the moral and spiritual
life of the people. What Gandhi resents in modern Western civilization is its lack of moral and
spiritual foundations. He considers this civilization a curse, a disease and a sin because it does not
contribute to the moral and the spiritual growth of mankind. For him, civilization promotes the moral
and the spiritual well-being of the society. Gandhi defines a true civilization in the following way:

Civilization is that mode of conduct which points to man the path of duty. Performance of duty and
observance of morality are convertible terms. To observe morality is to attain mastery over our mind
and our passions. So doing, we know ourselves (1938: 53).

In view of this, it is understandable that Gandhi does not consider the modern Western civilization
as reaching the moral standard set by him. It is not that everything in this civilization is wrong, but the
fact that it does not promote happiness of the people is a sign of its spiritual decadence. Gandhi is not
alone in saying so, as he is inspired in this regard by Tolstoy, Carpenter, Thoreau and other Western
thinkers in condemning Western civilization of the modern times.

Wiener, on the other hand, is born in Western Civilization and has contributed to the development of
Western technology. Yet he is a rebel against this civilization like Gandhi. His attack on the
civilization is not as radical as Gandhi‘s, but it cannot be denied that he has made humanity the highest
value above everything. Wiener believes that humanity must prosper because of the advancement in
science and technology. Science and technology are a means rather than an end according to him. That
is the reason why he says that technology must not disturb the moral fabric of the human society and
must not subvert our moral life. That is, we must secure our system of values against the threat from
the new machine civilization which is ruthlessly pursuing the value of power. In this context, it is
worth noting that Wiener had amply contributed to technology that led to decisive defeat of the Axis
forces in World War II. Be that as it may, at the end of the World War II, Wiener was thoroughly
disillusioned with the unethical behaviour of the war administration. He rebelled against the American
State as is obvious from the perusal of a letter —Ascientist rebels!” written to the Atlantic monthly
(Wiener, 1947). In this letter, Wiener mentions his refusal to communicate one of his work to an
engineer from Boeing working on guided missiles and _not to publish any future work ... which may
do damage at the hands of irresponsible militarists‘. For this refusal he was hounded by State and in
this mood he wrote the book —Hhe Human uses of Human Beings” (Wiener, 1950, 1954) where he
propagated his view of ethics.

Wiener® ethics speaks of the human good and the good of the whole universe. This good can be
realised only by means of promoting human welfare. No human society can thrive only on the success
of its science and technology. It requires religion, ethics, art and other intellectual pursuits to make a
complete society. Thus we cannot make the society fully dependent on the technological advances
only. We require an intellectually open society for making human happiness possible.

Gandhi would have welcomed Wiener‘s proposal to cut down the destructive technologies which
have contributed to the military might of the modern warring nations. Gandhi was in favour of
eliminating the weapons of mass destruction which have proliferated over the years for the sake of a
peaceful world. That is why he led the Indian freedom movement without any weapon of violence and
destruction. He chose the weapon of Non-violence to conquer the colonial powers. Such is the unique
achievement of Gandhi in the history of mankind.
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6. Moral Progress, the Human Spirit and the Technological World

The recent developments in computer and information technology have made the world insecure
because of the non-existence of a moral space in which they can be lodged. Technology which is
morally free can turn into a dangerous weapon which can kill thousands without entering into a
conventional warfare. The information technology has brought the world closer but at the same time it
has opened the possibility of the destruction of this world because the easy communication and easy
networking can bring the destroyers of the world closer. The recent terrorist attacks in various parts of
the world have shown how easy communication has made terrorism far more deadly than conventional
warfare. Information technology can be misused by the evil-minded people to get the world destroyed.
Both Wiener and Gandhi anticipated the disastrous consequences of technology in the hands of man,
when both warned that the human nature being what it is any new technology can become a means of
exploitation and injustice. Gandhi wrote:

To use the language of the Bible: —What shall it avail a man if he gain the whole world and lose the
soul?” In modern terms, it is beneath the dignity of man to lose one‘s individuality and become a mere
cog in the machine. I want every individual to become a full-blooded, fully developed member of
society (Gandhi 1966: 172).

Gandhi knew that modern technology would reduce man to a cog in the machine and thus rub him of
his individuality. Such a scenario is built into the very nature of the process of mechanization of life in
all aspects.

Can we hope for a better world than the one governed by technology? That is, can we establish a
world that is morally strong enough to resist the temptation to misuse technology? These questions are
part of the moral discourse regarding computer and communication technologies. All moral theories
around information and communication technology are concerned with laying down the foundations of
an ethics that can safeguard humanity against the possible dangers of technology. The Gandhi-Wiener
discourse is precisely about this humanist ethics that can make possible the moral and human use of
technology.

Both Gandhi and Wiener believe that the human nature cannot be defined in terms of the mechanical
forces which constitute the human body. Man is above matter and thus he cannot be satisfied by
material possessions alone. Gandhi is emphatic about the spiritual nature of man when he says that
man has a spiritual consciousness in him. Gandhi writes:

Let it be remembered that physical force is transitory, even as the body is transitory. But the power
of the spirit is permanent, even as the spirit is everlasting (Gandhi 1966: 267).

This shows the spiritual idea of man in Gandhi‘s philosophy. He does not speak of a mechanical
man but of a spiritual man who can rise above the material world for seeking higher values of life.

Wiener thinks of man in terms of the information systems which constitute the bedrock of the
universe. But man is a not a material body alone; he has a mind that processes information. Thus man
is not to be reduced to a physical system of matter and energy. There is consciousness in man which
can be interpreted in terms of information and therefore in terms of higher faculties of intellect and
reason. Wiener writes:

We, as human beings, are not isolated, systems. We take in food, which generates energy, from the
outside, and are, as a result, parts of that larger world which contains the sources of our vitality. But
even more important is the fact that we take in information through our sense organs, and we act on
information received (1954: 29).

Thus we take the humans as different from machines because of their capacity to transform
information into knowledge. Man, Wiener believes, can rise above the machines on the ground that
man can make good or bad use of machines.

Both Gandhi and Wiener accept a higher world than the mechanical world in the sense that the
human world is constituted by the human intellect and will. Besides, the human world is pervaded by
the sense of values and the faculty of moral conscience. The Gandhian values of truth, non-violence,
purity of mind and soul, non-possession and non-stealing are grounded in the human soul which is
above the mechanical world. Similarly, the Wienerian values of freedom, justice, equality, peace,
well-being, etc. are grounded in the same human spirit to which Gandhi appeals. Both these value-
systems are complementary to each other because while Gandhi‘s emphasis is on the spiritual
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development of man, Wiener emphasises the public virtues of democratic life such as freedom and
justice.

The moral progress of mankind is towards a democratic world based on the moral and spiritual
values. No world without the moral and spiritual values can be truly democratic and egalitarian. Both
Wiener and Gandhi have argued for such a world based on moral and spiritual wisdom.

7. Entropy and the Physical Universe

Wiener‘s theory of the entropy of the universe shows that the universe has a tendency to slide into
chaos out of order. This universal characteristic of the physical phenomena is applicable to the human
systems such as our culture, society and polity. Each such system is prone to entropy like the earth on
which we live as matter of a cosmic accident. Wiener writes:

Again, it is quite conceivable that life belongs to a limited stretch of time, that before the earliest
geological ages it did not exist, and that the time may well come when the earth is again a lifeless,
burnt-out, or frozen planet... it is a foregone conclusion that the lucky accident which permits the
continuation of life in any form on this earth, even without restricting life to something like human life,
is bound to come to a complete and disastrous end....

In a very real sense we are shipwrecked passengers on a doomed planet. Yet even in a shipwreck,
human decencies and human values do not necessarily vanish, and we must make most of them. We
shall go down, but let it be in a manner to which we look forward as worthy of our dignity (1954: 40).

This vision of the cosmos evokes a tragic sense which brings in the idea of spiritual and moral
dignity of man. Wiener is emphatic on this moral dignity of man. The universe may be coming to an
end in the distant future, but that does not deny the value of our life and its spiritual possibilities.

Gandhi agrees on the fact that the human life, even in an ephemeral universe, is a divine gift and it
cannot be frittered away through violence. Man‘s life, according to Gandhi, is the most precious entity
as every other form of life is. Therefore there cannot be any attempt to harm any life at all. The life of
the human race along with the life of the universe must be protected at any cost through Ahimsa. The
engulfing entropy must be resisted by adherence to truth and non-violence (satyagraha). Gandhi
believes that the physical universe is not the ultimate truth because the moral and the spiritual world is
higher than this world. Truth as God is higher than the material world that is bound to be dissolved.
Gandhi, however, does not believe that the Ultimate Reality can be subject to entropy. But this is his
spiritual faith rather than a scientific hypothesis.

The shipwrecked passengers that we really are can rise above this fate by ensuring that we
participate in the higher values of life and seek the wisdom of the moral and the spiritual kind.

8. Conclusions

The students of technology must understand that we have a higher life to realise and higher values to
aspire for. These values are not within the limits of our technological progress. We have to rise to the
Gandhi-Wiener level of understanding the world and make use of the gifts of technology with wisdom
and foresight. Let technology be a means and not an end. Let human beings be treated as ends in
themselves as Wiener and Gandhi have told us.
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RESPONSIBILITY ASCRIPTIONS AND ORGANIZATIONAL
STRUCTURE: THE CASE OF OSS COMMUNITIES

Neelke Doorn

Abstract

Responsibility ascriptions in the practice of ICT development and use is a topic of ongoing concern.
The present paper focuses on the organizational structure in which computer systems are being
developed. Borrowing from two examples of Open Source Software (OSS) communities I will try to
show how trust relations replace the traditional power relations of hierarchical organizations, herewith
enabling software developers to discharge their responsibilities. The paper concludes with
recommendations for organizational design.

1. Introduction

In the literature on ethics and ICT ample attention is given to the responsibilities of programmers
and system designers. The central questions relate to the topic of —esponsible computing” (Johnson
and Powers, 2005; Genova et al., 2007; Ahmed and Van den Hoven, 2008), —asponsible use” (Vedder,
2001; Tavani and Grodzinsky, 2002) or blame for harm due to erroneous software, either intended or
unintended (Nissenbaum, 1994; Takanen et al., 2004; Stieb, 2008). Recently, Deborah Johnson and
Thomas Powers have enriched the discussion on ICT and responsibility by focusing the attention to
the role of the computer system itself and its complexity . An analysis of moral responsibility without
paying attention to the computer system itself is incomplete, the authors argue. Johnson and Powers
mention a threefold complexity in the relation between responsibility and computer systems. The first
relates to the metaphysics of responsibility: responsibility issues related to computer systems are
ontologically complex because of the many people involved in their development and use, varying
from modellers, coders and testers to documentation writers, system administrators, and users.
Computer systems are not unique in this regard. The so-called _problem of many hands® is a well-
known problem within science and engineering. It refers to the difficulty of identifying, even in
principle, the person responsible for some outcome if a large number of people are involved in an
activity.

The second type of complexity Johnson and Powers distinguish is the conceptual complexity, which
refers to the ambiguity in the way the concept is used. It is not without reasons that the political
philosopher Miller labelled responsibility as one of the most _slippery‘ notions in moral and political
philosophy (Miller, 2001: 455). Not only does the concept vary over disciplines (moral responsibility
is something different than legal responsibility or the everyday notion of responsibility), the term
responsibility can also have different meanings within one discourse (viz. the use of the terms causal
responsibility, role responsibility, moral responsibility within the ethical discourse), or refer to
different time horizons (prospective or forward-looking responsibility versus retrospective or
backward-looking responsibility). These different concepts each can have overlapping and
interdependent meanings, which sometimes leads to conceptual confusion.

The third type of complexity Johnson and Powers distinguish is the technological complexity, which
is the main concern of their paper. Their argument briefly runs as follows: since much moral action is
technological moral action (TMA), the traditional notion of responsibility, when applied to human
beings who are acting with and through technology, does not capture the full scope of the freely-
chosen character of technological artefacts. Human intentions and what they achieve, is partly
dependent on the designed character of artefacts. TMA involves three integrated components (artefact,
user and an artefact-maker), which taken together determine the ways the user could act. Since
technologies are different, there will be different TMAs, and consequently, different courses of action
and different outcomes. The latter cannot be judged without taking into account the artefact itself.

The authors® paper is very informative and it contributes to the discussion on responsibility by
focusing on the contextual and ontological complexities of TMA. Following this —Lturian” account
of responsibility, I would like to focus on another important aspect that is often overlooked in the
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discussion of individual responsibility, namely the organizational structure in which the computer
systems are being developed. Just as artefacts unmistakably provide and limit certain courses of action,
the organizational embedding of actors involved in ICT development has a similar effect.”

Insights from Science and Technology Studies (STS) show that traditional hierarchical organizations
constrain the courses of action for individual members of that organization. If we follow the prevailing
account of moral responsibility in ethics, which conceives of moral responsibility as a set of conditions
that have to be met before one can be held responsible, it is questionable whether these conditions are
ever met.** Since modern technology development is essentially a collective undertaking individual
actors do not have the autonomy that is required for individual responsibility, so it is argued (Swierstra
and Jelsma 2006).

In the present paper I will make a comparison between traditional organizations (in ICT: intellectual
property (IP) organizations) and communities that work according to the Open Source Software (OSS)
model.” I will try to show how the way the work of the collective of contributors is structured (i.e., the
organizational structure), to a large extent determines whether and how we can hold people
responsible for their actions.

The reason for focusing on OSS communities is twofold. First, OSS communities are the
paradigmatic example of non-hierarchical networks, and as such they exhibit a different organizational
structure than traditional hierarchical organizations. Second, contrary to the ontological and
conceptual complexity Johnson and Powers refer to, which is valid for the whole branch of
engineering and technology development, OSS communities are typical for work being done in the
ICT sector. Although originating from communities of ICT hobbyists, the OSS model is increasingly
considered a viable approach in commercial settings as well (Agerfalk and Fitzgerald, 2008), exactly
because of its promised advantages of reduced salary costs and cycle time, the absence of commercial
obstacles for innovation and opportunities for specialised learning, innovation and shared best practice,
and closer proximity to users (Carmel, 1999; Ebert and De Neve, 2001; Carmel and Tjia, 2005).

The outline of this article is as follows. In the section following this introduction I discuss the
conditions that together capture the traditional individualistic approach to moral responsibility. I then
show how they apply to OSS communities and hierarchical IP organizations. Based on insights from
organizational science and sociology, the subsequent section is dedicated to trust, the glue that holds
OSS communities together. In this section, I show how trust relations replace the traditional power
relations of hierarchical organizations, which enable the actors to discharge their responsibilities. I end
this paper with recommendations for other professional organizations that are confronted with
responsibility issues.

Throughout the text I will borrow from two examples of OSS communities: the Fedora project and
WirelessLeiden, a local user community that created an open wireless networking infrastructure built
on Wi-Fi technology in the Dutch city of Leiden and surroundings. For reasons of space I cannot
elaborate on these cases. For the Fedora project the reader is referred to the numerous internet sources
on this project. A good description of the WirelessLeiden project can be found in (Van Oost et al.,
2009). The data on these cases is collected through interviews with previous members of the Fedora
project and board members of WirelessLeiden.

2. The traditional notion of backward-looking responsibility

Responsibility is one of the core concepts in philosophy, and it is therefore widely discussed in the
philosophical literature. The majority of philosophical texts is about retrospective or backward-looking
responsibility ascriptions. These ascriptions are often discussed in terms of conditions that have to be

3 Note that I focus on the developers of technology, which is somewhat different from the discussion of TMA
which primarily focuses on users.

* 1 think this account of moral philosophy to a large extent overlaps with the common sense notion of
responsibility.

I define the OSS model rather loosely as the collective term for the approach of peer-based cooperation aimed
at the use, change, and improvement of software under the GNU General Public License (GPL) or that is in the
public domain ([Perens, 1999]). Typical OSS products include the LINUX operating system (developed in
different communities, of which RedHat, Fedora and Debian are the most well-known) and the increasing
number of wireless networks that are built and maintained by volunteers.
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met before someone can be fairly held responsible or accountable for some negative outcome (cf.,
(Feinberg, 1968; Thompson, 1980; Bovens, 1998; Vedder, 2001; Swierstra and Jelsma, 2006)). Since
the practice of holding people responsible for negative outcomes is often accompanied with attitudes
of blame, people refer to it as blame-responsibility as well.

In its most basic form, the fact that one can be held responsible involves that one causally
contributed to a certain outcome (i.e., there has to be a causal connection between the agent‘s action
and the damage done). Although people disagree on the question how strong this causal link should be,
most agree that there should be at least some causal connection. It should be noted that in some
situations, the causal condition should be understood as the ability to influence the causal chain, such
as to account for morally faulty omission (e.g., failure to rescue a drowning child).

Also most people agree that the presence of a causal link is not sufficient for blaming people for the
negative outcome. The discussion on constraints for blaming people goes back to Aristotle, who
mentioned two excusing conditions: ignorance and force (cf., (Fischer and Ravizza, 1993)). Phrased
positively, to be blamed for a certain outcome a person (1) must have known, or reasonably be
expected to have known, what she was doing (including knowledge about particular circumstances)
and (2) must have been in the position to do otherwise (i.e., she can not be blamed for actions done
under compulsion, external pressure or hindered by circumstances outside her control). Note that
ignorance due to negligence does not count as an exempt from responsibility.

But also the inclusion of Aristotle‘’s excusing conditions is not enough to hold people morally
responsible. In addition to the three conditions discussed in the previous paragraph (causality,
knowledge and freedom), two more conditions can be distinguished. These conditions are relevant in
the legal concept of responsibility as well. First, to hold someone responsible implies that a certain
norm or value has been transgressed. (Bovens, 1998) argues that there can be no accusation without
pre-existing norms and values (in criminal law represented in the principle of nullum crimen, nulla
poena sine praevia lege poenali, which literally translates as —nocrime, no punishment without a
previous law”). A similar argument can be found in the work by (Vedder, 2001), who refers to the pre-
existence of tasks or obligations.

The last condition holds that the responsible actor is a moral agent. This condition refers to the
mental faculties of the person at the moment of engaging in the action. The person should be
responsive to moral reasons. In other words, a person must see her own actions in the light of moral
reasons and be able to reflect on these (Fischer and Ravizza, 1998). Young children and people whose
mental faculties are permanently or temporarily disturbed will not be held responsible for their
behaviour. However, to put oneself knowingly and voluntarily into a situation of limited mental
capacity (by drinking alcohol or taking drugs for example) does not exempt one from being
responsible for the consequences of one‘s behaviour. This is the moral counterpart of the legal term
mens rea (or fully: actus non facit reum nisi mens sit rea, which literally translates as —}e act does not
make a person guilty unless the mind is also guilty”). Some people phrase this condition in terms of
intention, meaning that the action was guided by certain desires and beliefs (Corlett, 2006).

To summarise, there are five conditions: (1) causality, (2) knowledge, (3) freedom, (4) the
transgression of a norm or value, and (5) moral agency. These conditions have to be met before an
agent can be fairly held responsible for a certain outcome. To illustrate how these conditions work let
us look at the following (trivial) example. Imagine Mary and Joe, both collectors of sea shells. Mary
invites Joe to look at her newest acquisition, a very rare and precious shell from the Dead Sea, and she
hands it over to Joe. Suddenly Mary‘s dog jumps towards Joe‘s hand and Joe drops the shell, which
unfortunately breaks. Can we hold Joe morally responsible for destroying the shell? The answer seems
(obviously) no: even though Joe formally _caused* the shell to break (1) without being forced to do so
(3), he did never intend to break it (~5) and nor was he aware of the behaviour of the dog (~2).
Moreover, Mary gave him the shell, indicating that he was allowed to touch it (~4). Imagine a similar
situation but now Mary warns Joe for the presence of the dog and she asks Joe not to touch the shell
and to keep it in the glass case. However, Joe is anxious to take a closer look at the shell and to touch
it so he picks up the shell at the moment he knows Mary is not looking. Unfortunately, the dog — again
— jumps towards Joe‘s hands and as a result Joe drops the shell. Now the question about
blameworthiness is clearly different. In this case Joe did not only cause the shell to break (1), he knew
that it was _risky‘ to pick up the shell (2), no-one forced him to pick it up (3), Mary explicitly asked
him not to do it (a _norm* he deliberately (5) neglected) (4).
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This rather trivial example shows how the conditions apply to individual cases. The conditions
together capture the general notion of individual responsibility. But how do these conditions apply to
situations where individuals act collectively or to complex situations where people work in a division
of labour? In the next section I try to answer this question by looking at two different type of
organizations and see how the conditions apply.

3. Responsibility within organizations

In the introduction it was argued that insights from STS show that the application of the individual
responsibility conditions is problematic in technoscientific practice (which I take to include the broad
range of activities related to scientific and technological research and development, engineering and
design). These conditions are seldom met, so it is argued (see (Bovens, 1998; Swierstra and Jelsma,
2006)). To elaborate on this issue and see how it relates to the organizational structure, let us take a
closer look at two different organizational settings. The first is the traditional IP organization, which
can be characterised by its hierarchical structure, and the second is the OSS community, which
typically lacks hierarchical relations. Let us see how the conditions apply in case we want to hold
someone responsible for certain negative outcomes.

3.1 The causal condition

To start with the causal condition, this condition is notoriously problematic in collective settings, as
already pointed out by Johnson and Powers, and numerous other authors (cf., (Thompson, 1980;
Nissenbaum, 1994). This holds for both traditional IP organizations and OSS communities.
Technology development is almost without exception done in a collective setting in which
technological researchers and engineers work together, often with non-technicians as well. As stated in
the introduction, Johnson and Powers refer to this problem as the ontological complexity of computer
systems and they relate it to the problem of many hands. However, the problem of many hands is an
ambiguous term and it deserves some closer attention.

(Davis, forthcoming) has made a valuable contribution to the discussion the problem of many hands
by distinguishing between the epistemic and the metaphysical side of the problem of many hands. The
epistemic side of the problem of many hands refers to the difficulty for outsiders to identify the person
who causally contributed to some outcome. For insiders this is less problematic. After all, they mostly
know who did what. If the difficulty of identifying the person causally responsible for some outcome
is related to the complexity of the causal chain, —-more information” will most likely resolve or
alleviate this problem.

The metaphysical side, however, is not so much a problem of many Aands but rather a problem of
many causes and here having more information available does not resolve the problem. Failure, in
technological disasters, is often the result of several independent failures, each of them being
necessary but not sufficient for the system as a whole to fail. But the fact that neither of these
individual failures was enough to let the system as a whole fail does not make anyone less responsible.
As Davis puts is —s)ome parts of responsibility are lessened by being divided, especially financial
liability, but the rest, such as blame deserved or the obligation to explain one‘s own part, may not be.”

So the main concern for ascribing responsibility to others is the fact whether some negative outcome
can be traced back to the person who contributed to this negative outcome. The fact that many people
contributed and that each contribution was a necessary one does not exempt anyone from individual
responsibility for his or her own contribution.

In traditional IP organizations, the tracking of people and code is often indeed problematic since
commercial products are mostly delivered as black-boxed end products, in which the individual
contributions are concealed. However, if we look at OSS communities they seem to be driven by a
consequentialist heuristic to deliver good quality work and to prevent or repair errors. They therefore
consider it important to be able to trace errors back to their origin. In order to distinguish between
different contributions OSS communities follow a twofold strategy. First, in the field of programming
people make extensive use of so-called version management systems, which allow for the tracking of
the authors of specific pieces of the code. Within the Fedora project, an application is used that is
conveniently called blame. This application helps with the version tracking of code and also the
tracking of the author of every line of code. In the WirelessLeiden community a similar version
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management system is used. Second, large projects are often divided into small subprojects, for which
individual people are made responsible. In the WirelessLeiden project, for example, volunteers are
made responsible for the maintenance of particular nodes or software packages. The causal condition
is therefore only weakly problematic in OSS communities.

3.2 The knowledge condition

The second condition is the knowledge condition. There are roughly two reasons why knowledge
might be problematic in technoscientific practice, of which only one holds for traditional IP
organizations and two for OSS communities. The first relates to the so-called Collingridge dilemma
which states that —empting to control a technology is difficult, and not rarely impossible, because
during its early stages, when it can be controlled, not enough can be known about its harmful social
consequences to warrant controlling its development; but by the time these consequences are apparent,
control has become costly and slow” (Collingridge, 1980: 19).

This argument seems convincing at first glance. Collingridge is unmistakably right in saying that the
consequences of future technologies are hard to predict and it does therefore seem unfair to hold
engineers responsible for all unforeseen negative consequences. However, not all technology is
radically different from previous designs. Most of the times, engineers build upon knowledge
available from existing technologies and this includes knowledge of risks. As professionals, engineers
have a duty of due care, which means that they —sould hold paramount the safety, health and welfare
of the general public” (to quote the well known — and broadly supported — American National Society
for Professional Engineers‘ (NSPE) code of ethics). A good standard for due care is probably the test
of independent peers. If peers think that some negative consequence was foreseeable, we could
probably conclude that the particular engineer did not exercise due care. Consequently, her lack of
knowledge can be considered an instance of negligence. So the Collingridge dilemma does not pose a
problem for the ascription of moral responsibility per se, but rather indicates when something counts
as blameworthy negligence and when it does not.

The second reason why knowledge would be problematic is related to the organizational structure.
This is more problematic for OSS communities than for traditional IP organizations since knowledge
transfer is notoriously difficult in non-hierarchical settings. Hierarchical IP organizations often have
formalised structures concerning the flow of knowledge. It is therefore rather clear which person
knows what and which person should inform (or should have informed) someone else. OSS
communities lack these kinds of formalised structures. However, it is premature to draw the
conclusion that responsibility could therefore not be ascribed in OSS communities. Instead of
disseminating knowledge through formal structures, OSS communities allow for more transparency in
their work compared to traditional organizations. This does not only make the tracking of code (and its
programmers) easier compared to the traditional programming environments, but it also allows for a
more efficient dissemination of knowledge. Software code is not exchanged as a black-boxed piece of
compiled software, but rather as raw source code, which makes it much easier to check software on
bugs or to check the compatibility with other pieces of software such as to prevent unexpected
undesirable outcomes. The now famous quote by Eric Raymond that —gyen enough eyeballs, all bugs
are shallow” (Raymond, 2004(2001)) does not only refer to the fact that a joint effort to debug code is
more powerful than isolated actions by individuals, but could also be read as a plea for transparency (if
enough eyeballs are allowed to view the source code, all bugs are shallow).

3.3 The freedom condition

Regarding the third condition, freedom, some people say that members of hierarchical organizations
lack the necessary freedom to be held responsible. Walsh, for instance, argues that people, when
working for an organization, stop acting as themselves but represent that organization in their deeds
(Walsh, 1970). People often have to act within certain pre-defined roles, which are confined by the
institutional framework of the organization. Some people therefore argue that employees of a company
are often compelled to act in a certain way and that they can therefore not be blamed for what they
bring about (cf., (De George, 1991; Unger, 1994; Swierstra and Jelsma, 2006)). Opponents of this line
of reasoning argue that these professional roles are taken freely and that people, since they personally
benefit from accepting their professional roles, should also —&ar responsibility for the untoward
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consequences that may result from playing that role” (Flores and Johnson, 1983: 542). Although
Flores and Johnson recognise that organizational structure does pose a limit on the individuals®
autonomy, they argue that this is not sufficient to categorically undermine the responsibility
individuals bear for the consequences of their behaviour within their professional role (543).

In OSS communities, the freedom condition is usually less problematic, exactly because people
participate in OSS communities on a voluntary basis. The freedom condition is therefore fulfilled
almost without exception.

3.4 The transgression of a norm

At first glance, the most problematic condition in OSS communities seems to be absence of pre-
existing norms and values. OSS communities show a lack of hierarchy and, as a result, a lack of
explicit norms. There usually are no formal contracts that explicitly state the obligations an actor has
within a project. This could be problematic. After all, if we do not know what people are supposed to
do in a prospective sense, we cannot adequately hold them responsible in a retrospective sense
(Vedder 2001). Without the norms, it cannot be established that an actor did something undesirable
(Bovens, 1998: 29). However, to conclude that responsibility can therefore not be ascribed in OSS
communities is premature. Although there are no formalised contracts and job descriptions (as in IP
organizations), OSS communities do have implicit norms concerning what is _done‘ or _not-done°.
There is a vast amount of work being done that is not established as such beforehand. In his famous
essay on OSS communities, (Raymond, 2004(2001)) compares OSS communities with bazaars, as
opposed to the —athedrals” of traditional commercial ICT companies. He argues that most work in
OSS communities starts with a personal involvement (or even annoyance) with the problem at hand.
People start working on a problem because they find it interesting and they are served personally with
a good solution for it. Raymond even goes as far as to argue that as soon as one loses interest in a
program, the only duty that is left is to hand it off to a competent successor. As such the pre-existence
of well-established duties and obligations does not seem to be a prerequisite for retrospective
responsibility ascriptions. The tasks in OSS communities on which retrospective responsibility is
based come into existence in a rather organic way, during the programming work itself and often not
beforehand. These tasks are based on implicit expectations, rather than official obligations to
accomplish a certain task.

3.5 Moral agency

The condition of moral agency is left untouched in organizations. Although some people define this
condition somewhat stricter in terms of intention (e.g., (Corlett, 2006)), the more general formulation
is in terms of the mental capacities of an agent and her responsiveness to moral reasons. In most (if not
all) professional settings people can be expected to be in the possession of these capacities.

Summarizing, if we look retrospectively whether we can hold an agent responsible for a negative
outcome, it seems that this more problematic in traditional IP organizations than in OSS communities.
For OSS communities, the causality condition is at most weakly problematic (but often not
problematic at all). For traditional IP organizations both the causality and the freedom condition are
more problematic (see Table 1).

Condition OSS community IP organization
Causality weakly problematic problematic
Freedom unproblematic moderately problematic
Knowledge unproblematic unproblematic
Transgression of a norm unproblematic unproblematic
Moral agency unproblematic unproblematic

Table 1: Responsibility conditions in OSS communities and IP organizations

123



4. Responsibility and organizational structure

In the previous section the notion of organizational structure was mentioned a number of times,
notably in relation to the freedom and knowledge condition. Let us take a closer look at the differences
between OSS communities and traditional IP organizations in terms of organizations structure.

In the literature on organizations a distinction is usually made between hierarchical and non-
hierarchical or network organizations (of which OSS communities are a paradigmatic example). The
traditional hierarchical organizations are characterised by relations of power. It is exactly the presence
of these power relations that ensures that people do what they are expected to do. In the absence of
formalised control relations, the problem of coordination is notoriously a vulnerability of non-
hierarchical organizations. To be successful, these network organizations should have some
mechanism at work to counteract this lack of hierarchical control. Some scholars have therefore
argued that network organizations can be characterised by a distinct ethic or value-orientation on the
part of exchange partners. Ronald Dore points at the —sirit of goodwill” underlying these
relationships in which commitment and trust play a central role (Dore, 1983). This —sirit of goodwill”
allows for the transmission of reliable information (Casson and Cox, 1999) and the willingness to
make investments without contractual guarantees (Podolny and Page, 1998). Through norms and
sanctions trust may act as a substitute for the formal control systems. Following the work by the
sociologist Bernard Barber, who defines trust in terms of the expectations that social actors hold about
one another, resilient trust can be conceived as faith in the moral integrity or goodwill of others on
whom economic actors depend for the realization of collective and individual goals as they deal with
future, unpredictable issues (Barber, 1983; Ring, 1999). In addition to strict economic exchanges,
—tist networks” are infused with social exchange, entailing unspecified reciprocal obligations (Powell,
1990; Ring, 1999). In other words, the absence of power relations should be counterbalanced with
strong information relations and an atmosphere of trust to ensure the validity of the information. In the
creation of relations of trust informal processes, such as committing, seems to play a crucial role.
Committing involves the —stablishing of psychological contracts, as opposed to legal contracts,
between economic actors, which consists of unwritten and largely unverbalised sets of expectations
and assumptions, held by economic actors about each other‘s prerogatives and obligations” (Ring,
1999: 137). These theoretical insights are confirmed with empirical analyses of OSS communities,
which show a high level of commitment by the team members (Wynn, 2004a; Shen and Monge, 2008).

How do these sociological insights relate to the way the work is organised in OSS communities?
(Wynn, 2004b) has shown that in OSS communities the informal project leaders try to facilitate
interaction amongst the team members such as to increase work unit effectiveness. By encouraging
task ownership they —icrease the intrinsic motivation to perform each task to the extent that these
actions are agreed upon through the decision processes of the group” (328). In other words, through
ownership and adherence to the project‘s goal, the team members become committed to the project.
As such, in the establishment of the tasks, OSS communities seem to be driven by a consequentialist
heuristic of —solving problems.” Rather than based on a more deontological approach that look at
specific actions, a consequentialist approach is more outcome and result oriented (Van den Hoven,
1998: 107). In a less idealistic phrasing we could say that in successful OSS communities the
conditions are favourable for people for discharging their responsibilities, even though this may
happen almost unconsciously. As such it becomes less problematic to hold people responsible for
negative outcomes. After all, they have less excuses to —pss the buck” of responsibility.

5. Recommendations for organizational design

In the present paper I discussed the topic of responsibility within OSS communities. It was found
that the ascription of responsibility is less problematic for OSS communities than for traditional IP
organizations. I explained that this could partly be explained by the fact that OSS communities are
more favourable for individuals to discharge their responsibilities. In situations where this happens
less spontaneously, attention should therefore be paid to the way the work is organised. In a paper on
the responsibility of system engineers, (Van den Hoven, 1998) makes a distinction between task
responsibility and meta-task responsibility. The former refers to the agent‘s task to see to it that
something is done or that some state of affairs is brought about. In addition to this task responsibility,
he distinguishes the notion of meta-task responsibility, which refers to the system engineer‘s
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responsibility to develop the computer system such that users can take up their own responsibility.
According to Van den Hoven, engineers not only have an obligation to see to it that artefacts are made
in accordance with functional requirements but also a special meta-task responsibility or obligation —t
see to it that users can (check whether they can) see to the things they ought to see to. Part of the
responsibility of engineers thus concerns the responsibility and agency of users” (Van den Hoven,
2009). Hence, this meta-task responsibility refers to a responsibility to ensure that the conditions are
such that people can carry out their tasks.

In a similar vein to Van den Hoven‘s meta-task responsibility for system engineers, we could say
that the people who —deign” an organization, be it a formal organization or an informal OSS
community, have a meta-task responsibility to design the organization such that its members will
(likely) be able to discharge their responsibilities. This may include institutional frameworks (e.g., the
way knowledge is shared amongst the agents), but also incentive structures that promote commitment
to the organization‘s goal (e.g., economic rewards or credit for one‘s work). Assuming that the
organization‘s goal is not immoral, this will ultimately lead to both technically and morally better
products.
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